
Fundamentals 
of Network 
Security and 
Defence 

Cyber Security Analyst

Learner Guide 2

252901-001-00-KM-02  

NQF Level 5, Credits 12

QCTO Occupational Certificate

Module Code



© 2024 MictSeta

Version 1.0.0.

All rights reserved.

No part of this book may be reproduced or transmitted in any form or by any 
means, electronic or mechanical, including photocopying, recording or any 
information storage and retrieval system, without permission in writing from 
MictSeta

Developed by The Learning Studio (Pty) Ltd



© 2024 MictSeta – Cyber Security Analyst
i

Table of Contents

	 Personal Details Form............................................................................................................ ii

	 Learner Declaration and Copy of ID................................................................................. iii

	 Facilitator Report and Declaration................................................................................... iv

	 Module Overview.................................................................................................................... v

Lesson 1:	 Governance, Legislation, and Security Policy ...............................................................1

Lesson 2:	 Introduction to Network Security .................................................................................. 13

Lesson 3:	 Network Security: Unveiling Threats, Vulnerabilities, and Attacks..................... 27

Lesson 4:	 Protecting, Detecting and Responding to Network Attacks................................ 35

Lesson 5:	 Building a Secure Digital Fortress................................................................................... 45

Lesson 6:	 Mastering Network Security Devices – Firewall, IDS 
	 and VPN Configuration and Management.................................................................. 57

Lesson 7:	 A Guide to Wireless Network Defence.......................................................................... 75

Lesson 8:	 Monitoring for Breaches and Attacks in Network Security................................... 85

Lesson 9:	 Incident Response Plan Management.......................................................................... 95

Lesson 10:	 Network Incident Response Process, Reporting and  
	 Documentation, Lessons Learned................................................................................107

	 Summative Assessment...................................................................................................119



© 2024 MictSeta – Cyber Security Analyst
ii

Personal Details Form

Surname

First name(s)

ID Number

Gender  Male 	  Female

Race Group

Address

Cellphone number

Company name

Company address

Company telephone

List any courses you 
have passed since you 
left school.

What do you do in your 
job?

What do you do when 
you are not at work?

What do you want to 
learn in this course?



© 2024 MictSeta – Cyber Security Analyst
iii

Learner Declaration and Copy of ID

I 										          (name),

						       (ID Number) declare that all work contained 
within this Portfolio of Evidence is my own work.

Signature: 	 							     

Date:  		  							       		

Place:		  							       		

 Witness: 	 							     

 

Paste/staple certified copy of learner’s ID here.



© 2024 MictSeta – Cyber Security Analyst
iv

Facilitator Report and Declaration

Facilitator Report on 						       (learner’s name)

Describe the learner’s participation in the course. Include some comments about the 
learner’s attendance and diligence. Mention anything exceptional that the learner has done 
for the duration of the course. Based on this and on the evidence in the portfolio, make a 
statement regarding the competency of the learner.

Facilitator Declaration

I declare that as far as I am aware, the content of this module is the independent and original 
work of the learner concerned.

I declare that the knowledge topics have been covered and that the learner is suitably 
competent and has met each of the internal assessment criteria listed.

Facilitator: 	 					   

Signature: 	 					   

Contact No. 	 					   

Date:		  					   



© 2024 MictSeta – Cyber Security Analyst
v

Module Overview

Title
252901-001-00-KM-02  Fundamentals of Network Security and Defence 

Purpose of the Knowledge Module
The focus of the learning in this knowledge module is to build an understanding of the 
principles and techniques applied in the editing and proofreading processes of Network 
Security and Defence.

Module Introduction
In today’s interconnected world, where data flows across vast networks, keeping networks 
safe is vital.  This module will equip you with the essential knowledge and skills to protect 
your organisation’s digital assets from ever-evolving cyber threats.

We’ll start by exploring the foundational concepts of network security, understanding 
its importance in protecting sensitive information and maintaining business continuity. 
From there, we’ll look at the critical process of identifying and managing network risks and 
vulnerabilities, equipping you with the tools to proactively address potential weaknesses.

You’ll gain a comprehensive understanding of network defence fundamentals, including 
firewalls, intrusion detection systems, and encryption techniques, as well as learn how to 
monitor your networks for signs of breaches and attacks. Finally, we’ll cover the steps of 
incident response and management, making sure that you can effectively handle security 
incidents and minimise their impact.

By the end of this module, you’ll have a solid foundation in network security and defence, 
allowing you to protect your organisation’s networks and data from harm. 
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lesson 1

Governance, Legislation,  
and Security Policy

Lesson Objectives
By the end of this lesson, the learner should be able to: 

	◘ Explain the importance of governance and legislation in cyber security.

	◘ Describe the role of a security policy in protecting an organisation’s data and systems.

	◘ Identify the key components of a well-defined security policy.

	◘ Explain how a security policy helps to protect data privacy and comply with 
regulations.

Topics 

(Topic 1 part 1) 

KM-02-KT01 Introduction to network security 

Topic Elements

KT0101 Governance and legislation 

KT0102 Security policy 

IACW

IAC0101 The implications of governance and legislation on cyber security are reasoned

IAC0102 The importance of protection of privacy and data is justified

This has a 20% weighting over 2 lessons.
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Introduction
Keeping your network environment safe calls for a multi-layered approach. This lesson 
explores the roles of Governance, Legislation, and Security Policy in safeguarding your 
organisation’s data and systems.

The Need for Governance and Legislation 

Governance sets the guiding principles for your organisation’s security approach. It 
encourages a culture of security awareness, manages risks, and complies with relevant 
regulations.

Legislation provides the legal muscle. These laws define data security requirements 
and potential penalties for non-compliance. The Cybercrimes Act (South Africa) allows the 
Minister of Justice to make regulations on information sharing (detection, prevention and 
investigation of cyber crimes) and includes unauthorised access and data breaches.

A Security Policy translates these principles into actionable practices. It outlines 
expectations for user behaviour, password management, data handling, and security 
awareness training. By adhering to both governance principles and relevant legislation, your 
organisation can significantly improve its network security position.

This combined approach offers several benefits:

	◘ Reduced risks: Proactive threat identification and mitigation (management).

	◘ Enhanced data protection: Strong data privacy practices foster trust.

	◘ Improved decision-making: Clear guidelines for security investments.
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Security Policy 
A strong security policy is like a clear map. It takes the general ideas of data protection and 
turns them into specific steps to keep your Cloud information safe.

Here are some key aspects of a security policy:

Formal document Establishes clear expectations for all users regarding 
acceptable IT use, password management, data handling, and 
security awareness.

Aligned with regulations Ensures compliance with data privacy and security laws.

Risk-based approach Prioritises security measures based on your organisation’s 
specific needs and data sensitivity.

Regularly reviewed Adapts to evolving threats and technological advancements.

Benefits of a Security Policy

Reduced risks A clear policy minimises the likelihood of human error and 
promotes secure practices, ultimately reducing security risks.

Enhanced compliance The policy helps organisations comply with relevant data 
privacy and security regulations.

Improved decision-making The policy provides a framework for making informed 
decisions regarding security investments and resource 
allocation.

Increased awareness The policy educates employees about their roles and 
responsibilities in cyber security.

Legal defence A documented security policy demonstrates a proactive 
approach to data protection, potentially mitigating legal 
repercussions in case of a security breach.
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What Does a Security Policy Typically Include?

Acceptable use This section defines what activities are permitted and 
prohibited when using organisational IT resources, including 
email, internet access and company devices. This helps 
prevent misuse and potential security risks.

Password management Strong passwords are essential for access control. The policy 
establishes guidelines for creating complex passwords, 
changing them regularly and avoiding password reuse.

Data classification Not all data is created equal. The policy defines how data is 
classified based on its sensitivity (e.g., confidential, public) 
and dictates (prescribes) appropriate access controls and 
security measures for each classification level.

Incident response Security incidents are inevitable. The policy outlines a clear 
process for identifying, reporting, containing, and recovering 
from security breaches or cyber attacks.

Security awareness training Employees are often the first line of defence against cyber 
threats. The policy emphasises the importance of security 
awareness training to educate employees about potential 
risks and best practices for safe online behaviour.
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How Does a Security Policy Apply to Networks?
A security policy acts as a roadmap for securing your network infrastructure. 

Here’s how:

Access Control The policy dictates user access privileges, ensuring only 
authorised individuals have access to specific systems and 
data based on their roles.

Network Security Measures The policy guides the implementation of network security 
tools like firewalls, intrusion detection/prevention 
systems (IDS/IPS) and data encryption to protect against 
unauthorised access and malicious attacks.

Mobile Device Management With the increasing use of mobile devices for work 
purposes, the policy establishes guidelines for secure 
mobile device usage and data access on organisational 
networks.

Remote Access For employees working remotely, the policy defines secure 
remote access procedures to ensure organisational data 
remains protected even when accessed outside the office 
network.
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Types of Network Security Policies
A secure network relies on a layered defence. 

Here’s a breakdown of key policy documents:

Security Policy The high-level roadmap, outlining acceptable use, 
password management, data handling, and incident 
response.

Security Standards Technical specifications for security measures like 
password complexity or firewall configurations.

Security Procedures Step-by-step instructions for tasks like user account 
creation or incident response.

Network Security Architecture 
(NSA)

Details the design and components of your network 
security infrastructure (firewalls, intrusion detection).

Risk Assessment Reports Identify and prioritise potential security vulnerabilities 
within the network.

Security Awareness Training 
Materials

Educate employees on cyber security best practices 
(phishing awareness, safe browsing).

Incident Response Plan Defines the coordinated actions for containing, 
eradicating, recovering from, and reporting a security 
incident.

This layered approach ensures your security policy translates into actionable measures, 
empowers employees, and prepares your organisation for potential threats.

The Importance of Protecting Privacy and Data
Data privacy is critical for network security because it:

	◘ Ensures compliance with regulations like POPIA.

	◘ Builds trust with customers and partners.

	◘ Reduces risks of breaches and their consequences.
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Example Security Policy
This policy outlines XYZ’s approach to information security, protecting data confidentiality, 
integrity, and availability. It applies to everyone accessing a network.

Key areas

Acceptable Use Business use only, limited personal use, secure passwords, 
no unauthorised software or activity.

Data Classification Data is categorised (public, confidential) with access 
controls to safeguard sensitive information.

Incident Response A clear process for reporting, containing, eradicating, 
recovering from, and reporting security incidents.

Security Awareness Training Regular training on identifying threats, protecting data, and 
reporting suspicious activity.

Mobile Device Management 
& Remote Access

Secure protocols and device management for work on 
mobile devices and during remote work.

Compliance and Updates Violations may result in disciplinary action. This policy 
should be reviewed and updated regularly.

Contact IT Security team ([email address] or [phone number]) for 
questions.

Key Takeaways

	◘ A well-defined security policy is key for efficient network security. It means governance 
principles and legislative requirements turn into actionable practices for your 
organisation. 

	◘ By implementing a layered approach that includes security standards, procedures, 
and awareness training, you can empower employees, mitigate risks, and ensure data 
privacy compliance. Remember, this is an ongoing process – regular reviews and 
updates are essential to keep your defences strong against ever-changing threats.
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Assessment
Scenario-Based Question 

Your company is developing a new mobile application that will collect user data. As part 
of the security team, you are tasked with explaining the importance of data privacy to the 
development team.

1. Explain to the development team why data privacy protection is crucial for the success of 
the mobile application. 
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2. Briefly describe two specific measures the development team can integrate into the 
application to ensure user data privacy. 

Matching 

3. Match the following terms with their corresponding definitions: Write the letter in the 
answer column.

Word Description Answer

A. Governance 1. Establishes a formal framework for an 
organisation’s security approach.

B. Legislation 2. Defines specific legal requirements for data 
handling and security. 

C. Security Policy 3. Ensures adherence to relevant security laws 
and regulations. 

D. Compliance 4. A high-level document outlining an 
organisation’s overall security strategy.

True or False 

4. Network security governance provides step-by-step instructions for technical security 
tasks. 
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5.	Legislation offers best practices for security but has no enforcement power.

6.	A security policy is a technical document that defines encryption standards. 

Short Answer 

7. Briefly explain the following concepts:

a.	 Risk Management in Network Security 

b.	 The benefits of Security Awareness Training for employees 
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c.	 How a strong security policy helps mitigate the consequences of a data breach 
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Lesson Objectives
By the end of this lesson, the learner should be able to: 

	◘ Explain the importance of physical security measures and biometrics in network 
security.

	◘ Describe how web content filtering can protect users and improve network security.

	◘ Identify the core principles of data protection and the CIA triad.

	◘ Explain the key elements of a data protection strategy, including policies, technical 
safeguards and user education.

	◘ Discuss best practices for data protection.

Topics 

KM-02-KT01 Introduction to network security  

Topic Elements

KT0103 Physical security (e.g. biometric authentication) 

KT0104 Web content filters 

KT0105 Need for protection of privacy and data

IACW

IAC0101 The implications of governance and legislation on cyber security are reasoned

IAC0102 The importance of protection of privacy and data is justified

The weighting is 20% over 2 lessons.

Introduction to  
Network Security lesson 2
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Introduction
Network security goes beyond digital defences. Physical security (biometrics) and filtering 
tools protect users and systems. But prioritising data privacy is key, as it’s not only ethical 
but also a legal requirement and builds trust with users. We’ll delve into why data privacy is 
critical for network security.

Physical Security 

Securing the Physical Realm: Beyond Firewalls and Passwords
While firewalls and encryption are essential for network security, physical security measures 
play a crucial role in safeguarding your network’s infrastructure and the data it stores.

Here’s a breakdown of key physical security concepts:
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Physical Access Control: 

This involves restricting physical access to critical IT equipment and data centres. Methods 
include:

Security barriers Locked doors, fences, and security gates physically limit access 
to unauthorised personnel.

Access control systems These systems require authorised personnel to use keycards, 
badges, or biometric authentication (explained below) to enter 
secure areas.

Security cameras Cameras with recording capabilities deter unauthorised access 
and provide evidence in case of security breaches.

Biometric Authentication: 

This technology relies on unique biological characteristics to verify a user’s identity. Common 
methods include:

Fingerprint Recognition Most common, uses unique ridges on fingers.

Facial Recognition Convenient, analyses facial features (less accurate with 
variations).

Iris Scanning Highly secure, scans coloured ring around pupil (expensive).

Voice Recognition Easy to use, analyses voice patterns (less secure with 
background noise or illness).

Finger Vein Recognition Emerging technology, scans vein patterns under skin (highly 
secure, not widely adopted).

Multi-Factor Authentication (MFA): 

MFA adds an extra layer of security by requiring users to provide more than just a username 
and password to access a system. Common MFA factors include:

Something you know This could be a password, PIN, or security question answer.

Something you have This could be a physical token, a smartphone with an 
authentication app, or a security key.

Something you are This refers to biometric authentication methods like 
fingerprints or facial recognition.



© 2024 MictSeta – Cyber Security Analyst
17

2
Introduction to Network Security 

Are Physical Security Measures and Biometrics Hackable?
Physical security and biometrics aren’t perfect. Determined attackers can breach them with 
some effort.

Here’s a breakdown of potential vulnerabilities:

Physical access control Security barriers can be breached, access control systems 
can be compromised, and camera footage can be tampered 
with.

Biometric authentication Although more secure than passwords, they are not 
invincible. Tricking with fake fingerprints/irises is possible 
(though complex).
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Mitigating These Risks

Multi-Factor Authentication (MFA) Combining biometrics with another factor, like a 
security token or one-time password, adds an extra 
layer of security.

Regular security assessments Penetration testing and vulnerability assessments 
help identify weaknesses in physical security and 
suggest improvements.

Biometric system updates Biometric systems should be regularly updated 
to address potential vulnerabilities discovered by 
security researchers.

Pros and Cons of Physical Security and Biometrics

Pros Stronger access control, reduces human error (e.g., forgotten passwords), 
faster/easier than passwords.

Cons Expensive, potential for errors (recognition issues), privacy concerns (data 
storage).

Implementing a layered approach that combines physical access control, biometrics, and 
MFA can significantly enhance overall network security.

��� �� ���
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Web Content Filtering 

Web Content Filtering: Protecting Your Network
We’ve explored how effective governance and legislation are cornerstones of a secure 
network environment. Adding another layer of defence, web content filtering plays a crucial 
role in safeguarding your network and its users. Let’s delve deeper into this technology.

What are Web Content Filters and How Do They Work? 
Web filtering adds security. It acts like a gatekeeper, controlling what websites users can 
access. There are two main methods:

1. Content filtering Analyses website content to block malicious - or gambling sites.

2. URL filtering Blocks access to entire websites based on pre-defined lists.
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Deployment Methods for Web Content Filtering
Web content filtering can be implemented at various points within a network to achieve the 
desired level of control:

Network-level Filters on network devices block access for everyone. (Easy to 
manage, but technical setup required).

Individual devices Software installed on each device for granular (rough) control. 
(More work to manage).

DNS-level Integrates with DNS server to prevent users from reaching 
blocked sites. (Centralised, but ISP cooperation might be needed).

Benefits of Web Content Filtering
Web content filtering offers a multitude of advantages for network security and user 
protection:

Enhanced security Stops users from visiting malicious sites or falling for 
scams. This protects the network from attacks.

Improved productivity Blocks distracting sites like social media and online 
games helping employees focus on work.

Compliance with regulations Ensures compliance with regulations that restrict 
certain website types. (e.g., gambling sites, and social 
media platforms in some regions). 

Protection from inappropriate 
content

Filters out harmful content like pornography, creating 
a safer online environment.

Improved employee morale Less distractions can lead to a more focused and 
productive workforce.

Finding the Right Balance
But remember, balance is key! Don’t block so much that it hurts work or access to valuable 
information.

Additional Considerations

	◘ Web filtering isn’t perfect:

	◘ Blocks good sites sometimes (false positives).
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	◘ Misses bad sites sometimes (false negatives).

	◘ Needs regular updates.

Don’t rely solely on filters. Train users on cyber security too! This helps create a more secure 
and productive network.

The Essential Guide to Data Protection: Privacy, Security, and 
Best Practices 
Data protection is critical in today’s digital world. It builds trust with users, keeps 
organisations compliant with regulations, and protects against cyber threats. This guide will 
explore why it’s important and how to achieve it.

The CIA Triad and Data Protection
The CIA triad (Confidentiality, Integrity, and Availability) provides a framework for 
understanding data protection:

Confidentiality Ensuring only authorised users can access sensitive data.

Integrity Maintaining the accuracy and completeness of data throughout its 
lifecycle.

Availability Guaranteeing authorised users have access to data when needed.
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Key Elements of a Data Protection Strategy

Governance and Policy: 

Data Classification Classify data based on sensitivity to determine security 
measures.

Data Inventory Maintain a record of all collected data, its location, and 
access controls.

Data Handling Policies Establish clear guidelines for data collection, use, 
storage, retention, and disposal, aligned with the CIA 
triad principles.

Access Controls Implement a system that restricts access based on the 
principle of least privilege.

Technical Safeguards: 

Data Encryption Encrypt data at rest and in transit to safeguard 
confidentiality.

Security Software Utilise firewalls, IDS/IPS, and anti-malware software 
to protect against unauthorised access and cyber 
attacks, ensuring confidentiality and integrity.

Regular Backups Maintain regular backups stored securely offsite to 
guarantee data availability in case of incidents.

Vulnerability Management Regularly scan systems for vulnerabilities and patch 
them promptly to minimise attack surfaces.

Data Breach Response: 

Incident Response Plan Develop a plan outlining procedures for detecting, 
containing, and recovering from data breaches, 
focusing on restoring confidentiality, integrity, and 
availability.

Data Breach Notification Establish a process for notifying users and authorities 
in a timely and accurate manner (ensuring data 
integrity).
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User Education and Training: 

Security Awareness Training Educate employees about cyber security best 
practices to protect confidentiality and integrity of 
data.

Data Handling Training Train employees on the organisation’s data handling 
policies to promote responsible data stewardship.

Data Protection Best Practices

	◘ Integrate data privacy considerations into system design (Privacy by Design).

	◘ Collect only essential data (Data Minimisation).

	◘ Be transparent about data practices and provide user control over their data.

	◘ Enforce strong password policies and implement MFA.

	◘ Grant least privilege access control.

	◘ Maintain backups and patch vulnerabilities for data availability and system security.

	◘ Develop and test an incident response plan.

	◘ Provide regular security awareness training.

Key Takeaways

	◘ Data protection is a continuous effort, but by prioritising user privacy, building a CIA 
triad-based strategy, and following best practices, organisations can ensure a secure 
environment, user trust, and navigate the evolving digital landscape.
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Assessment
Multiple Choice (Choose the best answer for each question)

1.	Biometric authentication is a form of physical security that relies on a user’s:

a. Chosen password

b. Unique biological characteristics 

c. Security question answers

d. Social media login credentials

2.	Web content filters can be deployed at which of the following levels? (Choose all that 
apply)

a. Individual devices (laptops, desktops) 

b. Network level (firewalls) 

c. DNS server level 

d. All of the above 

True/False

3.	Data breaches can only occur due to technical vulnerabilities. 

4.	Strong data governance encourages organisations to collect as much user data as 
possible. 

Short Answer

5.	Briefly explain the role of legislation in data privacy protection.
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6.	Describe two best practices for ensuring the security of user data within an organisation.
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Lesson Objectives
By the end of this lesson, the learner should be able to: 

	◘ Define what a network vulnerability is and understand different types (software, 
hardware, configuration, procedural).

	◘ Explain how network security threats exploit these vulnerabilities and what their goals 
might be (data theft, disruption, etc.).

	◘ Identify various network attacks, including automated, targeted, and zero-day attacks.

	◘ Grasp the relationship between vulnerabilities, threats, and attacks and how they 
contribute to network security risks.

Topics 

(Topic 2 part 1) 

KM-02-KT02 Network Risk and Vulnerability Management 

Topic Element

KT0201 Network security threats, vulnerabilities and attacks

IACW

IAC0201 Network risk and vulnerability management is evaluated

The weighting is 10% over 2 lessons.

Network Security:  
Unveiling Threats, 

Vulnerabilities, and Attacks lesson 3
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Network Security: Unveiling Threats, Vulnerabilities, and 
Attacks
The digital world offers opportunities, but also hidden dangers. Understanding these 
dangers is crucial for network security. This lesson explores network security threats, 
vulnerabilities, and attacks, equipping you to identify and reduce risks.

What is a Network Vulnerability?
Imagine a network as a well-fortified castle. A network vulnerability is a weak spot in this 
castle’s defences – a loose brick in the wall, a hidden passage, or a poorly guarded gate. These 
vulnerabilities can be technical flaws in software, hardware, or network configuration. They 
can also be human-related, such as weak passwords or a lack of security awareness.

Types of Network Vulnerabilities

Software Bugs in programmes attackers exploit (e.g., buffer overflows).

Hardware Weaknesses in network devices (e.g., router firmware flaws).

Configuration Mistakes in setting up devices (e.g., weak passwords).

Procedural Gaps in security policies or user training (e.g., weak password policies).
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What are Network Security Threats?
Think of threats as adversaries trying to breach the castle walls. These can be:

Malware Malicious (nasty) software (viruses, worms, ransomware, 
spyware) that infects devices.

Hackers Individuals with malicious intent exploiting vulnerabilities 
(script kiddies, persons who use existing computer scripts to 
hack, to professional cyber criminals).

Social Engineering Techniques manipulating users (e.g., phishing emails).

Denial-of-Service (DoS) 
Attacks

Attempts to overwhelm a network, making it unavailable.

Phishing Deceptive emails or messages tricking users into revealing 
information.

When Do Network Threats Occur?
Network threats can happen anytime. Cyber criminals constantly search for new ways to 
exploit vulnerabilities. Be vigilant and proactive!

Evolving Threat Landscape New tools and techniques emerge all the time. Stay 
informed!

Advanced Persistent Threats 
(APTs)

Highly sophisticated attacks targeting specific 
organisations.
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Network Attacks: Exploiting the Weaknesses
Now, imagine the adversaries launching an attack on the castle. A network attack is the 
malicious attempt to exploit a vulnerability in a network to achieve a specific goal. This goal 
could be stealing data, disrupting operations, installing malware, or gaining unauthorised 
access to a system.

Network attacks can be:

Automated Exploiting known vulnerabilities with tools (often by script 
kiddies).

Targeted Carefully planned attacks against specific organisations 
(more sophisticated)

Zero-day Exploiting a previously unknown vulnerability before 
a patch is available. Zero-day attacks are the most 
challenging to defend against as there is no known fix for 
the vulnerability. 
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Understanding the Relationship Between Vulnerabilities, Threats, and 
Attacks
These three elements work together to create a network security risk. A vulnerability is 
the weakness, the threat is the malicious actor, and the attack is the act of exploiting the 
weakness to achieve a malicious goal.

By understanding these elements, you can manage network risk effectively. The next lesson 
will explore strategies for vulnerability management and building a robust network defence.

Here are some additional points to consider when discussing network attacks:

Impact of network attacks The impact of a network attack can vary depending on the 
attacker’s goals and the type of attack launched. Attacks 
can result in data breaches, financial losses, operational 
disruptions, and reputational damage.

Cost of network security 
breaches

The cost of network security breaches can be significant, 
including the cost of data recovery, forensic investigation, 
legal fees, and reputational damage. Organisations need to 
invest in robust security measures to mitigate these risks.

Key Takeaways

	◘ Understanding network security threats is vital for building a strong defence 
(protection). We explored vulnerabilities and different threats. 

	◘ Remember, cyber criminals constantly evolve. Stay informed and implement strong 
security measures to reduce the risk of a successful attack.

Threat:
Something that can
damage or destroy

an asset

Vulnerability:
A weakness or gap
in your protection

Attack!
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Assessment
Multiple Choice (Choose the BEST answer for each question)

1.	What is a network vulnerability?

a. A type of malware specifically targeting networks

b. A weakness in a network’s defences that can be exploited by attackers

c. A security measure to protect against unauthorised access

d. A legitimate user attempting to access a restricted resource

2.	Which of the following is NOT a type of network vulnerability?

a. Software vulnerabilities (e.g., bugs in operating systems)

b. Hardware vulnerabilities (e.g., weaknesses in network devices)

c. Social engineering vulnerabilities (e.g., weak password policies)

d. Configuration vulnerabilities (e.g., using default passwords)

3.	What is a common method used in social engineering attacks?

a. Exploiting software bugs

b. Brute-force password cracking

c. Tricking users into revealing sensitive information or clicking malicious links 

d. Denying service to legitimate users

4.	What is the main goal of a denial-of-service (DoS) attack?

a. To steal data from a network

b. To overwhelm a network with traffic, making it unavailable to legitimate users 

c. To gain unauthorised access to a system

d. To install malware on devices
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5.	What is the difference between an automated and a targeted network attack?

a. Automated attacks are faster, while targeted attacks are slower.

b. Automated attacks use social engineering, while targeted attacks don’t.

c. Automated attacks exploit known vulnerabilities with tools, while targeted attacks are 
carefully planned against specific victims. 

d. Automated attacks are always successful, while targeted attacks can be stopped.

Short Answer:

6.	Explain the relationship between vulnerabilities, threats and attacks in network security.
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Lesson Objectives
By the end of this lesson, the learner should be able to: 

	◘ Identify signs of a network attack, including suspicious network activity, system 
performance issues, and security software alerts.

	◘ Explain the steps involved in responding to a network attack, such as containment, 
damage assessment, eradication, recovery, and review.

	◘ Describe key security practices to mitigate network risks, including patch (updates) 
management, network segmentation, firewalls, intrusion detection/prevention 
systems, strong passwords, access control, security awareness training, and regular 
backups.

	◘ Understand the importance of having an incident response plan and staying informed 
about the latest threats.

Topic

(Topic 2 part 2)

KM-02-KT02 Network Risk and Vulnerability Management 

Topic Element

KT0202 Knowledge on how to protect, detect, and respond to network attacks

IACW

IAC0201 Network risk and vulnerability management is evaluated

The weighting is 10% over 2 lessons.

Protecting, Detecting  
and Responding to  

Network Attacks lesson 4
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Introduction
The digital world relies on networks, but these connections also create vulnerabilities for 
cyber criminals to exploit. This lesson equips you to protect your network, detect attacks, and 
respond effectively.

Imagine waking up one morning to find you can’t access your company’s critical files. The 
network is down, and a ransom note pops up on every screen, demanding a hefty sum to 
unlock your data. This is just one example of a successful network attack – a growing threat in 
today’s digital world.

Detecting a Network Attack
Network attacks can be like silent thieves in the night, but there are ways to detect their 
presence. Here are some key signs to watch out for:

Suspicious Network Activity

Unusual network activity Unexpected traffic patterns, unauthorised access attempts.

System performance issues Slow speeds, frequent crashes, unexplained errors.

Changes to files or data Missing or corrupted files, unauthorised modifications.

Security software alerts Intrusion detection/prevention or antivirus software 
warnings.

Employee reports Phishing attempts, unusual system behaviour.
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Remember: These signs don’t necessarily guarantee a network attack, but they warrant 
(deserve) further investigation. It’s crucial to have a plan in place to respond to potential 
security incidents.

Responding to Network Attacks: Minimising Damage and Recovering 
Quickly

Network attacks can be stressful, but a calm and coordinated response is essential to 
minimise damage and restore normalcy. Here’s a basic framework for responding to a 
network attack:

A Network Attack Requires a Swift Response to Minimise Damage

1. Contain the threat Isolate compromised systems, block malicious IP addresses, 
disable malicious programmes, and change passwords.

2. Assess the damage Identify the scope and impact of the attack (affected systems, 
data compromise).

3. Eradicate the threat Remove malware, change passwords, and patch vulnerabilities.

4. Recover and restore Restore affected systems and data from backups and report the 
incident.

5. Review and improve Analyse what went wrong and strengthen defences through 
training and security measures.
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Securing Your Network for the Future 
The best defence against network attacks is a strong and layered security strategy. Here are 
some key practices to fortify your network and make it a tougher target:

Patch Management

Regular updates Apply security patches to operating systems, applications, 
and firmware as soon as they become available. These 
patches often address newly discovered vulnerabilities that 
attackers might exploit.

Prioritise critical systems Focus on patching critical systems first, such as servers and 
devices with access to sensitive data.

Automated patching 
(optional)

Consider implementing automated patching solutions for 
efficiency, especially for large networks.

Network Segmentation

	◘ Segment your network into smaller subnets (dividing a network into two or more 
networks). This limits the potential damage if one segment gets compromised, 
preventing attackers from easily accessing critical resources across the entire network.

	◘ Define clear rules about which network segments can communicate with each other. 
This helps contain threats and prevents lateral (sideways) movement within your 
network.

Firewalls
Implement firewalls to act as a gatekeeper between your network and the internet. 
Firewalls filter incoming and outgoing traffic, blocking unauthorised access attempts based 
on predefined security rules. Consider deploying different types of firewalls depending on 
your network needs. For example, a web application firewall can protect against web-based 
attacks.

Intrusion Detection/Prevention Systems (IDS/IPS)
Deploy intrusion detection/prevention systems (IDS/IPS) to monitor your network traffic 
for suspicious activity. IDS/IPS can alert you to potential attacks and, in some cases, even 
block them automatically in real-time.
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Strong Passwords and Access Control

	◘ Enforce strong password policies that require complex passwords with a combination 
of uppercase and lowercase letters, numbers, and symbols.

	◘ Implement multi-factor authentication (MFA) to add an extra layer of security 
beyond just passwords. 

	◘ Grant users only the minimum level of access permissions they need to perform their 
jobs. This reduces the potential damage if a user account gets compromised.

Security Awareness Training
Educate employees on cyber security best practices to make them the first line of defence. 
Train them to identify phishing attempts, avoid clicking on suspicious links, and report 
suspicious activity.

Regular Backups

	◘ Maintain regular backups of critical data. 

	◘ Test your backups regularly to ensure they are complete and can be restored 
successfully if needed.
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Incident Response Plan
Develop a clear incident response plan that outlines the steps to take if a network attack is 
suspected or confirmed. The plan should define roles, responsibilities, and communication 
protocols.

Staying Informed

	◘ Subscribe to security advisories and threat intelligence feeds to stay updated on the 
latest vulnerabilities and attack trends.

	◘ Continuously monitor and improve your security posture by researching and 
implementing best practices.

Key Takeaways

	◘ By implementing these measures and fostering a culture of security awareness, you 
can significantly reduce the risk of network attacks and protect your valuable data. 
Remember, network security is an ongoing process. 

	◘ The digital landscape constantly evolves, and so must your defences. Stay informed 
about the latest threats, continuously improve your security posture, and prioritise 
user education. 

	◘ By remaining vigilant and proactive, you can build a robust network defence and 
navigate the digital world with confidence.
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Assessment
Multiple Choice 

1.	Which of the following is NOT a common motive for network attacks?

a) Stealing information

b) Disrupting operations

c) Upgrading computer software 

d) Financial gain

2.	What is a common sign that a network might be under attack?

a) Increased productivity among employees

b) Unusual traffic patterns at odd hours 

c) Frequent software updates 

d) Faster loading times 

Matching

3.	Match the security measure to its description: 

Word Description Answer

a) Patch Management  1. Isolates critical systems to minimise 
damage.

b) Network Segmentation 2. Regularly updated software reduces 
vulnerabilities.

c) Firewalls 3. Complex passwords with various 
character types make it harder to crack.

d) Strong Passwords 4. Act as a gatekeeper between your 
network and the internet.
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Scenario-Based 

4.	You come to work one morning and discover that several computers in your office are 
displaying a ransom note demanding payment to unlock files. What are the first 3 steps 
you should take?

Open Ended 

5.	Why is it important to have a layered security approach for network protection?
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6.	Describe the importance of user awareness training in preventing network attacks.
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Lesson Objectives
By the end of this lesson, the learner should be able to: 

	◘ Identify common network security controls and protocols.

	◘ Explain the purpose of secure protocols.

	◘ Understand the role of physical security measures in protecting network infrastructure 
and devices.

	◘ Describe key host security practices like applying security patches, using strong 
passwords, and data encryption.

Topics 

(Topic 3 part 1)

KM-02-KT03 Network defence fundamentals  

Topic Elements

KT0301 	Network security controls, protocols, and devices 

KT0302 	Physical security 

KT0303 	Host security

IACW

IAC0301 Application of network security controls, protocols, perimeter appliances, 		
	 secure IDS, VPN, and firewall configuration

The weighting is 40% over 3 lessons.

Building a Secure  
Digital Fortress lesson 5
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Introduction
In today’s digital world, protecting your network’s critical data and systems is paramount. 
This lesson equips you to build a strong defence by exploring fundamental security concepts. 
We’ll delve into essential controls, protocols, devices, and physical and host security 
measures.

Network Security Controls, Protocols, and Devices 

Network Security Controls
Network security controls and protocols work together to safeguard your network from 
unauthorised access, data breaches, and malicious activity.

Controls Policies and procedures that govern network access (who can access 
what) and data security (encryption, data loss prevention).

Protocols Sets of rules that govern secure communication between devices and 
applications. 
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Common Network Security Protocols

Secure Sockets Layer (SSL)/
Transport Layer Security (TLS)

Encrypts communication between web servers and 
browsers, protecting data like login credentials.

IPsec Provides secure communication at the network layer 
by encrypting data packets travelling between devices.

Virtual Private Network (VPN) Creates a secure tunnel over a public network, allowing 
remote users to connect to the organisational network 
securely.

Network Security Devices:  These are specialised hardware or software tools deployed to 
enforce security controls and protocols. They act as safeguards against unauthorised access 
and malicious activity.

Essential Network Security Devices

Firewalls The first line of defence, inspecting incoming and 
outgoing traffic based on security rules. (We’ll explore 
firewalls in detail later).

Intrusion Detection/
Prevention Systems (IDS/IPS)

Monitor network traffic for suspicious activity and can 
generate alerts or block threats.

Proxy Servers Act as intermediaries between clients and servers, filtering 
traffic and enhancing security.
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Additional Network Security Devices Include

Demilitarised Zone (DMZ) A buffer zone between the public internet and your internal 
network, placing exposed servers like web servers there.

Web Application Firewall 
(WAF)

Shields web applications from attacks like SQL injection 
(allowing an attacker to view data that they are not 
authorised for) and XSS (cross-site scripting with use of i.e. 
malicious links) by inspecting web traffic content.

Security Information and 
Event Management (SIEM)

A central hub that collects logs and events from devices, 
analysing them for security threats.

Data Loss Prevention (DLP) 
Appliances

Enforce data security policies and prevent sensitive data 
from leaving the network.

Honey Pots/Hone Nets Decoy (trick) systems (servers or networks) that lure 
attackers to gather intelligence about their tactics.

Remember, these controls, protocols, and devices work together to create a comprehensive 
network defence strategy.
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Physical Security and its Application in Network Defence 
Physical security measures safeguard the physical infrastructure and devices that underpin 
your network. These measures are crucial because a physical breach can compromise your 
network’s security just as easily as a virtual attack. Here’s how physical security applies to 
network defence:

Protecting Network Assets Limit unauthorised physical access to data centres, server 
rooms, and network devices using security barriers, access 
control systems, and security cameras.

Environmental Controls Maintain a suitable environment for your network 
infrastructure (temperature, humidity, power supply) to 
prevent equipment from overheating or malfunctioning.

Security Procedures Establish clear procedures for equipment handling (deliveries, 
maintenance, disposal) to minimise accidental damage or 
unauthorised access.
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Benefits of Robust Physical Security

	◘ Reduced risk of network outages

	◘ Enhanced data security

	◘ Improved regulatory compliance

Types of Physical Security Measures
Physical security encompasses a variety of measures designed to safeguard your network’s 
physical infrastructure and devices. Here are some common types:

Access control systems These systems restrict physical entry to designated areas 
using methods like key cards, biometric scanners (fingerprint, 
iris recognition), or even PIN codes.

Security barriers Fences, gates, security doors, and mantrap entries (double-
door systems) physically restrict unauthorised access to 
critical areas.

Security cameras (CCTV) Strategically placed cameras with recording capabilities 
provide visual surveillance of entry points, equipment rooms, 
and other sensitive areas. They deter potential intruders and 
aid in forensic investigations after an incident.

Environmental controls Maintaining proper temperature and humidity levels 
in data centres and server rooms prevents equipment 
from overheating or malfunctioning. Additionally, power 
conditioning systems safeguard devices from electrical 
surges and outages.

Security alarms Intrusion detection systems with motion sensors or door/
window contacts trigger alarms upon unauthorised access 
attempts. These systems can also be integrated with security 
cameras for real-time monitoring.

Mantraps These consist of two sets of secured doors with an 
interlocked system. Only one door can be opened at a time, 
ensuring only a single person enters a secure area at once.

Security lighting Well-lit perimeters and entry points deter potential intruders 
and improve visibility for security cameras.
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Host Security: Securing Individual Devices 

Host security focuses on protecting individual devices (workstations, laptops, servers) that 
connect to your network. Just like securing your physical environment, securing each device 
minimises the potential for them to become entry points for attacks that can compromise 
your entire network.

Why is Host Security Important?

First line of defence Individual devices are often the initial targets for attackers. 
By implementing strong host security measures, you 
make it more difficult for them to gain a foothold on your 
network.

Reduced attack surface The fewer vulnerabilities on individual devices, the smaller 
the overall attack surface exposed on your network. This 
reduces the risk of successful cyber attacks.

Enhanced data protection Many devices store sensitive data. Robust host security 
safeguards this data from unauthorised access, even if the 
device itself is compromised.
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Key Host Security Measures

Operating System Updates Keep operating systems and applications updated with the 
latest security patches.

Strong Passwords & Multi-
factor Authentication (MFA)

Enforce complex passwords and implement MFA for user 
logins.

Antivirus & Anti-malware 
Software

Install and maintain reputable antivirus and anti-malware 
software on all devices.

Application Whitelisting Restrict devices to only run authorised applications.

User Access Controls Limit user privileges on devices (principle of least privilege).

Disk Encryption Encrypt the data storage on devices to safeguard sensitive 
information.

Physical Security Implement measures like laptop locks and restricting 
unauthorised physical access to devices.

Benefits of Robust Host Security

	◘ Reduced risk of network breaches

	◘ Enhanced data protection

	◘ Improved regulatory compliance

Key Takeaways

	◘ This lesson has provided the foundational knowledge to build a robust network 
defence strategy. By understanding and implementing a combination of network 
security controls, protocols, devices, physical security, and host security measures, you 
can create a layered security approach that protects your network and data in today’s 
ever-evolving digital landscape.
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Assessment
Multiple Choice (Choose the one best answer):

1.	Which of the following is the PRIMARY purpose of network security controls?

a) To improve network performance

b) To manage network traffic

c) To define and enforce access rules for your network

d) To troubleshoot network connectivity issues

2.	What type of network security protocol encrypts communication between web servers 
and browsers?

a) FTP

b) HTTPS (TLS/SSL)

c) DNS

d) SSH

3.	Which of the following network security devices is responsible for inspecting incoming 
and outgoing network traffic based on predefined security rules?

a) VPN Gateway

b) Proxy Server

c) Firewall

d) Intrusion Detection System (IDS)

4.	A security measure that restricts unauthorised physical access to data centres and server 
rooms is an example of:

a) Network security control

b) Network security protocol

c) Physical security measure

d) Host security measure
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5.	Which of the following practices is MOST effective in reducing the attack surface of 
individual devices on your network?

a) Installing productivity software

b) Allowing users to choose their own passwords

c) Keeping operating systems and applications up-to-date with security patches

d) Disabling firewalls on devices

True or False:

6.	Network security protocols like SSH and HTTPS ensure the confidentiality, integrity, and 
availability of data during transmission. 

7.	Data Loss Prevention (DLP) is a type of network security control that helps prevent 
sensitive data from leaving the network. 

8.	 Implementing strong passwords and multi-factor authentication are effective host security 
measures. 

Short Answer:

9.	Describe two benefits of using a Demilitarised Zone (DMZ) in your network security 
strategy.
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10. Explain the importance of user access controls in securing your network.

11. Briefly describe two additional network security devices that can be used to enhance 
network defence and how they function.
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Lesson Objectives
By the end of this lesson, the learner should be able to: 

	◘ Configure and manage firewalls to control access to your network and enforce security 
policies.

	◘ Explain the role of IDS/IPS in detecting and preventing suspicious network activity.

	◘ Configure and manage IDS/IPS to monitor your network for security threats.

	◘ Secure remote access to your network using Virtual Private Networks (VPNs).

	◘ Implement best practices for VPN configuration and management.

	◘ Apply these security devices to create a layered defence strategy for your network.

Topics 

(Topic 3 part 2)

KM-02-KT03 Network defence fundamentals 

Topic Elements

KT0304 Secure firewall configuration and management 

KT0305 Secure IDS configuration and management

KT0306 Secure VPN configuration and management

IACW

IAC0301 Application of network security controls, protocols, perimeter appliances, 		
	 secure IDS, VPN, and firewall configuration

The weighting is 40% over 3 lessons.

Mastering Network  
Security Devices –  

Firewall, IDS and VPN 
Configuration and Management lesson 6
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Introduction
In today’s digital landscape, robust network security is paramount. This lesson dives deep 
into the configuration and management of three crucial network security devices: firewalls, 
intrusion detection/prevention systems (IDS/IPS), and virtual private networks (VPNs). By 
mastering these tools, you’ll gain the upper hand in safeguarding your network from a 
multitude of threats.

Firewalls: Your Network’s First Line of Defence 
Firewalls are fundamental security devices that meticulously (precisely) examine incoming 
and outgoing traffic, filtering it based on a set of predefined security rules. Imagine a highly 
trained security guard at a government facility. Similar to the guard verifying access badges 
and meticulously checking packages, the firewall inspects each data packet (like a package) 
against its established rules (like authorised personnel and approved contents). Only traffic 
that aligns with these rules (authorised personnel with legitimate packages) is permitted to 
enter your network (the secure facility).

Here’s a deeper dive into why firewalls are essential and how to configure and manage them 
effectively:
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Why Firewalls Are Essential
Firewalls are the cornerstone of a robust network defence strategy, providing several critical 
benefits:

	◘ Access Control 

	◘ Threat Mitigation 

	◘ Network Segmentation 

	◘ Regulatory Compliance Adherence in South Africa

Best Practices for Secure Firewall Configuration
Configuring a firewall securely requires a meticulous approach. Here are some key practices 
to follow:

Default-Deny Policy Block all traffic by default, explicitly allowing only 
authorised traffic.

Rule Prioritisation More specific rules take precedence to avoid accidentally 
allowing unwanted traffic.

Service and Port Restrictions Only allow access to essential services and ports required by 
your applications.

Regular Updates Patch firewall firmware and rule sets to stay protected 
against evolving threats.

Logging and Monitoring Track activity and identify suspicious traffic patterns for 
proactive security measures.
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Exploring General Practical Approaches to Firewall Configuration

1. Understanding the Firewall Interface:

	◘ Familiarise yourself with the firewall’s administrative interface. This typically involves a 
web-based console or a dedicated management software programme.

	◘ Locate sections for creating, editing, and deleting firewall rules.

	◘ Identify options for specifying source and destination IP addresses, ports, protocols, 
and allowed actions (permit or deny).

2. Analysing Network Traffic:

	◘ Before configuring rules, use tools like network traffic monitors to understand the 
types of traffic flowing through your network. This helps identify legitimate traffic 
patterns and potential security risks.

3. Building a Rule Base:

	◘ Start with a ‘default-deny’ policy as recommended earlier. This ensures all traffic is 
blocked by default, and you explicitly allow only authorised traffic.

	◘ Create firewall rules based on your network traffic analysis. Prioritise specific rules over 
broader ones to avoid accidentally allowing unwanted traffic.

	◘ Group related rules together for better organisation (e.g., rules for web traffic, email 
traffic, etc.).

4. Testing and Monitoring:

	◘ After creating rules, test them in a simulated environment (if available) to ensure they 
function as expected without disrupting legitimate traffic flow.

	◘ Once deployed, enable firewall logging to track activity and identify any suspicious 
traffic patterns.

	◘ Regularly review firewall logs for potential security incidents and adjust rules as 
needed.
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Firewall Management 
Just like a well-trained security guard requires ongoing training and supervision, effective 
firewall management is essential to maintaining a strong network defence. 

Here are some key aspects of firewall management:

Configuration Management Ensure consistent configurations across all firewalls for 
simplified management and reduced security gaps.

Change Control Implement a process for reviewing and approving firewall 
rule changes to prevent unauthorised modifications.

Vulnerability Management Regularly assess and patch vulnerabilities to keep your 
firewall functioning optimally.

User Access Control Restrict access to firewall management tools with least 
privilege to minimise risks.

Security Awareness Training Educate users on the importance of firewalls and how their 
actions can impact network security.

Challenges and Troubleshooting

False Positives Fine-tune rules and correlate alerts with IDS/IPS to identify 
true threats.

Denying Legitimate Traffic Regularly review rules and test changes in a non-production 
environment.

Logging and Monitoring 
Complexity

Implement log management solutions and prioritise alerts 
based on severity.

Example: Firewall Rule Configuration for Web Traffic
Let’s consider a basic example of creating a firewall rule to allow secure web traffic (HTTPS) to 
your network:

Source Any 

Destination Your web server’s IP address 

Port 443 (HTTPS)

Protocol TCP 

Action Allow 
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Remember: This is a simplified example. Firewall rules can become more complex 
depending on your specific network needs.

Intrusion Detection and Prevention Systems (IDS/IPS):  
Your Network’s Vigilant Watchdogs 
IDS/IPS act like security guards patrolling your network, monitoring for suspicious activity 
after firewalls filter traffic. Here’s a breakdown of IDS and IPS functionalities and how to 
configure and manage them effectively:

Understanding IDS and IPS

Intrusion Detection System (IDS) Detects and reports suspicious activity (like a 
security guard raising an alarm).

Intrusion Prevention System (IPS) Takes action to prevent suspicious activity (like 
apprehending intruders

Choosing Between IDS and IPS

Focus on Detection Choose IDS for identifying potential intrusions for 
investigation.

Proactive Prevention Choose IPS for automated prevention measures.
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Secure IDS/IPS Configuration

Signature-Based Detection This approach relies on pre-defined signatures of known 
threats. The IDS/IPS compares network traffic and system 
activity against these signatures to identify suspicious 
patterns. Regularly updating these signatures is crucial for 
effective detection.

Anomaly-Based Detection This method analyses traffic and system behaviour for 
deviations from normal patterns. For instance, a sudden 
surge in network traffic or failed login attempts from 
unusual locations could be flagged as anomalies.

Fine-Tuning Sensitivity Balancing security and usability is key. Overly sensitive 
IDS/IPS can generate too many false positives (alerts for 
harmless activity), overwhelming security personnel. 
Conversely, low sensitivity might miss critical security 
incidents.

Network Placement Strategically position your IDS/IPS to monitor critical 
network segments where suspicious activity is most likely 
to occur.

While these are general steps, it’s important to consult your specific IDS/IPS documentation 
for detailed configuration instructions. The configuration interface and specific options will 
vary depending on the model you’re using.

Effective IDS/IPS Management

Log Management Store, filter, and analyse logs to identify potential security 
incidents.

Incident Response Planning Establish a plan for responding to security incidents 
detected by IDS/IPS.

Regular Reviews and 
Updates

Regularly review configurations and update signatures/
baselines to stay effective.

Security Awareness Training Educate users to reduce successful cyber attacks that might 
trigger IDS/IPS alerts.
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Challenges and Troubleshooting

Tuning Sensitivity Start conservative and adjust gradually. Correlate alerts for 
context.

Signature and Anomaly 
Detection Updates

Automate updates whenever possible and subscribe to 
threat intelligence feeds.

Alert Fatigue Prioritise alerts and implement automation to handle low-
priority ones.

Example: Basic IDS/IPS Rule for SSH Traffic Monitoring
Here’s a simplified example of an IDS/IPS rule to monitor for potential brute-force attacks 
targeting SSH logins:

Rule Name Monitor SSH Login Attempts

Trigger Detect more than 5 failed login attempts within a 10-minute window for 
a specific IP address attempting to connect to the SSH port (default port 
22).

Action Alert security personnel and potentially lock out the offending IP 
address for a temporary period (depending on your security policy).

Remember: This is a basic example, and IDS/IPS rules can become more complex depending 
on your specific network security requirements.
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Securing Remote Access with Virtual Private Networks
Firewalls and IDS/IPS secure your network perimeter, but what about allowing authorised 
users secure remote access? Virtual Private Networks (VPNs) come into play here. Imagine a 
secure tunnel that encapsulates your data as it travels across the public internet, protecting it 
from unauthorised access.

How VPNs Work

1. VPN Client Configuration A VPN client is installed on a remote user’s device (computer, 
smartphone, etc.). The user configures the VPN client to 
connect to a specific VPN server on your network.

2. Tunnel Establishment Once configured, the user initiates a VPN connection. The 
VPN client establishes a secure tunnel using encryption 
protocols between the user’s device and the VPN server.

3.  Encrypted Data 
Transmission

All data travelling between the user’s device and your 
network is encapsulated within this encrypted tunnel. This 
ensures that even if someone intercepts the data while 
travelling over the public internet, they cannot decipher it 
due to the encryption.

4. Remote Network Access Once connected, the user’s device appears as if it’s directly 
connected to your network. This allows them to access 
internal resources like file servers and applications as if they 
were physically present on-site.
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Benefits of Using VPNs

Secure Remote Access Enables secure access to your network for authorised 
remote users, such as employees working from home or 
travelling.

Enhanced Privacy Protects user data and internet traffic from snooping on 
public Wi-Fi networks.

Access Control Even within the VPN tunnel, you can implement access 
control policies to restrict what resources remote users can 
access on your network.

Secure VPN Configuration and Management

VPN Protocol Selection Several VPN protocols exist, each with varying strengths 
and weaknesses. Common choices include OpenVPN, IPsec, 
and L2TP/IPsec. 

Encryption Strength Select a strong encryption algorithm to scramble 
VPN traffic. Common choices include AES-256 or 
ChaCha20Poly1305. Stronger encryption offers better 
protection but may require more processing power on user 
devices.

Authentication Method Multi-factor authentication (MFA) is highly recommended 
for VPN access. MFA adds an extra layer of security by 
requiring a second verification factor beyond just a 
username and password. 

Access Control Implement granular access controls to restrict what 
resources on your network remote users can access through 
the VPN. 

Regular Updates Keep your VPN software and firmware updated to address 
any security vulnerabilities that might be discovered.

User Education Educate users about VPN security best practices. This 
includes using strong passwords, being cautious when 
connecting to public Wi-Fi networks, and reporting any 
suspicious activity.
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Exploring General Practical Approaches – VPN
Here are general details, remember specifics will vary based on your chosen VPN solution

Secure VPN Configuration and Management

VPN Protocol Select a balance of security and performance (OpenVPN, 
IPsec, L2TP/IPsec).

Encryption Strength Choose a strong algorithm (AES-256, ChaCha20Poly1305) 
considering processing power impact.

Authentication Enforce Multi-Factor Authentication (MFA) using methods 
like TOTP, SMS verification, or security tokens.

Securing Your VPN

Access Control Implement granular access controls (ABAC, RBAC, network 
segmentation) to restrict user access to specific resources.

Regular Updates Keep VPN software and firmware updated to patch 
vulnerabilities.

User Education Train users on secure VPN practices (strong passwords, 
public Wi-Fi caution, reporting suspicious activity).
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Example VPN Configuration (Simplified)
While specific configurations will vary depending on your chosen VPN solution, here’s a 
simplified example to illustrate the process:

1. Server Configuration:

	▪ Access your VPN server administration console.

	▪ Define the VPN protocol (e.g., OpenVPN, IPsec).

	▪ Choose a strong encryption algorithm (e.g., AES-256).

	▪ Configure the authentication method (e.g., username/password with MFA).

	▪ Set up access control policies to restrict user access to specific network resources.

	▪ Download and distribute VPN client configuration files or provide manual setup 
instructions to users.

2. Client Configuration:

	▪ Install the VPN client software on user devices (laptops, smartphones, etc.).

	▪ Import the downloaded VPN configuration file or enter the server address and 
details manually.

	▪ 	Configure the client software to match the server settings, including authentication 
credentials (username, password, and MFA code if applicable).

Remember: This is a basic example. Consult your specific VPN server documentation for 
detailed setup instructions.

Key Takeaways

	◘ We’ve explored essential network security devices: firewalls, IDS/IPS, and VPNs. By 
mastering these tools, you can significantly enhance your network’s security posture 
and safeguard your valuable data from unauthorised access and evolving threats.
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Assessment
Multiple Choice (Choose the one best answer)

1.	What is the primary function of a firewall? 

a)	  To monitor network traffic for suspicious activity 

b)	  To encrypt data transmissions for remote access 

c)	  To block unauthorised access to your network 

d)	  To provide secure tunnels for remote users

2.	Which of the following is a recommended practice for firewall configuration? 

a)	  Use a ‘deny all’ policy by default 

b)	  Allow all traffic and only block specific ports 

c)	  Leave all firewall settings to their default values 

d)	  There is no need for regular updates on firewalls

3.	What is the main difference between an IDS and an IPS? 

a)	  An IDS detects and reports suspicious activity, while an IPS can also take action to 
prevent it. 

b)	  An IDS is for internal network monitoring, while an IPS is for perimeter security. 

c)	  An IPS requires more complex configuration than an IDS. 

d)	  There is no significant difference between the two.

4.	What is a benefit of using a VPN? 

a)	  To simplify network management tasks 

b)	  To improve the overall performance of your network 

c)	  To securely connect to your network from remote locations 

d)	  To bypass security restrictions on public Wi-Fi networks
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5.	When configuring a VPN, what is an essential security measure to implement?

a)	  Use a weak encryption algorithm for faster performance 

b)	  Allow access to all network resources for remote users 

c)	  Require multi-factor authentication (MFA)  for login 

d)	  Leave the VPN server publicly accessible

6.	You are analysing firewall logs and notice a significant increase in blocked attempts to 
access a specific web server on your network. What is the MOST appropriate course of 
action? 

a)	  Ignore the logs as these are likely just automated scans. 

b)	  Completely block access to the web server. 

c)	  Investigate the source of the attempted access and potentially adjust firewall rules. 

d)	  Update your firewall software to the latest version.

7.	When creating firewall rules, it’s best practice to prioritise: 

a)	  More specific rules over broader ones to avoid accidentally allowing unwanted traffic.

b)	  Broader rules to simplify firewall management. 

c)	  There is no specific prioritisation needed. 

d)	  It depends on the complexity of your network.

Short Answer (2-3 sentences each)

8.	Describe two challenges associated with managing IDS/IPS systems and how you would 
address them.
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9.	Explain the importance of updating firewalls, IDS/IPS, and VPN software.

10. Briefly outline the steps involved in configuring a basic rule for an IDS/IPS system to 
monitor SSH login attempts.
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11. You are the network administrator for a company with employees working remotely. 
Describe two security best practices to recommend regarding VPN usage.
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Lesson Objectives
By the end of this lesson, the learner should be able to: 

	◘ Identify common wireless network threats such as unauthorised access, 
eavesdropping, and rogue access points.

	◘ Explain the importance of strong encryption standards like WPA2 or WPA3 for securing 
wireless data transmissions.

	◘ Implement best practices for securing your wireless network.

	◘ Explore advanced techniques for wireless network security.

	◘ Understand the role of data backup and recovery in a comprehensive network security 
strategy.

Topics 

(Topic 3 part 3)

KM-02-KT03 Network defence fundamentals 

Topic Elements

KT0307 Wireless Network Defence

KT0308 Data Backup and Recovery

IACW

IAC0301 Application of network security controls, protocols, perimeter appliances, secure 	
	 IDS, VPN, and firewall configuration

The weighting is 40% over 3 lessons.

A Guide to Wireless  
Network Defencelesson 7
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Introduction
Welcome, network warriors! In today’s digital landscape, wireless networks are everywhere. 
They fuel our laptops, tablets, and smartphones, keeping us connected and productive. But 
with great convenience comes great responsibility – securing these wireless havens is crucial. 
This lesson equips you with the knowledge to safeguard your wireless network and keep 
your data safe from prying eyes.

The Threats Lurking in the Airwaves
Just like fortresses with walls, wireless networks have vulnerabilities. Here are some common 
wireless network threats to be aware of:

	◘ Hackers exploit weak Wi-Fi to steal data (passwords, credit cards) through brute-force 
attacks or firmware vulnerabilities.

	◘ ‘War driving’ hackers seek unsecured networks to launch attacks or steal bandwidth.

	◘ Unencrypted Wi-Fi allows eavesdropping on passwords, emails, and browsing history.

	◘ Fake access points (rogue APs) trick devices to connect, exposing them to malware or 
attacks.

	◘ DoS attacks flood your network with traffic, blocking legitimate users.
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Building Your Wireless Fortress
Fear not, for there are ways to fortify your wireless network! Here are some key defence 
strategies:

Strong Encryption Scramble data transmissions with WPA2 (or WPA3 if compatible) 
encryption. This makes intercepted info useless, unlike the outdated 
and crackable WEP. (Add padlock icon with WPA2/WPA3 logo)

Unique Passwords Ditch generic passwords!

Change the Default 
SSID

Your Wi-Fi network name (SSID) is often generic by default. Rename 
it to something unique, avoiding personal details.

Disable Guest 
Network (if not in 
use)

Guest networks provide temporary access for visitors. If unused, 
disable it to eliminate a security risk. (unsecured guest networks 
can be exploited)

Enable MAC Address 
Filtering (with 
caution)

Each device has a unique identifier (MAC address). MAC filtering 
allows connections only from authorised devices with pre-
approved MAC addresses on a list. Be aware: MAC filtering can 
be bypassed and managing a large number of devices can be 
cumbersome.

Keep Your Router 
Firmware Updated

Router manufacturers regularly release updates that fix security 
vulnerabilities and improve performance. Make updating your 
router firmware a habit (most allow automatic updates for 
convenience). Outdated firmware leaves your network exposed.

Network 
Segmentation 
(Advanced)

For complex networks with many devices or multiple users with 
varying access needs, consider segmenting them into separate 
subnets. This can limit the damage if one segment is compromised, 
preventing attackers from accessing the entire network. Network 
segmentation can be complex to set up but offers a strong security 
benefit for businesses and organisations.

����������������������

���
�������������

������������������
���
���������������
�
	�����������

�����������������

���
��������������
����������������

��������������������
�����������

� ­���
	�����������
	��������������
��������������

����
�������������	

���������������������
�������������������������



�����������������
	��������������
��������������

����
�������������
������������
�������������

�
�����������������
���������
��
��������������
����������������������
��
��
���������������������������



© 2024 MictSeta – Cyber Security Analyst
79

A Guide to Wireless Network Defence 
7

Beyond the Basics: Advanced Techniques
For network security enthusiasts, there are additional steps you can take to further 
strengthen your defences:

Wireless Intrusion Detection 
Systems (WIDS)

These systems monitor your wireless network for suspicious 
activity like unauthorised access attempts or malware 
communication. 

Virtual Private Networks 
(VPNs)

When accessing sensitive data on public Wi-Fi networks, 
consider using a VPN to encrypt your internet traffic and 
add an extra layer of security. A VPN creates a secure tunnel 
between your device and the VPN server.

Proactive Monitoring and Vigilance
Network security is not a set-and-forget task. Here are some practices to be proactive and 
vigilant:

Regular Network Scans Conduct periodic scans of your network to identify 
vulnerabilities in your devices or configuration. Several free 
and paid tools are available for this purpose.

Phishing Awareness Training Educate users in your network about phishing scams 
and social engineering tactics to avoid falling victim to 
these attacks that can lead to compromised credentials or 
malware infections.

Strong Password Policies Enforce strong password policies across all devices 
connected to your network. This includes requiring users 
to change default passwords, using a minimum password 
length, and avoiding password reuse.

Physical Security Secure your router and other network equipment in a 
locked cabinet or location to prevent unauthorised physical 
access.
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Data Backup and Recovery: The Lifeline for Your Secure 
Network 
While data backup and recovery aren’t directly network defence measures, they play a 
vital role in maintaining a secure network environment. Imagine your network as a fortress 
protecting your valuable digital assets. Data backups serve as a critical failsafe, ensuring you 
can recover your information even if the network itself is compromised.

The Network Security Chain: Backups as a Vital Link
Network security involves a layered approach, with various measures working together to 
safeguard your data. Here’s how data backup and recovery fit into this security chain:

Mitigating Damage from 
Network Attacks

Cyber attacks like ransomware or malware can infiltrate 
your network and encrypt your data. Without a recent 
backup, recovering your files can be near impossible. A 
robust backup strategy ensures you have a copy of your 
data readily available for restoration, minimising the impact 
of a successful attack.

Disaster Recovery for 
Network Outages

Natural disasters, hardware failures, or even power outages 
can disrupt your network and potentially lead to data loss. 
Data backups provide a safety net in these scenarios. By 
having a recent backup, you can restore your data and get 
your network back up and running quickly, minimising 
downtime and disruption.

Maintaining Network 
Integrity

Accidental data deletion or corruption can occur due to 
various reasons. Regular backups ensure you have a clean 
copy of your data available. This helps maintain the integrity 
of your network data and prevents potential security 
vulnerabilities that might arise from corrupted files.
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Network Security and Backup Synergy
While data backups offer a crucial safety net, it’s important to remember they are not a 
substitute for strong network security practices. Here’s how these two aspects work together 
for optimal protection:

Network Security as the First 
Line of Defence

A secure network with firewalls, intrusion detection 
systems, and access controls acts as the first line of defence, 
preventing unauthorised access and malware infections 
that could compromise your data.

Backups as a Recovery 
Lifeline

Even with robust network defences, unforeseen events can 
still occur. Data backups provide a critical recovery option, 
ensuring you can restore your information and minimise the 
impact of a successful attack or data loss incident.

Key Takeaways

	◘ Data backup and recovery, when combined with strong network security practices, 
create a comprehensive strategy for protecting your valuable digital assets. 

	◘ By implementing both aspects, you can ensure the integrity and availability of your 
data, even in the face of potential network security threats. 

	◘ Remember, a secure network and a reliable backup plan go hand-in-hand to fortify 
your digital fortress.
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Assessment
Multiple Choice:

1.	What type of encryption is recommended for securing your wireless network? 

a) No encryption 

b) WEP 

c) WPA2 (or WPA3 if supported) 

d) Any password will do

2.	What is the purpose of changing the default SSID? 

a) To improve the signal strength of your network 

b) To personalise your network 

c) It has no impact on security 

d) To make it easier for guests to connect

3.	What is a benefit of enabling MAC address filtering? 

a) It guarantees complete security against unauthorised access 

b) It simplifies network management

c) It helps control which devices can access your network  

d) It improves the speed of your wireless connection

Short Answer:

4.	Briefly explain the concept of ‘war driving’ and how it relates to wireless network security.
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5.	Why is it important to keep your router firmware updated?

6.	 In your own words, describe two additional security best practices that can be 
implemented to enhance wireless network defence.
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Lesson Objectives
By the end of this lesson, the learner should be able to: 

	◘ Explain the importance of network traffic monitoring and analysis for proactive threat 
detection.

	◘ Implement network traffic monitoring.

	◘ Analyse network traffic data to identify anomalies and potential security threats.

	◘ Investigate flagged anomalies and understand the process of incident response.

	◘ Describe advanced threat detection techniques like Machine Learning (ML) and User 
and Entity Behaviour Analytics (UEBA).

	◘ Explain the role of network traffic signatures in threat detection and how they work 
with deep packet inspection and traffic analysis.

	◘ Utilise vulnerability scanning to identify weaknesses in your network devices and 
software.

	◘ Understand how network traffic monitoring, signature detection, and vulnerability 
scanning work together for a comprehensive defence strategy.

Topics 

(Topic 4)

KM-02-KT04 Monitoring for breaches and attacks 

Topic Elements

KT0401 Network traffic monitoring and analysis 

KT0402 Intricacies of network traffic signature, analysis, and vulnerability scanning

Monitoring for Breaches and 
Attacks in Network Security lesson 8



© 2024 MictSeta – Cyber Security Analyst
86

Fundamentals of Network Security and Defence – Learner Guide
8

IACW

IAC0401 Procedures for monitoring of breaches and attacks are compared

The weighting is 10%.
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Introduction
In today’s ever-evolving threat landscape, proactive network traffic monitoring is essential 
for detecting and responding to security threats. This lesson explores key techniques for 
network traffic monitoring, analysis, and threat detection.

	◘ Network Traffic Monitoring and Analysis

	◘ Intricacies of Network Traffic Signature, Analysis, and Vulnerability Scanning

By understanding these elements and comparing their monitoring procedures, you’ll be 
equipped to effectively identify and respond to potential security threats.

1. Network Traffic Monitoring and Analysis 
Network traffic monitoring and analysis (NTMA) is a critical practice for maintaining a secure 
network. It’s not just about passively observing data flow; it’s a proactive approach that 
involves collecting, analysing, and interpreting network traffic data to identify potential 
threats and maintain optimal network performance. Here’s a breakdown of the key 
procedures involved, with additional details to enhance your understanding: 

Benefits of Network Traffic Monitoring and Analysis

	◘ Early threat detection

	◘ Improved security visibility

	◘ Enhanced network performance

	◘ Investigate security incidents

	◘ Compliance requirements

Implementation Steps

	◘ Define Goals and Requirements: Conduct a security assessment to identify relevant 
threats, visibility needs, and compliance considerations.
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2. Selecting the Right Tools

Traffic Monitoring Tools Choose from Network Traffic Analysers (NTAs) for 
comprehensive monitoring, anomaly detection, and 
application identification. Popular options include 
SolarWinds NTA and ManageEngine NetFlow Analyser. 
Consider features like dashboards, pre-defined threat rules, 
and integration with other security tools.

Packet Sniffers Tools like Wireshark offer deep packet inspection for 
granular analysis, useful for troubleshooting and forensics. 
Be mindful of legal and ethical implications, especially on 
shared networks.

Flow Analysers Analyse traffic metadata (source/destination IP, port 
numbers, protocols) with tools like Cisco NetFlow Analyser. 
Gain insights into traffic patterns and identify potential 
threats based on unusual volume spikes or traffic origin/
destination.

3. Network Traffic Capture and Collection

Defining data sources Identify the strategic points within your network where 
you’ll capture traffic data. This could involve deploying 
monitoring tools on core routers, firewalls, or specific 
network segments handling sensitive data.

Configuring capture tools Set filters within your chosen tools to capture only relevant 
traffic based on pre-defined criteria. You can filter by 
protocols (e.g., HTTP, HTTPS, SSH) to focus on specific 
types of communication, or by IP addresses to monitor 
traffic originating from or destined for specific devices or 
networks.

Data storage and retention Determine how long you’ll store captured data. Legal 
requirements or internal security policies might dictate 
specific data retention periods. Ensure your storage solution 
has sufficient capacity to handle the volume of captured 
traffic data, while also adhering to data privacy regulations.
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4. Data Preprocessing and Normalisation

Cleaning and filtering Raw network traffic data can contain errors or irrelevant 
information. Preprocessing involves removing irrelevant 
data packets or cleaning corrupted data to ensure accurate 
analysis.

Normalisation Network traffic data can be captured in various formats 
depending on the tools used. Normalisation involves 
standardising the data format to facilitate comparison and 
trend analysis. This allows you to compare historical traffic 
patterns with current activity and identify deviations from 
the norm.

5. Traffic Analysis and Anomaly Detection

	◘ Establish a baseline of ‘normal’ network activity patterns. 

	◘ Continuously monitor traffic for deviations from the baseline using real-time 
monitoring and anomaly detection techniques. 

	◘ Configure alerts for anomalies exceeding pre-defined thresholds or matching known 
threat signatures.
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6. Investigation and Response

Investigate flagged 
anomalies

Don’t assume every alert indicates a real threat. Security 
teams need to investigate flagged anomalies to determine 
their nature. 

Incident Response If a threat is confirmed, initiate your organisation’s incident 
response plan

Advanced Threat Detection Techniques
Consider incorporating Machine Learning (ML) for analysing vast amounts of data, User 
and Entity Behaviour Analytics (UEBA) for identifying unusual user activities, and advanced 
Network Traffic Analysis (NTA) with flow analysis and statistical anomaly detection.

Security Best Practices
Network traffic monitoring is a critical security measure, but it should be implemented 
alongside other best practices for a robust security posture:

	◘ Least privilege access control

	◘ Application whitelisting

	◘ Regular security awareness training

	◘ Security information and event management (SIEM)

	◘ Continuous security updates
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Remember: Security is an ongoing process. New threats emerge constantly, so stay updated 
on the latest vulnerabilities, threat intelligence feeds, and signature updates for your security 
software.

Network Traffic Signature, Analysis, and Vulnerability 
Scanning 
Network traffic monitoring and analysis provide a broad view of network activity, but to 
truly fortify your defences, you need to delve deeper. This section explores the intricacies of 
network traffic signatures, advanced traffic analysis techniques, and vulnerability scanning – 
powerful tools for identifying and mitigating specific threats.

1. Traffic Fingerprints
Network signatures, like unique fingerprints, identify specific threats (malware, exploits, 
unauthorised access). Security software scans traffic for these patterns and triggers alerts on 
a match.

Signature Creation Experts analyse malicious traffic to find unique patterns, 
which are then translated into signatures for detection.

Signature-Based Detection This method relies on pre-defined signatures to catch 
known threats. While effective for established malware, it’s 
vulnerable to zero-day attacks (new threats).

2. Beyond Signatures: Deep Packet Inspection and Traffic Analysis
Network analysis goes deeper than just matching signatures. It analyses traffic context for a 
more complete picture

Deep Packet Inspection (DPI)  This examines the data within packets (payload) to 
identify malicious code or unauthorised apps in encrypted 
channels.

Behavioural Analysis This looks at traffic patterns, not just content. Unusual 
activity from a user or repeated login attempts from one 
location could signal compromised credentials.
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3. Vulnerability Scanning: Identifying Weaknesses
Network traffic analysis and signature detection are excellent for identifying active threats. 
However, they can’t predict future attacks. This is where vulnerability scanning comes in.

Vulnerability scanning These tools scan devices, operating systems, and applications 
for weaknesses like outdated software or unpatched holes. They 
prioritise vulnerabilities based on severity, helping security teams 
patch the most critical ones first.

Example
Imagine a scenario where network traffic analysis identifies unusual activity originating 
from a server. Deep packet inspection reveals the server is communicating with a known 
command-and-control (C&C) server associated with a malware botnet. Further investigation 
might uncover a vulnerability in the server software that the malware exploited to gain 
access. By patching this vulnerability and taking appropriate action to contain the malware 
infection, you can effectively mitigate the threat.

Key Takeaways

	◘ In conclusion, proactive network traffic monitoring and analysis are essential weapons 
in your cyber security arsenal. 

	◘ By implementing techniques like signature-based detection, deep packet inspection, 
and vulnerability scanning, you can gain a comprehensive view of your network 
activity and identify potential threats before they wreak havoc. 

	◘ Remember, security is an ongoing process.
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Assessment
Multiple Choice:

1.	Which of the following is the primary goal of network traffic analysis (NTA)?

a) To compress network data for faster transmission

b) To identify and categorise different types of network applications

c) To detect suspicious activity and potential security threats

d) To provide real-time video streaming capabilities

2.	When configuring capture tools for network traffic data, why is it important to use filters?

Short Answer:

3.	Briefly explain the concept of a security baseline in the context of network traffic 
monitoring.
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4.	Describe two advanced threat detection techniques beyond traditional signature-based 
detection discussed in the lesson.

5.	Why is it important to implement security best practices alongside network traffic 
monitoring for a strong security posture?

Matching:

6.	Match the following network traffic monitoring tools with their descriptions:

Word Description Answer

1. Network Traffic Analyser 
(NTA)

A. Analyses deep packet content to identify 
malware and unauthorised applications.

2. Packet Sniffer B. Provides high-level insights into traffic 
patterns and trends.

3. Flow Analyser C. Offers real-time traffic monitoring, 
anomaly (irregularity) detection, and 
application identification.
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Lesson Objectives
By the end of this lesson, the learner should be able to: 

	◘ Understand the purpose and importance of a Network Incident Response Plan (IRP).

	◘ Explain the key components of a comprehensive IRP.

	◘ Develop a basic Incident Response Plan for your organisation.

Topics 

(Topic 5 part 1)

KM-02-KT05 Network incident response and management 

Topic Elements

KT0501 Incident response plan

IACW

IAC0501 Incident response planning is outlined

IAC0502	The process of managing a cyber security incident is demonstrated

The weighting is 20% over 2 lessons

Incident Response Plan 
Managementlesson 9
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Introduction
Building upon your understanding of network security monitoring, this lesson dives into the 
critical Network Incident Response and Management (NIRM) concept. Here, we’ll focus on 
the cornerstone of effective NIRM: the Incident Response Plan (IRP).

What is a Network Incident Response Plan (IRP)?
An IRP is a formal document outlining the procedures and actions to be taken when a 
security incident occurs on your network. It serves as a roadmap for your security team, 
ensuring a coordinated and efficient response to minimise damage and restore normal 
operations.

Why is an IRP Important?

Reduces downtime A well-defined IRP streamlines incident response, minimising 
the time it takes to identify, contain, and eradicate a threat. 
This translates to faster recovery and reduced business 
disruption. 

Example

Imagine a ransomware attack encrypts critical data on your 
file servers. With a clear IRP, your security team knows to 
immediately isolate the infected servers, activate backups, 
and begin decryption efforts, minimising downtime and data 
loss.
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Improves decision-making The IRP provides a clear framework for decision-making 
during a stressful security incident. By outlining roles, 
responsibilities, and escalation procedures, the IRP helps the 
security team react calmly and effectively. 

Example 

The IRP should designate a clear incident commander 
who has the authority to make critical decisions during a 
response. This eliminates confusion and ensures a unified 
approach to containing the threat.

Minimises damage A prompt and coordinated response can significantly limit 
the impact of a security incident. The IRP ensures the team 
takes the necessary steps to contain the threat, prevent 
further compromise, and safeguard sensitive data. 

Example 

A phishing email containing malware could trick an 
employee into granting access to a malicious actor. The 
IRP would outline procedures for identifying compromised 
accounts, resetting passwords, and preventing lateral 
movement within the network.

Enhances regulatory 
compliance

Many industries have regulations mandating organisations to 
have an IRP in place. A documented IRP demonstrates your 
commitment to data security and helps meet compliance 
requirements. 

Example 

The healthcare industry’s HIPAA regulation requires covered 
entities to have a documented plan for responding to 
security incidents involving protected health information 
(PHI).
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Key Components of an IRP
A comprehensive IRP typically includes the following sections:

Preparation

Defines roles and responsibilities This section clearly outlines the roles of each team 
member involved in incident response. This could 
include the incident commander, security analysts, IT 
personnel, public relations team, and legal counsel.

Establishes communication 
protocols

The IRP should define communication protocols for 
internal and external stakeholders. This includes how 
the security team will communicate with network 
users, management, law enforcement, and any other 
relevant parties during an incident.

Identifies and documents critical 
assets and systems

Critical assets and systems within the network should 
be identified and documented. This helps the security 
team prioritise their response efforts and ensure the 
most crucial systems are protected.

Outlines procedures for 
maintaining an inventory of 
security tools and software 
updates

The IRP should establish procedures for maintaining 
an up-to-date inventory of security tools and software. 
This ensures the security team has the necessary 
resources to effectively respond to incidents.
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Example of Creating an Incident Response Plan

Here’s a simplified example to illustrate the process of creating an IRP:

1. Assemble a team Form a dedicated incident response team with 
representatives from IT security, IT operations, and 
potentially legal and public relations.

2. Identify threats and risks Conduct a risk assessment to identify the threats and 
vulnerabilities most relevant to your organisation. This 
will help tailor your IRP to the specific threats you’re 
most likely to face.

3. Develop response procedures Develop a step-by-step response process for different 
types of security incidents, such as phishing attacks, 
malware infections, or data breaches.

4. Document the plan Clearly document the IRP in a way that is easy for your 
team to understand and follow. This includes roles 
and responsibilities, communication protocols, and 
response procedures.

5. Test and train Regularly test your IRP through simulations to identify 
weaknesses and ensure your team is comfortable with 
the response procedures.

Remember: An IRP is a living document that should be reviewed and updated periodically to 
reflect changes in your network environment, security threats, and regulations.

Sample Incident Response Plan (IRP) for Acme Inc.

1. Introduction

This Incident Response Plan (IRP) outlines the procedures Acme Inc. will follow to identify, 
contain, eradicate, and recover from security incidents affecting our network and information 
systems. The goal of this IRP is to minimise damage, restore normal operations as quickly as 
possible, and maintain the confidentiality, integrity, and availability of our data.

2. Incident Response Team

•	 Incident Commander: [Name and Title] (Responsible for overall incident response)

•	 Security Analyst: [Name and Title] (Responsible for technical investigation and 
containment)
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•	 IT Operations: [Name and Title] (Responsible for system restoration and recovery)

•	 Public Relations: [Name and Title] (Responsible for external communication during 
incidents)

•	 Legal Counsel: [Name and Title] (Provides legal guidance and assistance)

3. Communication Protocols

•	 Internal Communication: The Incident Commander will use [communication tool, e.g., 
Slack channel] to communicate with the incident response team and relevant stakeholders 
during an incident.

•	 External Communication: Public Relations will handle all external communication related 
to the incident, following guidance from Legal Counsel.

4. Asset Inventory

A complete and up-to-date inventory of critical assets and systems is maintained in a separate 
document. This includes servers, network devices, databases, and applications containing 
sensitive data.

5. Security Tools and Updates

The IT department maintains an inventory of security tools, including firewalls, intrusion 
detection systems (IDS), antivirus software, and vulnerability scanners. Security software is 
updated regularly to ensure effectiveness against evolving threats.

6. Incident Response Procedures

The IRP outlines specific procedures for different types of security incidents, including:

•	 Phishing Attacks:

Users are trained to report suspicious emails to the security team.

The security team will investigate reported emails and identify phishing attempts.

Compromised accounts will be identified and disabled to prevent further access.

Security awareness training will be reinforced to educate users on phishing tactics.

•	 Malware Infections:

Antivirus software will be used to detect and quarantine malware infections.

Infected systems will be isolated to prevent lateral movement within the network.

The security team will investigate the source of the infection and determine the scope of 
the compromise.

Infected systems will be reformatted and restored from backups.
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•	 Data Breaches:

The security team will identify and contain the source of the breach.

Law enforcement will be notified if the breach involves sensitive data.

The public relations team will develop a communication plan to inform affected 
individuals.

A forensic investigation will be conducted to determine the nature and scope of the 
breach.

7. Recovery and Post-Incident Review

•	 The IRP outlines procedures for restoring affected systems and data from backups.

•	 After an incident, a post-incident review will be conducted to identify lessons learned and 
improve the IRP. This review will involve the entire incident response team.

•	 The IRP will be updated based on the findings of the post-incident review.

8. Testing and Training

The incident response team will conduct regular tabletop exercises to test the IRP and ensure 
team members are familiar with their roles and responsibilities. Security awareness training will 
be provided to all employees to educate them on cyber security best practices and how to report 
suspicious activity.

9. Legal and Regulatory Considerations

The IRP will be reviewed by legal counsel to ensure compliance with all applicable laws and 
regulations regarding data security and incident reporting.

10. Appendix

The appendix may include additional resources such as contact information for law 
enforcement agencies, data breach notification templates, and a glossary of cyber security terms.

Disclaimer: This is a sample IRP and should be adapted to fit the specific needs and 
environment of your organisation.
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Key Takeaways

	◘ In conclusion, developing and maintaining a robust Incident Response Plan (IRP) is 
critical in safeguarding your organisation’s network and data. 

	◘ An IRP provides a clear roadmap for your security team to effectively identify, contain, 
and eradicate security incidents, minimise downtime, protect sensitive information, 
and ensure regulatory compliance. 

	◘ Remember, an IRP is a living document. Regular testing, training, and updates are 
essential to ensure it remains effective against evolving threats and reflect changes in 
your network environment. Proactively preparing your incident response capabilities 
can significantly enhance your organisation’s overall cyber security posture.
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Assessment
Multiple Choice:

1.	What is the primary purpose of an IRP?

a) To document network security policies

b) To provide a structured approach to responding to security incidents

c) To automate network security monitoring tasks

d) To train employees on basic IT troubleshooting

2.	Which of the following is NOT a key component of a comprehensive IRP?

a) Procedures for identifying and analysing security incidents

b) Roles and responsibilities for the incident response team 

c) Instructions for patching software vulnerabilities

d) Methods for collecting and preserving forensic evidence

3.	Why is it important to regularly test and review your IRP?

a) To comply with data privacy regulations

b) To identify weaknesses and ensure its effectiveness 

c) To showcase the IRP to potential clients

d) To provide training materials for new employees
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Matching:

4.	Match the following phases of network incident response with their descriptions:

Word Description Answer

1. Preparation A. Defines roles and responsibilities for the 
incident response team.

2. Detection and Analysis B. Isolates compromised systems and 
removes malware.

3. Containment and 
Eradication

C. Restores affected systems and data from 
backups.

4. Recovery and Post-
Incident Review

D. Identifies the nature and scope of a 
security incident.

Short Answer:

5.	Briefly explain two benefits of having a well-defined IRP in place.

6.	Describe the importance of communication protocols within an IRP.
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Scenario:

7.	Your company suspects a ransomware attack has infected several servers. Briefly outline 
the steps you would take according to the principles of an IRP.
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lesson 10

Network Incident  
Response Process,  

Reporting & Documentation, 
Lessons Learned 

Lesson Objectives
By the end of this lesson, the learner should be able to: 

	◘ Describe the key phases of a network incident response process, including preparation, 
detection and analysis, containment and eradication, and recovery.

	◘ Explain the importance of reporting and documentation in incident response and 
identify the different types of reports that are typically generated.

	◘ Apply the concept of ‘lessons learned’ to identify areas for improvement in an 
organisation’s incident response plan and overall security posture.

	◘ Analyse a given cyber incident scenario and recommend appropriate actions based on 
the phases of the incident response process.

	◘ Evaluate the effectiveness of an organisation’s incident response capabilities based 
on the presence and implementation of key elements like security tools, training, and 
vulnerability assessments.

Topics 

(Topic 5 part 2)

KM-02-KT05 Network incident response and management

Topic Elements

KT0502 	 Incident response process

KT0503 	Reporting and documentation 

KT0504 	Lessons learnt
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IACW

IAC0501 Incident response planning is outlined

IAC0502 The process of managing a cyber security incident is demonstrated

The weighting is 20% over 2 lessons.
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Introduction
Building upon your understanding of Incident Response Plans (IRPs), this lesson delves 
deeper into the core phases of network incident response, emphasising the importance of 
reporting, documentation and continuous improvement through lessons learned.

Incident Response Process
An effective incident response process follows a structured approach to identify, contain, 
eradicate and recover from security incidents. Here’s a breakdown of the key phases, along 
with some best practices for each stage:

Preparation
This foundational stage establishes the groundwork for a successful response.

Developing and maintaining 
an IRP

As discussed in the previous lesson, a well-defined 
IRP outlines roles and responsibilities (e.g., incident 
commander, security analyst, IT operations), 
communication protocols (e.g., designated communication 
channels for internal and external teams) and response 
procedures for different types of incidents (phishing attacks, 
malware infections, data breaches).

Security awareness training Educating employees on cyber security best practices 
empowers them to identify phishing attempts, suspicious 
emails and social engineering tactics. Training should 
also emphasise the importance of reporting such activity 
promptly to the security team.

Regular testing and review Simulations (e.g., tabletop exercises) test the IRP’s 
effectiveness in a controlled environment. Periodic reviews 
ensure the IRP remains updated with evolving threats and 
incorporates best practices.
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Detection and Analysis
This phase focuses on identifying security incidents and understanding their nature and 
scope. Here are some common methods used for detection: 

Security information and 
event management (SIEM)

This tool aggregates data from various security sources 
(firewalls, intrusion detection systems, antivirus software) 
to identify potential incidents by correlating events and 
identifying unusual patterns.

Intrusion detection systems 
(IDS)

These systems monitor network traffic for suspicious 
activity, such as unauthorised access attempts or port scans. 
When an anomaly is detected, an alert is generated for 
further investigation.

Endpoint detection and 
response (EDR)

EDR solutions monitor individual devices (laptops, servers) 
for malicious activity, including malware execution, 
unauthorised file access and suspicious system behaviour.

User reports Trained employees can be a valuable source for identifying 
suspicious activity. Encourage employees to report any 
phishing attempts, unusual emails, or security concerns 
they encounter.
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Containment and Eradication

The goal is to stop the ongoing threat and prevent further damage. This might involve 
several steps:

Isolating compromised 
systems

Infected devices or network segments are isolated to 
prevent lateral movement by attackers. This could involve 
blocking network traffic to and from the compromised 
system or segment.

Disabling compromised 
accounts

User accounts suspected of compromise (e.g., through 
successful phishing attacks) are disabled to prevent further 
access to sensitive information or systems.

Eradicating malware Security software is used to remove malicious software 
from infected systems. This may involve system scans, 
quarantines and potentially full system wipes and restores if 
necessary.

Patching vulnerabilities Security vulnerabilities exploited by attackers are identified 
and patched promptly to prevent further exploitation. 
Update management tools can automate patch 
deployment across devices.

Recovery and Post-Incident Review
The focus shifts to restoring normal operations and learning from the incident. Here are some 
key activities:

Restoring data and systems Affected systems and data are restored from backups. 
Regular backups are essential for a swift recovery process.

Post-incident review The incident response team gathers to analyse the event. 
This review should address questions like: How was the 
incident triggered? What systems were affected? What 
data was compromised (if any)? The goal is to identify 
root causes and areas for improvement to prevent similar 
incidents in the future.
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Reporting and Documentation
Thorough reporting and documentation are crucial aspects of effective incident response. 
Here’s why they’re important and what types of reports are typically generated:

Importance of Reporting and Documentation

Provides a record of the 
incident

Detailed documentation serves as a historical record of the 
event, aiding in future investigations, legal proceedings (if 
necessary) and compliance audits.

Facilitates post-incident 
review

Comprehensive documentation allows the team to 
analyse the response effectiveness and identify areas for 
improvement in the IRP or security posture.

Improves communication Clear reports keep stakeholders informed about the 
incident status, recovery efforts and lessons learned. This 
can include management, legal counsel, public relations (if 
a public announcement is necessary) and potentially law 
enforcement.

Types of Reports

Initial report Provides a high-level overview of the incident, including the 
time of discovery, the nature of the incident (e.g., phishing 
attack, malware infection.

Investigation report Details the findings of the incident investigation, 
including the root cause (e.g., software vulnerability, social 
engineering attack), affected systems and data and the 
scope of the incident (e.g., number of impacted users, data 
exfiltrated).  

Recovery report Outlines the actions taken to restore affected systems 
and data, along with the estimated time for full recovery. 
This report may also include details about challenges 
encountered during the recovery process.

Lessons learned report Summarises key takeaways from the incident and identifies 
improvements for the IRP and security posture. This report 
should outline recommendations for updating the IRP, 
enhancing employee training, or implementing new 
security controls to mitigate similar threats in the future.
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Lessons Learned
The ‘lessons learned’ aspect is critical for continuous improvement in your network security 
posture. 

By analysing past incidents, you can:

Identify trends and 
vulnerabilities

Recurring attack patterns can reveal weaknesses in your 
defences, allowing you to prioritise security measures. For 
example, if multiple phishing attacks have been successful, 
it might indicate a need for more comprehensive security 
awareness training for employees.

Improve IRP effectiveness Lessons learned can be used to refine the IRP, ensuring it 
addresses current threats and response procedures are 
efficient. This may involve updating response playbooks 
for specific attack types or incorporating new tools and 
techniques for detection and containment.

Enhance employee training Identify areas where employee training needs to be 
strengthened to improve detection and reporting of 
suspicious activity. Training may need to be tailored to 
address specific attack vectors used in past incidents (e.g., 
spear phishing tactics).
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Sharing lessons learned across departments and even with industry peers can foster a 
collaborative approach to cyber security and enhance overall preparedness. 

Here are some ways to share lessons learned:

Internal Knowledge Sharing 
Sessions

Conduct regular meetings or workshops where the security 
team can share key takeaways from recent incidents with 
other departments (IT, HR, Legal). This promotes awareness 
and improves overall security posture.

Industry Forums and 
Conferences

Participating in industry forums and conferences allows 
security professionals to share knowledge and experiences 
with peers. This can provide valuable insights into emerging 
threats and best practices for incident response.

Recommendations
In addition to the above, here are some specific recommendations to strengthen your 
network incident response capabilities:

Invest in security tools and 
technologies

Implement SIEM, IDS, EDR and endpoint protection 
software to enhance threat detection and monitoring 
capabilities.

Conduct regular vulnerability 
assessments

Proactively identify and patch vulnerabilities in your 
systems to minimise the attack surface for potential 
attackers.

Maintain a secure 
configuration baseline

Establish and enforce a baseline configuration for all devices 
and systems on your network to ensure they are securely 
configured and meet security best practices.

Implement data loss 
prevention (DLP)

DLP solutions can help prevent sensitive data from being 
exfiltrated from your network.

Practice incident response Conduct regular tabletop exercises to test your IRP and 
ensure your team is prepared to respond to real-world 
incidents effectively.
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Key Takeaways

	◘ Effective incident response goes beyond simply reacting to threats. It’s a continuous 
cycle of preparation, detection, response and improvement. By implementing a 
structured incident response process, thorough reporting and documentation 
practices and a focus on lessons learned, you can significantly strengthen your 
organisation’s ability to weather any security storm.

	◘ This lesson has equipped you with the knowledge to:

	▪ 	Navigate the key phases of incident response: Understand the importance of 
preparation, detection and analysis, containment and eradication and recovery and 
post-incident review.

	▪ 	Recognise the value of reporting and documentation: Learn how detailed 
reports facilitate post-incident analysis, improve communication with stakeholders 
and provide a historical record for future reference.

	▪ 	Harness the power of lessons learned: Discover how analysing past incidents 
can reveal trends, improve your IRP effectiveness and enhance employee training – 
ultimately leading to a more robust security posture.
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Assessment
Multiple Choice:

1.	Which of the following is NOT a core phase of the network incident response process?

a) Detection and Analysis

b) Exploitation 

c) Containment and Eradication

d) Recovery and Post-Incident Review

2.	Why is it crucial to maintain thorough documentation throughout the incident response 
process?

a) To assign blame to individuals involved in the incident.

b) To provide a historical record for future investigations and improvements. 

c) To overwhelm attackers with detailed technical information.

d) To generate reports for marketing purposes.

3.	Which type of report typically outlines recommendations for updating the IRP and 
enhancing security posture based on lessons learned from an incident?

a) Initial Report

b) Investigation Report

c) Recovery Report

d) Lessons Learned Report 
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Matching:

4.	Match the following security tools with their descriptions:

Word Description Answer

1. Security Information 
and Event Management 
(SIEM)

A. Monitors network traffic for suspicious 
activity. 

2. Intrusion Detection 
System (IDS)

B. Aggregates data from various security 
sources for threat detection.

3. Endpoint Detection and 
Response (EDR)

C. Provides valuable insights from employee 
observations of suspicious activity.

4. User Reports D. Monitors individual devices for malicious 
activity.

True or False:

5.	Security awareness training for employees is an unnecessary expense in a well-established 
IRP. 

6.	Sharing lessons learned about security incidents should be restricted to internal teams to 
avoid giving away confidential information. 

Scenario:

7.	Your company suspects a ransomware attack has infected a critical server. Outline the 
initial steps you would take according to the principles of an IRP.
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KM-02-KT01: Introduction to Network Security Weighting 
(20%)
Question 1: Explain how governance and legislation impact cyber security measures 
within an organisation. Provide at least two examples of specific laws or regulations that 
organisations must comply with.

Marks Allocation Guide: 

	▪ Explanation of impact: (2 marks)

	▪ Example 1 (e.g., GDPR): (2 marks)

	▪ Example 2 (e.g., HIPAA) (2 marks) 

Total marks: 6

Summative Assessment
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Summative Assessment

Question 2: Why is it important to protect people’s privacy and data? Give an example of a 
recent data breach and what happened to the people and company involved.

Marks Allocation Guide: 

	▪ Importance of privacy and data protection (3 marks) 

	▪ Example of a data breach (2 marks) 

	▪ Consequences of the breach (1 mark)
Total marks: 6

KM-02-KT02: Network Risk and Vulnerability Management 
(10%)
Question 3: What are the main parts of managing network risk and vulnerabilities? Why is it 
important to regularly check for network vulnerabilities?



© 2024 MictSeta – Cyber Security Analyst
121

Summative Assessment

Marks Allocation Guide: 

	▪ Key components of risk and vulnerability management (4 marks) 

	▪ Importance of regular assessments (4 marks)
Total marks: 8

Question 4: Name and explain two solutions for reducing network vulnerabilities. How do 
these solutions improve the overall security posture of an organisation?

Marks Allocation Guide: 

	▪ Solution 1 (3 marks) 

	▪ Solution 2 (3 marks) 

	▪ Enhancement of security posture (2 marks)
Total marks: 8
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Summative Assessment

KM-02-KT03: Network Defence Fundamentals (40%)
Question 5: Describe what each of these network security controls does: firewalls, VPNs, IDS. 
How do they help keep a network secure?

Marks Allocation Guide: 

	▪ Firewalls: (3 marks)

	▪ VPNs: (3 marks) 

	▪ IDS: (4 marks)
Total marks: 10
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Summative Assessment

Question 6: Explain the process of configuring (setting up) a secure firewall for a company 
network. Include what to consider for both incoming and outgoing traffic, and the role of 
firewall policies.

Marks Allocation Guide: 

	▪ Explanation of firewall configuration process 5 steps: 3 marks each step
Total marks:15
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Summative Assessment

KM-02-KT04: Monitoring for Breaches and Attacks (10%)
Question 7: Compare the procedures for monitoring network breaches and attacks. How do 
proactive monitoring and reactive monitoring differ in their approach and effectiveness?

Marks Allocation Guide: 

	▪ Comparison of procedures (5 marks)

	▪ Explanation of proactive monitoring (2 marks)

	▪ Explanation of reactive monitoring (2 marks)
Total marks: 9
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Summative Assessment

KM-02-KT05: Network Incident Response and Management 
(20%)
Question 8: Outline the main parts of an effective incident response plan. Why is it important 
for organisations to have a clear incident response strategy?
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Summative Assessment

Marks Allocation Guide: 

	▪ Key components of an incident response plan (14 marks) 

	▪ Importance of having a response strategy (2 marks)
Total marks: 16

Question 9: Describe the steps to manage a cyber security incident from detection to 
resolution. Give an example of an incident and the actions taken to solve it.
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Summative Assessment

Marks Allocation Guide: 

	▪ Explanation of the incident management process: (14 marks)

	▪ Example of an incident and response steps: (6 marks)
Total marks: 20

Total Marks Allocation
Topic 1: 12 marks

Topic 2: 16 marks

Topic 3: 25 marks

Topic 4: 9 marks

Topic 5: 36 marks

Learner score Score achievable Percentage (%)

98 %


