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Module Overview

Title
252901-001-00-KM-03, Cyber Security and Cyber Threats and Attacks 

Purpose of the Knowledge Module
The focus of the learning in this knowledge module is to build an understanding of principles 
of cyber security and Ethical Hacking and the types of threats and attacks and the respective 
risk.

Module Introduction
Welcome to the ‘Cyber Security and Cyber Threats and Attacks’ module! In today’s digital 
world, where our lives and businesses increasingly rely on technology, understanding cyber 
security is very important. This module will guide you through the essential principles 
of safeguarding information, networks, and systems. We’ll investigate the strategies for 
managing information security, ensuring compliance, and responding to cyber incidents. 
You’ll also learn about various cyber threats and attacks, from the subtle art of social 
engineering to the complexities of hacking techniques.

By the end of this module, you’ll have an understanding of the cyber security landscape. 
This will help you to identify vulnerabilities, assess risks, and implement effective 
countermeasures. Whether you’re new to cyber security or looking to increase your existing 
knowledge, this module will provide you with valuable insights and practical skills to defend 
against the ever-evolving threats in the digital realm.
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lesson 1

Information security 
Governance and compliance 

– Cyber Security

Lesson Objectives
By the end of this lesson, the learner should be able to: 

	◘ Understand why information security governance is essential for protecting an 
organisations information and operations.

	◘ Identify key components that need to put in place, like policies, rules and a plan to 
handle risks.

	◘ Understand the importance of data protection and the potential consequences of 
breaches.

Topics 

KM-03-KT01 Information security Governance and compliance 

Topic Elements

KT0101 	 Governance and legislation 

KT0102 	 Need for data protection 

KT0103 	 Computer network and defence fundamentals 

KT0104 	 Network security policy design and implementation

KT0105 	 Information security laws and standards 

IACW

IAC0101 	 The importance of compliance with governance framework is justified

The weighting is 5%.
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Introduction
The digital age has brought about incredible advancements, but it has also introduced new 
security challenges. As our reliance on technology grows, so does the potential for cyber 
attacks. This module dives deep into the ever-evolving world of cyber security, equipping 
you with the knowledge to protect information assets and mitigate cyber threats.

In this introductory lesson, we’ll establish a foundational understanding of cyber security 
by exploring key concepts like information security governance, compliance, and network 
defence fundamentals. We’ll explore the importance of data protection and the legal 
landscape surrounding information security. Additionally, we’ll examine the principles 
of network security policy design and implementation, providing a solid framework for 
safeguarding your digital assets.

Governance and Legislation 

Why it Matters

	◘ Protects sensitive data (e.g., customer information, financial records) from 
unauthorised access, use, disclosure, disruption, modification, or destruction.

	◘ Ensures business continuity by minimising disruptions caused by cyber attacks.

	◘ Mitigates legal risks and potential fines associated with non-compliance with data 
protection legislation like POPIA (Protection of Personal Information Act).
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Main Components

Policies and Procedures Establish clear guidelines for information security. This 
includes acceptable use of technology, data handling 
practices, and incident reporting procedures.

Roles and Responsibilities Define who is accountable for cyber security measures. 
This could include an IT security officer overseeing the 
organisation’s security posture and managers ensuring their 
teams follow security protocols.

Risk Management 
Framework

Proactively identify, assess, and mitigate cyber security risks 
specific to your organisation’s environment.

Compliance Requirements Ensure adherence to relevant data protection laws and 
industry standards in South Africa, such as POPIA.

Key Elements

Confidentiality Only authorised individuals can access information.

Integrity Information must be accurate and complete.

Availability Authorised users must have timely and reliable access to information.

Example
Let’s consider a small accounting firm in Johannesburg. Their governance framework might 
include an ‘Acceptable Use Policy’ for employees outlining restrictions on personal internet 
browsing on work computers and the importance of keeping software up to date. The firm 
might appoint a specific IT staff member responsible for system security and ensure all 
employees receive annual security awareness training to identify phishing attempts.

By implementing these governance measures, the accounting firm can minimise the risk of 
data breaches and ensure they are complying with legislation.
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Need for Data Protection 

Information Security The practice of safeguarding information assets from 
unauthorised access, use, disclosure, disruption, 
modification, or destruction.

Importance of Data Protection
Data breaches can have severe consequences for both organisations and individuals 
affected:

Financial Losses Organisations face hefty fines for non-compliance with 
POPIA. Breaches can also lead to costly lawsuits and 
reputational damage.

Operational Disruptions Cyber attacks can cripple essential business operations, 
impacting data processing, communication, and access 
to critical systems.

Loss of Customer Trust Data breaches erode customer confidence and can lead 
to a decline in business.

Examples of Data Breaches in South Africa
Data breaches are a growing concern in South Africa. Here are a few recent examples:

	▪ 	In 2021, a large retail chain in South Africa experienced a data breach that exposed 
the personal information of millions of customers. The company was fined for non-
compliance with POPIA.

	▪ 	A healthcare provider in South Africa was compromised in a ransomware attack 
in 2022. Patient medical records were encrypted, and the attackers demanded a 
ransom payment to restore access. This incident disrupted healthcare services and 
caused significant anxiety for patients.
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Key Threats to Data Security
Cyber threats are a global phenomenon, here are some specific threats are prevalent in South 
Africa:

Phishing Attacks Deceptive emails or messages designed to trick users into 
revealing sensitive information.

Sim Swapping A social engineering attack where fraudsters steal a victim’s 
phone number to gain access to online accounts.

Malware Malicious software designed to steal data, disrupt operations, or 
gain unauthorised access to systems.

Ransomware Attacks A type of malware that encrypts a victim’s data, demanding a 
ransom payment to restore access.

Computer Network and Defence Fundamentals 

What is a Computer Network?
A computer network is a collection of interconnected devices that can share resources 
and communicate with each other. Networks form the backbone of modern organisations, 
enabling communication, data storage, and access to critical applications. 
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Network Defence Considerations
While the core principles of network defence are universal, there are some factors to consider 
specific to the South African context:

Limited resources Many organisations in South Africa, particularly small and 
medium-sized businesses, may have limited IT security 
resources. Thus, prioritising the most critical security controls 
and focusing on cost-effective solutions.

Skills gap The cyber security skills gap can make it challenging to find 
qualified IT security professionals.

Cyber crime landscape Organisations need to stay updated on the latest threats 
specific to the local context, such as a rise in certain types of 
malware or phishing scams.

Basic Network Defence Fundamentals
Despite these challenges, organisations can implement essential network defence 
fundamentals to protect their data:

Firewalls The first line of defence, controlling incoming and 
outgoing traffic based on security rules.

Intrusion Detection/Prevention 
Systems (IDS/IPS)

Monitor network activity for suspicious behaviour 
and can take actions to block potential attacks.

Data encryption Scrambles data to protect sensitive information at 
rest and in transit.

Vulnerability management Proactively identifying and patching vulnerabilities 
in software and operating systems is essential.

Secure configuration Ensures devices and systems are configured securely 
according to best practices.

User education and awareness Employees are often the first line of defence. Regular 
security awareness training helps them identify 
phishing attempts and report security incidents.
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Additional Considerations for South Africa

Compliance with POPIA Some network defence measures may be necessary to comply 
with POPIA requirements for protecting personal information. 
For example, organisations may need to implement data 
encryption for sensitive data at rest.

Cloud security Cloud computing is becoming increasingly popular. 
Organisations using Cloud services must ensure their data 
is secure and that their Cloud provider has robust security 
measures in place.

Network Security Policy Design and Implementation in South 
Africa

What is a Network Security Policy?
A network security policy is a formal document that outlines an organisation’s rules and 
procedures for secure network use. It defines acceptable use of technology, data access 
controls, and security protocols. 
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Benefits of a Network Security Policy

Reduces security risks Clear guidelines minimise the potential for human error and 
social engineering attacks.

Promotes compliance Adherence to POPIA and other relevant regulations.

Improves incident response A well-defined policy can guide the organisation’s response 
to security incidents, minimising damage and downtime.

Raises security awareness The policy communicates the importance of cyber security 
to employees and fosters a culture of security within the 
organisation.

Key Elements of a Network Security Policy
A network security policy is a formal document outlining an organisation’s rules and 
procedures for secure network use. It should be:

	◘ Clear and concise: 	Easy for employees to understand and follow.

	◘ Comprehensive: 	 Address all aspects of network security, including:

Acceptable Use Defines authorised uses of IT resources (email, internet access, 
social media).

Example

Prohibit personal browsing on work computers or 
downloading unauthorised software.

Password Management Outlines requirements for strong passwords and best 
practices (regular changes, avoiding reuse).

Data Classification and 
Access Control

Classifies data based on sensitivity and determines access 
permissions.

Example 

Only authorised personnel can access sensitive customer 
data.

Email and Web Security Provides guidelines for safe email practices (identifying 
phishing attempts) and restricts access to certain websites to 
prevent malware infections.
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Mobile Device Security Outlines procedures for securing mobile devices used for 
work purposes (strong passwords, data encryption).

Incident Reporting Establishes a clear process for employees to report suspected 
security incidents.

Developing and Implementing a Network Security Policy
Here are some steps for developing and implementing a network security policy in South 
Africa:

1.	 Conduct a risk Assessment Identify the organisation’s IT assets and potential security 
risks.

2.	 Review relevant regulations: Ensure the policy aligns with POPIA and other applicable 
laws.

3.	 Develop a draft policy: Tailor the policy to the organisation’s specific needs and 
environment.

4.	 Seek input from stakeholders: Involve IT security professionals, management, and 
employees in the policy development process.

5.	 Communicate and train employees: Educate employees about the policy and its 
importance.

6.	 Monitor and enforce the policy: Regularly review and update the policy and ensure 
employees are adhering to its guidelines.
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Information Security Laws and Standards 
In South Africa, information security is not governed by a single, overarching law. Here, we’ll 
discuss the key legislation and standards that organisations need to be aware of:

Protection of Personal Information 
Act (POPIA)

The cornerstone of data privacy legislation. 
Organisations must obtain consent for processing 
personal information, implement security 
safeguards, and report data breaches. Compliance 
with POPIA is mandatory for any organisation that 
processes the personal information of South African 
residents.

Cybercrimes Act (2020) Criminalises cyber crimes like unauthorised access to 
computer systems and data breaches.

Minimum Information Security 
Standards (MISS)

Non-mandatory guidelines for information security 
in the public sector. These can be a valuable 
framework for organisations in both public and 
private sectors.

International Standards 

ISO/IEC 27001:2013 Provides a comprehensive framework for implementing an 
information security management system (ISMS). Following this 
standard can help organisations identify and manage information 
security risks and achieve continuous improvement in their security 
posture.

Remember Organisations should consult with legal professionals to ensure they 
are complying with all applicable regulations.
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Key Takeaways

	◘ This lesson has established a foundation for understanding cyber security. We’ve 
explored the importance of information security governance, compliance with POPIA 
and other relevant legislation, and the essential principles of network defence. 

	◘ By understanding these key concepts and implementing appropriate security 
measures, organisations can protect their sensitive data, ensure business continuity, 
and minimise the risk of cyber attacks. 

	◘ As you progress through this module, you’ll delve deeper into specific security 
controls, threat mitigation strategies, and best practices to navigate the ever-evolving 
cyber security landscape. 

	◘ Remember, information security is an ongoing process, requiring constant vigilance 
and adaptation to stay ahead of cyber threats.
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Assessment
Multiple Choice 

1.	What is the primary purpose of an organisation’s information security policy? 

a) To restrict employee internet access. 

b) To define acceptable use of technology and data security practices. 

c) To outline the roles and responsibilities of the IT department. 

d) To detail the latest cyber threats and vulnerabilities.

2.	What is the term for encrypting data to render it unreadable without a decryption key? 

a) Authentication 

b) Authorisation 

c) Encryption 

d) Auditing

3.	What South African law regulates the collection, use, storage, and disclosure of personal 
information? 

a) Cybercrimes Act 

b) Minimum Information Security Standards (MISS) 

c) Protection of Personal Information Act (POPIA) 

d) International Organisation for Standardisation (ISO)

Short Answer 

4.	Briefly explain the importance of compliance with information security regulations like 
POPIA.
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5.	Describe two best practices for creating strong passwords.

6.	You are the IT security manager for a small accounting firm in Johannesburg. Briefly 
explain how the Protection of Personal Information Act (POPIA) applies to the accounting 
firm’s handling of client data.

Scenario-Based Question 

7.	You are the IT security manager for a small accounting firm in Johannesburg. The firm 
uses Cloud-based accounting software to manage client data. Identify one security risk 
associated with using Cloud-based software and describe one security measure the 
accounting firm can implement to mitigate this risk.
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Lesson Objectives
By the end of this lesson, the learner should be able to: 

	◘ Explain the core principles of information security: confidentiality, integrity, and 
availability (CIA triad).

	◘ Distinguish between information security and cyber security.

	◘ Identify common information security threats and their attack vectors.

	◘ Describe the value of penetration testing and its role in improving an organisation’s 
security posture.

	◘ Explain how hackers gain unauthorised access to systems and the different 
motivations behind hacking activities.

	◘ Define ethical hacking and its benefits for organisational security.

	◘ Recognise the various information security controls and their role in protecting digital 
assets.

Topics 

KM-03-KT02 Information security 

Topic Elements

KT0201 	 Information security overview 

KT0202 	 Information security threats and attack vectors 

KT0203 	 Penetration testing concepts 

KT0204 	 Hacking concepts 

KT0205 	 Ethical hacking concepts

KT0206 	 Information security controls

Delving Deeper into  
Information Security lesson 2
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IACW

IAC0201 	 Concepts of information security are defined 

IAC0202 	 Information security controls are listed and discussed

The weighting is 5%.
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Delving Deeper into Information Security 

Introduction
This lesson dives deeper into the world of information security, exploring threats, attack 
vectors, and defensive measures to protect your valuable information assets.

Information Security Overview 
Information security (InfoSec) is the practice of safeguarding information assets from 
unauthorised access, use, disclosure, disruption, modification, or destruction. It ensures the 
CIA triad:

Confidentiality Guaranteeing information access is restricted to authorised individuals.

Example: Only authorised employees with a specific job role should 
be able to access customer financial records or intellectual property 
documents.

Integrity Maintaining the accuracy and completeness of information.

Example: Implementing data validation procedures to ensure customer 
information entered into a database is accurate and hasn’t been 
tampered with.

Availability Ensuring authorised users have timely and reliable access to 
information.

Example: Regularly backing up data and having a disaster recovery 
plan in place to ensure quick restoration of critical systems in case of an 
outage.
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Information Security vs. Cyber Security
Information security (InfoSec) encompasses all aspects of data protection, while cyber 
security focuses on safeguarding electronic information. Essentially, cyber security is a subset 
of InfoSec.

Information Security Threats and Attack Vectors 

Understanding Threats and Attack Vectors
Organisations today face a multitude of information security threats. Here’s a breakdown of 
some common ones and their associated attack vectors:

Threat Description Attack Vectors

Cyber attacks Malicious 
attempts to gain 
unauthorised access 
to a system or data.

Phishing emails with malicious 
attachments, vulnerabilities in web 
applications, unpatched software 
exploited by remote attackers.

Insider Threats Malicious activities 
by authorised users 
who have access to 
an organisation’s 
systems and data.

Disgruntled employees stealing data 
before leaving the company, authorised 
users with excessive access privileges 
exploiting weaknesses, negligence 
leading to accidental data leaks.

Social Engineering Psychological 
manipulation 
techniques used to 
trick victims into 
revealing sensitive 
information or 
clicking malicious 
links.

Phishing emails disguised as legitimate 
communications from trusted sources 
(banks, social media platforms), social 
media scams leveraging fake profiles 
to build trust and trick victims, phone 
calls impersonating authority figures to 
pressure victims into revealing sensitive 
information.

Unpatched 
Software

Outdated software 
with known 
vulnerabilities can 
be easily exploited 
by attackers to gain 
access to systems.

Outdated operating systems and 
applications with known vulnerabilities 
that attackers can exploit to gain 
unauthorised access or install malware.
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Cloud Security 
Risks

As organisations 
rely more on Cloud 
computing, data 
security in the Cloud 
becomes a growing 
concern.

Weak access controls for Cloud storage 
buckets, insecure configurations of Cloud 
services, data breaches targeting Cloud 
providers, shared responsibility model 
where both the organisation and Cloud 
provider share security responsibility.

Social Media 
Threats

Social media 
platforms can 
be leveraged by 
attackers for various 
malicious purposes.

Malicious links shared in posts or 
messages tricking users into clicking and 
downloading malware, fake social media 
profiles collecting personal information 
through social engineering tactics, 
compromised social media accounts 
used to spread misinformation or launch 
phishing attacks.

The threat landscape is constantly evolving. New threats and attack vectors emerge regularly, 
so staying informed about the latest security trends is essential. A successful attack often 
involves a combination of threats and attack vectors. For example, a phishing email (social 
engineering) might contain a malicious attachment (cyber attack) that exploits an unpatched 
vulnerability in the user’s software. Organisations of all sizes are targets for cyber attacks. 
No organisation is immune, and the potential consequences of a security breach can be 
devastating.
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Penetration Testing Concepts 
Penetration testing (Pen-testing) is a crucial aspect of information security. It’s a controlled 
simulation of a cyber attack, where ethical hackers attempt to exploit vulnerabilities 
in an organisation’s systems and networks. Imagine it as a security drill for your digital 
infrastructure, proactively identifying weaknesses before malicious actors can find them.

Here’s Why Pen-testing is Valuable

Enhanced Security Posture Pen-testing acts as a security checkup, uncovering 
vulnerabilities in systems, networks, applications, 
and configurations. By identifying these weaknesses, 
organisations can prioritise patching and remediation efforts, 
significantly reducing their attack surface and making it 
harder for attackers to gain a foothold.

Reduced Risk of Breaches Proactive identification and mitigation of vulnerabilities are 
essential in preventing cyber attacks and data breaches. 
Pen-testing helps organisations stay ahead of attackers by 
addressing weaknesses before they can be used in real-world 
attacks.

Improved Compliance Many regulations mandate strong information security 
practices. Pen-testing demonstrates a proactive approach 
to identifying and addressing vulnerabilities, serving as 
evidence for compliance efforts.
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The Pen-testing Process
Pen-testing follows a structured methodology, with phases like:

Reconnaissance Ethical hackers gather information about the target system (IP 
addresses, operating systems, services) through publicly available 
sources (OSINT) and automated tools. 

Scanning Automated tools scan the target system or network for vulnerabilities 
in operating systems, applications, and configurations.

Gaining Access Ethical hackers exploit identified vulnerabilities to gain unauthorised 
access. This might involve exploiting software bugs, leveraging weak 
passwords, or identifying misconfigurations.

Reporting Ethical hackers document their findings in a report detailing the 
identified vulnerabilities, how they were exploited, the potential 
impact, and recommendations for remediation. This report is crucial 
for the organisation to understand its security posture and prioritise 
actions to address the vulnerabilities.

Types of Penetration Testing

White-Box Testing Ethical hackers have full access details (like insiders). 

Black-Box Testing Ethical hackers have limited knowledge (like external attackers).

Gray-Box Testing Ethical hackers have partial information (blending of above).

Benefits Outweigh the Risks
While Pen-testing involves simulating an attack, it’s conducted with explicit permission and 
controlled measures. The benefits of identifying and addressing vulnerabilities far outweigh 
any potential risks associated with the testing process.



© 2024 MictSeta – Cyber Security Analyst
22

Cyber Security and Cyber Threats and Attacks  – Learner Guide
2

Hacking Concepts: Unveiling the Infiltration Techniques 
Hacking refers to the gaining of unauthorised access to a computer system or network. 
Hackers employ various techniques to exploit vulnerabilities in these systems for their own 
personal gain. This section dives into the core concepts of hacking, its methods, motivations, 
and potential consequences.

How Hacking Works
Hackers exploit weaknesses in computer systems and networks using a diverse arsenal of 
techniques. Here’s a glimpse into some common methods:

Exploiting Software 
Vulnerabilities

Software applications often contain bugs or flaws in their code. 
Hackers can discover and leverage these vulnerabilities to gain 
unauthorised access to systems.

Social Engineering This tactic manipulates human psychology to trick users into 
revealing sensitive information or clicking on malicious links that 
can compromise their systems.

Password Cracking Hackers may attempt to guess or crack passwords using brute-
force attacks or exploit weak password policies within an 
organisation.

Malware Deployment Hackers can deploy malicious software (malware) like viruses, 
worms, or Trojan horses to compromise systems, steal data, or 
disrupt operations.

What Hackers Hack
Hackers target a wide range of systems and information, depending on their motivations. 
Here are some common targets:

	◘ Computer Systems

	◘ Networks

	◘ Databases

	◘ Websites
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Why Hackers Hack
The motivations behind hacking can vary greatly. Here are some common reasons:

	◘ Financial Gain

	◘ Disruption and Destruction

	◘ Espionage

	◘ Hacktivism: This involves hacking for a social or political cause

The Damage Caused by Hacking
Hacking activities can have a devastating impact on individuals and organisations. Here are 
some potential consequences:

	◘ Data Breaches: Hackers can steal sensitive information

	◘ Financial Losses

	◘ Operational Disruptions

	◘ Reputational Damage

Preventing Hacking
Several proactive measures can significantly reduce the risk of falling victim to hacking 
attacks. Here are some key steps:

	◘ Software updates

	◘ Strong passwords

	◘ Employee security awareness training

	◘ Firewalls and intrusion detection systems (IDS)

	◘ Regular backups

By understanding these hacking concepts and implementing robust security measures, 
individuals and organisations can significantly reduce their vulnerabilities and protect 
themselves from the damaging consequences of cyber attacks.
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Ethical Hacking Concepts 
Ethical hacking - skilled professionals use their hacking knowledge for good, ethically 
exploiting vulnerabilities with permission to identify weaknesses and improve an 
organisation’s security posture.

Why Ethical Hacking Matters

Proactive Defence Ethical hacking simulates (imitates) real-world attacks, 
uncovering vulnerabilities before malicious actors can find 
them. This proactive approach strengthens defences and 
reduces the risk of breaches.

Improved Security Posture By pinpointing weaknesses, ethical hackers help 
organisations prioritise security improvements and 
remediate vulnerabilities before they can be exploited.

Compliance Many regulations require strong information security 
practices. Ethical hacking demonstrates a proactive approach 
to security, aiding compliance efforts.

Ethical Hacking vs. Malicious Hacking

It’s all about intent. Ethical hackers operate with permission and a focus on improving 
security, while malicious hackers (black hats) aim to exploit vulnerabilities for personal gain 
or cause harm.
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Ethical Hacking Techniques
Ethical hackers use similar tools to hackers, but for a different purpose. Some common 
techniques include:

Social Engineering Simulations Testing employee awareness of social engineering tactics 
used in phishing attacks.

Vulnerability Scanning Employing automated tools to identify weaknesses in 
systems and configurations.

Password Cracking (Controlled) Simulating brute-force attacks to expose weak passwords 
and recommend password strengthening policies.

The Ethical Hacker Code
Ethical hackers adhere to a strict code of conduct ensuring their activities are:

Legal All actions comply with relevant laws and regulations.

Authorised Pen-testing is only conducted with explicit permission from the 
organisation.

Confidentiality All information obtained during a pentest (penetration) is kept 
confidential.

Non-Malicious The focus is on identifying and addressing vulnerabilities, not 
exploiting them for personal gain or causing harm.

What are Information Security Controls? 
Information security (IS) controls are safeguards that protect an organisation’s digital assets. 
These controls ensure the CIA triad: Confidentiality (authorised access), Integrity (accurate 
data), and Availability (accessibility for authorised users).

Why are IS Controls Important?

	◘ Mitigate risks like cyber attacks, data breaches, and human error.

	◘ Reduce financial losses, reputational damage, and operational disruptions.
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Types of IS Controls

Preventive Stop incidents beforehand (firewalls, access controls, encryption).

Detective Identify incidents after they occur (log monitoring, vulnerability 
scanning).

Corrective Restore operations after an incident (incident response plans, data 
recovery).

Administrative Policies and training to ensure proper user behaviour.

Building a Secure Digital Environment
Understanding these controls empowers you to be a more secure user (strong passwords, 
online caution). Businesses can utilise IS controls (penetration testing, training) to safeguard 
their data. By working together, we can create a safer digital space.

Key Takeaways

	◘ This lesson has investigated the world of information security. You’ve explored the 
CIA triad, a fundamental concept for information protection. We’ve identified various 
threats and how they can exploit vulnerabilities. 

	◘ You’ve learned about penetration testing, a valuable tool for proactively identifying 
weaknesses before attackers can. Ethical hacking was introduced, highlighting the 
positive role it plays in strengthening defences. Finally, we discussed information 
security controls – the safeguards that keep your digital assets secure.
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Assessment
Multiple Choice (Choose the best answer)

1.	Which of the following is NOT a core principle of the CIA triad in information security? 

a) Confidentiality 

b) Integrity 

c) Accessibility 

d) Availability

2.	What is the primary difference between information security (InfoSec) and cyber security? 

a) InfoSec focuses on physical documents, while cyber security deals with digital 
information. 

b) InfoSec is a broader term encompassing all information assets, while cyber security is a 
subset focusing on electronic information. 

c) InfoSec is concerned with preventing unauthorised access, while cyber security deals 
with detecting security incidents. 

d) There is no significant difference; the terms are used interchangeably.

3.	Which of the following is NOT a common information security threat? 

a) Social engineering attacks 

b) Unpatched software vulnerabilities 

c) Hardware malfunctions 

d) Phishing emails

4.	What is the main purpose of penetration testing (Pen-testing)? 

a) To train employees on how to identify and avoid cyber attacks. 

b) To simulate a cyber attack and identify vulnerabilities in an organisation’s systems. 

c) To develop new hacking techniques for malicious actors. 

d) To test the effectiveness of an organisation’s antivirus software.
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5.	Ethical hackers, also known as white hats, differ from malicious hackers in which way? 

a) Ethical hackers have more advanced technical skills. 

b) Ethical hackers operate with explicit permission and ethical principles. 

c) Ethical hackers target individuals, while malicious hackers target organisations. 

d) Ethical hackers are motivated by financial gain, while white hats are not.

True or False

6.	Strong passwords are the only defence needed to protect against information security 
threats. 

7.	Regularly updating software and patching vulnerabilities is an essential preventive control 
in information security. 

8.	Social media platforms are not considered a potential security threat. 

Short Answer

9.	Briefly describe two methods hackers might use to exploit software vulnerabilities.
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10. Explain the importance of information security controls for organisations.
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Lesson Objectives
By the end of this lesson, the learner should be able to: 

	◘ Explain the concept of footprinting and its role in cyber attacks.

	◘ Distinguish between passive and active footprinting techniques.

	◘ Describe the different methodologies used by attackers for information gathering 
during footprinting.

	◘ Recognise the steps involved in a typical footprinting attack.

	◘ Identify countermeasures organisations can take to mitigate the risks of footprinting.

	◘ Explain how ethical hacking utilises footprinting techniques for penetration testing.

Topics 

KM-03-KT03 Footprinting and Reconnaissance  

Topic Elements

KT0301 	 Footprinting concepts and objectives 

KT0302 	 Footprinting uses 

KT0303 	 Types of footprinting 

KT0304 	 Passive and active footprinting 

KT0305 	 Footprinting methodologies 

KT0306	  Tools, tricks and techniques for information gathering 

KT0307 	 Footprinting steps 

KT0308 	 Countermeasures and prevention 

KT0309 	 Footprinting Pen Testing

Footprinting and 
Reconnaissance - Unveiling 

the Target Landscapelesson 3
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IACW

IAC0301 	 Risks and mitigation related to footprinting and reconnaissance are 		
		  interrogated

The weighting is 5%.
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Introduction
Before a cyber attack can unfold, attackers gather information about their target through 
footprinting and reconnaissance. This lesson explores these techniques, revealing how 
attackers gather intel about their targets and how you can defend against them.

Footprinting Concepts and Objectives 
Imagine a detective building a case. Footprinting is the cyber equivalent, where attackers 
gather information about a potential target to understand its vulnerabilities. The goal is to 
collect as much publicly available data as possible about the target’s network infrastructure, 
systems, and security posture. This intel gathering lays the groundwork for launching a 
successful cyber attack.

Think Like an Attacker
Why might an attacker target a specific industry, like financial institutions? (Hint: Financial 
data is valuable!)

How can knowing a company’s software versions help an attacker? (Outdated software might 
have known weaknesses.)
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Why Footprinting Matters for Attackers 

Identify Targets Attackers can search for specific industries or vulnerabilities.

Map the Network By gathering information about IP addresses and devices, 
attackers can map the target’s network layout, revealing potential 
entry points.

Identify Weaknesses Footprinting can help attackers find outdated software, weak 
configurations, or security holes they can exploit.

Social Engineering Information from footprinting can fuel social engineering attacks, 
where attackers impersonate trusted sources to trick victims.

Passive vs. Active Footprinting 
There are two main approaches to footprinting, each with its own sneaky level:

Passive Footprinting  
(Stealthy)

Attackers rely on publicly available information through search 
engines, social media, internet registries, and open-source 
intelligence (OSINT).

Passive Footprinting Example

‘In a recent case, attackers were able to gain unauthorised access 
to a company’s network by discovering an employee’s social media 
post. The post accidentally included a screenshot of the employee’s 
desktop, which revealed the company’s internal network domain 
name. Attackers used this information to launch a phishing attack 
targeting other employees, ultimately gaining access to the network’.

Active Footprinting 
(More Direct)

Attackers use tools and techniques to directly interact with the target 
network, such as email harvesting, ping sweeps, and port scans.

Active Footprinting Example

 ‘Let’s say an attacker targets a popular e-commerce website. By 
using website fingerprinting tools, they identify that the website is 
running an outdated e-commerce platform known to have a critical 
vulnerability. This information is like a skeleton key, potentially 
allowing the attacker to exploit the vulnerability and steal customer 
data’.
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The Ethical Hacker’s Advantage
While attackers use footprinting for malicious purposes, ethical hackers also use these 
techniques during penetration testing (pen-testing) with a crucial difference: permission. 
Organisations hire ethical hackers to simulate real-world attacks, helping them identify 
weaknesses before malicious actors do.

Footprinting Methodologies: Unveiling the Information Trail 
Footprinting is more than just aimlessly browsing the internet. Attackers employ a systematic 
approach to gather information about their target. Here are some common methodologies 
used:

DNS Record Enumeration This involves extracting information about a domain’s 
ownership, name servers, and mail servers from public DNS 
records. Think of it as checking the phonebook of the internet 
to see who owns a particular digital address (domain name) 
and how their mail is routed. By looking up these records, 
attackers can discover details about the target’s email 
infrastructure and potentially expose weaknesses in their email 
security.

WHOIS Lookup Imagine looking up a person’s contact details in a public 
directory. A WHOIS lookup tool does something similar, but 
for domain names. It reveals the registrant information for a 
domain name, which might include the name, address, and 
contact details of the domain owner. 

Social Media 
Reconnaissance

Social media platforms are like online communities, and 
sometimes information gets shared a little too freely. Attackers 
can use these platforms to discover employee profiles, network 
diagrams (if accidentally posted), or even security policies 
inadvertently disclosed on social media.



© 2024 MictSeta – Cyber Security Analyst
36

Cyber Security and Cyber Threats and Attacks  – Learner Guide
3

Website Fingerprinting Websites are built with different technologies, and just 
like identifying a car by its make and model, attackers can 
use website fingerprinting tools to identify the specific 
technologies used on a target website. This can be valuable 
information because some technologies might have known 
vulnerabilities associated with certain versions.

Email Harvesting As the name suggests, email harvesting automates the process 
of collecting email addresses from a target organisation. 
Attackers can use these email addresses for spam campaigns 
or phishing attacks. Phishing attacks are like digital fishing 
expeditions, where attackers send emails disguised as 
legitimate sources (e.g., banks, IT support) to trick victims into 
revealing sensitive information or clicking on malicious links.

Footprinting Steps: Following the Footsteps of an Attacker 
Footprinting isn’t a random act. Attackers typically follow a structured process to gather 
information about their target:

Target Selection Attackers choose a target based on industry, perceived 
vulnerabilities, or personal motives. 

Example: ‘A group of cyber criminals might target a specific hospital 
chain because they believe hospitals store valuable patient data, 
such as medical records and credit card information. This data can be 
sold on the black market for a significant profit’.

Information 
Gathering

They employ various techniques to collect data from public sources 
and through direct interaction with the network.

Data Analysis Attackers analyse the collected data to identify potential 
vulnerabilities and entry points. 

Example: ‘After gathering information through social media 
reconnaissance, an attacker might discover a company is using 
a specific VPN software. The attacker can then search online for 
known vulnerabilities associated with that particular VPN version. 
If a vulnerability exists, the attacker can exploit it to bypass the VPN 
security and gain access to the company’s internal network’.

Reporting They document their findings to plan the next stages of their attack.
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Countermeasures and Prevention: Building Walls Around Your 
Digital Castle 
Organisations don’t have to be sitting ducks! Here are some steps they can take to mitigate 
the risks of footprinting:

Limit Public Information Share only necessary information on websites and 
social media. 

Example: ‘A social media policy can be implemented to 
restrict employees from sharing sensitive information 
about the company’s network infrastructure or security 
procedures on their personal social media profiles’.

Network Segmentation Divide your network into smaller zones to limit an 
attacker’s visibility.

Security Awareness Training Educate employees about social engineering and best 
practices for online safety. 

Example: ‘Employees can be trained to identify 
suspicious emails and to avoid clicking on links or 
opening attachments from unknown senders. Phishing 
simulations can also be conducted to test employees’ 
awareness and preparedness.

Security Information and Event 
Management (SIEM) Systems

Monitor network activity for suspicious behaviour.

Footprinting Pen Testing: The Ethical Hack 
Ethical hackers use footprinting too, ethically! During penetration testing, they mimic 
attackers to uncover weaknesses organisations can fix before malicious actors exploit them. 
Understanding footprinting and implementing strong countermeasures significantly reduces 
an organisation’s attack surface and makes it harder for attackers to gather information.

Key Takeaways

	◘ Reconnaissance and footprinting form the foundation of many cyber attacks. By 
understanding how attackers gather information, organisations can significantly 
improve their security posture.
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Assessment
Multiple Choice (Choose the best answer)

1.	What is the primary goal of footprinting for attackers?

a) To launch a denial-of-service attack.

b) To gather information about a potential target’s network and vulnerabilities. 

c) To install malware on the target’s system.

d) To steal sensitive data directly.

2.	Which of the following is a technique used in passive footprinting?

a) Ping sweep (This is active footprinting)

b) Social media reconnaissance

c) Port scanning (This is active footprinting)

d) Email harvesting (This can be both passive and active)

3.	What is the benefit for attackers of identifying outdated software versions on a target 
network?

a) Outdated software might have known vulnerabilities that attackers can exploit. 

b) It allows them to bypass firewalls.

c) It helps them gain access to specific user accounts.

d) It provides them with a list of email addresses for phishing attacks.

4.	Which of the following is NOT an effective way to mitigate the risks of footprinting?

a) Regularly patching vulnerabilities in software.

b) Implementing network segmentation. 

c) Conducting security awareness training for employees.

d) Limiting the amount of information publicly shared online.
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5.	Ethical hackers also use footprinting techniques. How does their use differ from malicious 
attackers?

a) Ethical hackers target random organisations.

b) Ethical hackers use more advanced tools.

c) Ethical hackers have permission from the target organisation

d) Ethical hackers focus on social media reconnaissance only.

True or False

6.	Footprinting is always an illegal activity. 

7.	SIEM (Security Information and Event Management) systems can help detect suspicious 
activity associated with footprinting attempts. 

Short Answer

8.	Describe two ways attackers can leverage social media during footprinting.
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9.	Explain the importance of data analysis in the footprinting process.

10. What are some potential consequences for organisations that do not take steps to 
mitigate the risks of footprinting?
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Lesson Objectives
By the end of this lesson, the learner should be able to: 

	◘ Explain the concept of network scanning and its role in cyber attacks.

	◘ Distinguish between active and passive scanning techniques used by attackers.

	◘ Describe the different types of scans performed during network scanning (ping 
sweeps, port scans, vulnerability scans, packet sniffing).

	◘ Recognise the risks associated with network scanning for organisations.

	◘ Explain how ethical hackers utilise network scanning techniques for penetration 
testing.

	◘ Identify methods organisations can employ to detect and prevent network scanning 
activities.

	◘ Discuss the importance of vulnerability scanning and its role in network security.

Topics 

KM-03-KT04 Scanning Networks 

Topic Elements

KT0401 	 Network scanning concepts and objectives 

KT0402 	 Types of scanning 

KT0403 	 Scanning methodologies, tools and techniques 

KT0404 	 Draw network diagrams 

KT0405 	 Scanning Pen-testing 

KT0406 	 Vulnerability scanning 

KT0407 	 Countermeasures against scanning

Scanning Networkslesson 4
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IACW

IAC0401 	 Risks and mitigation of scanning networks are interrogated

The weighting is 5%.
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Introduction
This lesson equips you with the knowledge of how attackers use scanning techniques to 
identify vulnerabilities they can exploit. We’ll also explore how organisations can defend 
themselves against these scanning techniques.

Network Scanning Concepts and Objectives 
Imagine a doctor examining a patient. Network scanning is similar. It’s the process of 
methodically examining a network to identify active devices, services, and potential security 
weaknesses. Attackers use scanning techniques to achieve several objectives:

Mapping the Network Scanners help attackers discover active devices on a network, 
providing a blueprint of the network infrastructure. This 
information is crucial for attackers to understand the scope of 
the target network and prioritise targets for further attack. 

Example: An attacker might use a ping sweep to identify all 
active devices on a specific subnet within a company’s network. 
By pinpointing active devices, the attacker can focus their efforts 
on exploiting vulnerabilities on those specific machines. This 
could involve targeting a vulnerable web server or attempting to 
gain unauthorised access to a desktop computer.
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Identifying Services Network scans can reveal the types of services running on 
devices across the network. Knowing the specific services can 
help attackers identify potential vulnerabilities associated with 
those services or outdated software versions. 

Example: A scan might reveal that a web server on the target 
network is running an outdated version of a particular content 
management system (CMS) known to have published exploits 
(readily available code that attackers can use to exploit the 
vulnerability). This information is valuable for attackers because 
they can search online for these publicly known exploits and 
attempt to leverage them to gain unauthorised access to the 
web server.

Identifying 
Vulnerabilities

Some scanning tools can probe for specific vulnerabilities in 
network devices and software. By exploiting these vulnerabilities, 
attackers can gain unauthorised access or disrupt critical 
systems. 

Example: A vulnerability scanner might identify an unpatched 
critical vulnerability in a remote desktop protocol (RDP) service 
running on a server within the target network. This vulnerability 
could allow attackers to remotely access the server and steal 
sensitive data.
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Types of Scanning 
Network scanning can be categorised into two main approaches – Active Scanning and 
Passive Scanning:

1. Active Scanning 

This method involves directly interacting with devices on the target network. Here are some 
common active scanning techniques. 

Example: Attackers might use tools like Nmap (a popular open-source scanner) to perform 
techniques such as ping sweeps and port scans to achieve their objectives.

Active Scanning  
(Direct Interaction)

Attackers directly interact with devices on the target network using 
techniques like:

Ping Sweeps Sending out pings to identify active devices. A ping is like a simple 
echo message asking a device if it’s there.

Port Scans Sending connection requests to specific ports on devices. Ports 
are like doorways that allow different types of communication. 
By scanning ports, attackers can identify running services and 
potentially discover open ports that could be vulnerable.

Vulnerability Scans Specialised scans that exploit known vulnerabilities to identify 
exploitable weaknesses.

2. Passive Scanning (Listening In) 

Attackers collect information about the network without directly interacting with it, through 
methods like:

Packet Sniffing Capturing network traffic flowing across the network. Network traffic 
is like a conversation between devices, and packet sniffing tools can 
be used to eavesdrop on these conversations (Note: This is often illegal 
without proper authorisation).

Example: An attacker might set up a packet sniffer on the network to 
capture login credentials or other sensitive information transmitted 
in cleartext (unencrypted) traffic. Unencrypted traffic is like sending a 
postcard where anyone can read the message. By capturing cleartext 
login credentials, attackers can gain unauthorised access to user 
accounts.
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Feature Active Scanning Passive Scanning

Interaction with Target 
Network

Directly interacts with 
devices on the network

Does not directly interact 
with devices on the 
network

Techniques Ping sweeps, port scans, 
vulnerability scans

Packet sniffing

Information Gathering Identifies live devices, 
services running on devices, 
and potential vulnerabilities

Identifies devices, services, 
and user activity by 
eavesdropping on network 
traffic

Risk of Detection Scans may generate network 
traffic that can be detected 
by security systems

Less likely to be detected 
by security systems

User Requirements Requires more technical 
knowledge to configure and 
interpret scan results

May require some 
technical knowledge to 
analyse captured traffic

Examples Identifying active devices on 
a specific subnet, discovering 
open ports on a web server, 
searching for specific 
vulnerabilities in network 
devices

Capturing login credentials 
transmitted in cleartext 
traffic, identifying types of 
devices communicating on 
the network

Additional Notes

	◘ Active scanning techniques can be more targeted and provide more detailed 
information about the target network. However, they also carry a higher risk of 
detection by security systems.

	◘ Passive scanning techniques are stealthier but may not provide as much detailed 
information as active scanning.

	◘ Organisations can implement a combination of security measures to mitigate the risks 
associated with network scanning. These measures include network segmentation, 
firewalls, intrusion detection/prevention systems (IDS/IPS), vulnerability management, 
and security configuration management.
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Scanning Methodologies, Tools and Techniques 
Attackers employ a variety of tools and techniques during network scanning. Here are some 
common examples:

Command-line tools These free and open-source tools like Nmap and Nessus offer 
powerful scanning capabilities for experienced users.

Security scanners Commercial security scanners provide user-friendly interfaces 
and extensive vulnerability databases, making them popular 
choices for security professionals.

Web vulnerability scanners These tools focus on identifying vulnerabilities on web 
applications and websites.

Understanding Scanning Methodologies
Network scanning isn’t random. Attackers follow a structured approach:

Target Selection Similar to footprinting, attackers first define the target network.

Scanning Techniques They then choose the appropriate scanning techniques (active 
or passive) based on their goals and the target network’s security 
posture.

Data Analysis The scan results are analysed to identify live devices, services, and 
potential vulnerabilities.

Exploitation Using the information gathered, attackers might attempt to 
exploit vulnerabilities to gain unauthorised access or disrupt 
systems.
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Draw Network Diagrams 

Network diagrams visually represent the layout of a network, including devices, connections, 
and security controls. By analysing network diagrams, security professionals can understand 
how different parts of the network connect, how to spot potential weaknesses and how to 
plan defence strategies.  

Incorporate Diagrams into Scanning

Before Scanning A basic understanding of the network layout can help you choose 
appropriate scanning techniques and targets.

During Scanning As you analyse scan results, refer to the network diagram to 
understand the context of vulnerabilities and potential impacts.

After Scanning Use the network diagram to plan and implement security controls to 
mitigate identified risks.
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Scanning Pen-testing 
Ethical hackers also use network scanning techniques during penetration testing (Pen-
testing) to identify vulnerabilities before malicious actors exploit them. 

Example: During a Pen-test, an ethical hacker might use a vulnerability scanner to identify 
a critical security flaw in a web application on the organisation’s network. By responsibly 
disclosing this vulnerability to the organisation, the ethical hacker helps them fix the issue 
before attackers can exploit it.

Here’s a simplified overview

Planning and Scoping The ethical hacker works with the organisation to define 
the scope of the Pen-test, outlining which systems and 
data can be scanned and tested.

Scanning Techniques Similar to malicious attackers, they use various scanning 
tools and techniques to identify potential vulnerabilities.

Vulnerability Analysis The identified vulnerabilities are carefully analysed to 
assess their severity and potential impact.

Exploitation (Limited Scope) With explicit permission, the ethical hacker might 
attempt limited exploitation to demonstrate potential 
consequences, but done responsibly to avoid causing 
harm.

Reporting and Remediation A detailed report outlines the findings, including 
identified vulnerabilities, severity, and recommendations 
for fixing them. The organisation can then use this report 
to prioritise patching and address security weaknesses.
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Vulnerability Scanning 
Vulnerability scanning is a specialised type of network scanning that focuses on identifying 
known vulnerabilities in network devices and software. Vulnerability scanners compare 
the network configuration and software versions against extensive databases of known 
vulnerabilities. This allows organisations to prioritise patching efforts and address critical 
security weaknesses before attackers can exploit them.

Example: A security team might use a vulnerability scanner to scan all the servers on their 
network. The scanner identifies an unpatched vulnerability in a specific operating system 
version running on several servers. The security team can then prioritise patching these 
servers to mitigate the risk of exploitation.

Countermeasures Against Scanning 
Organisations can implement several strategies to mitigate the risks associated with network 
scanning:

Network Segmentation Dividing the network into smaller zones limits the 
attacker’s visibility making it more difficult to scan the 
entire network infrastructure.

Firewalls Firewalls can be configured to block suspicious scanning 
activity from unauthorised sources.

Intrusion Detection/Prevention 
Systems (IDS/IPS)

These systems continuously monitor network traffic 
for malicious activity, including suspicious scanning 
attempts. 

Vulnerability Management Regularly patching vulnerabilities in software and 
network devices is crucial to eliminate potential entry 
points for attackers. 

Security Configuration 
Management

Ensuring all network devices and systems are configured 
securely according to best practices.

Packet Filtering Network administrators can configure firewalls and 
routers to filter incoming and outgoing traffic based on 
specific criteria, such as IP address or port number. 

Network Traffic Analysis (NTA) These tools provide real-time insights into network 
traffic patterns.
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Additional Considerations

Scan Detection Briefly discuss methods for organisations to detect network scanning 
activity. This could involve analysing firewall logs for suspicious traffic 
patterns or using intrusion detection systems. 

Example: Security personnel can review firewall logs to identify 
attempts to access unauthorised ports or unusual traffic patterns that 
might indicate scanning activity.

False Positives Acknowledge that some scanning techniques can trigger false 
positives in security systems. Security professionals the expertise to 
differentiate between legitimate activity and potential threats. 

Example: A network administrator might receive an alert from an 
IDS about a potential port scan, but upon further investigation, they 
discover it was a scheduled vulnerability scan conducted by the 
security team.

Key Takeaways

	◘ By implementing a layered security approach that includes network segmentation, 
firewalls, intrusion detection/prevention systems, vulnerability management, and 
security configuration management, organisations can significantly reduce the 
effectiveness of network scanning attempts and make it more difficult for attackers to 
identify and exploit vulnerabilities in their network.
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Assessment
Multiple Choice (Choose the best answer)

1.	Which of the following is NOT a primary objective attackers might achieve through 
network scanning?

a) Identifying live devices on the network

b) Patching vulnerabilities in network devices

c) Identifying services running on devices

d) Identifying potential vulnerabilities in network devices and software

2.	What type of scanning technique involves directly interacting with devices on the target 
network?

a) Passive Scanning

b) Active Scanning

c) Ethical Scanning

d) Vulnerability Assessment

3.	Which of the following is NOT a common active scanning technique?

a) Ping Sweep

b) Packet Sniffing

c) Port Scan

d) Vulnerability Scan

4.	Ethical hackers leverage scanning techniques during penetration testing with a key 
difference compared to malicious attackers. What is this difference?

a) The tools used are more sophisticated.

b) They target a wider range of vulnerabilities.

c) They perform the scans much faster.

d) They have permission from the organisation.
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5.	Which of the following is NOT a benefit of ethical hacking (penetration testing) for 
organisations?

a) Identifying and patching vulnerabilities before attackers exploit them.

b) Strengthening the organisation’s security posture.

c) Exposing sensitive data during the testing process.

d) Simulating real-world attacks to assess security effectiveness.

True or False

6.	Network scanning tools can be used to identify outdated software versions on devices. 

7.	Passive scanning techniques are more likely to be detected by security systems compared 
to active scanning techniques. 

8.	Ethical hackers always prioritise exploiting identified vulnerabilities during a pentest. 

Short Answer

9.	Briefly describe two reasons why attackers might want to identify services running on 
devices during network scanning.
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10. What are some security measures organisations can implement to mitigate the risks 
associated with network scanning? (List 2)
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Lesson Objectives
By the end of this lesson, the learner should be able to: 

	◘ Explain how attackers gather information (enumeration – the process of identifying all 
hosts on a network) to target your systems.

	◘ Identify the risks of attackers learning about your network (unauthorised access, data 
breaches).

	◘ Describe how ethical hackers use similar techniques for authorised testing 
(penetration testing).

	◘ Explain how to make it harder for attackers to gather information (countermeasures).

	◘ Define vulnerability (weakness) analysis and its goals (finding weaknesses, prioritising 
fixes, improving security).

	◘ Recognise different methods to assess vulnerabilities (manual, automated, penetration 
testing).

	◘ Understand how scoring systems (CVSS – Common Vulnerability Scoring System) help 
prioritise patching critical issues.

	◘ Identify common tools used to assess vulnerabilities.

	◘ Explain the key information included in a vulnerability assessment report.

Topics 

(Topic 5 and 6) 

KM-03-KT05 Enumeration 

KM-03-KT06 Vulnerability Analysis

Topic Elements

KT0501 	 Enumeration concepts and objectives 

Mastering 
Cyber Security Essentials:  
Enumeration, Vulnerability 

Analysis, and Assessment lesson 5
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KT0502 	 Types of enumeration 

KT0503 	 Enumeration countermeasures 

KT0504 	 Enumeration methodologies, techniques and tools 

KT0505 	 Enumeration Pen-testing

KT0601 	 Vulnerability analysis concepts and objectives 

KT0602 	 Vulnerability assessment solutions 

KT0603 	 Vulnerability scoring systems 

KT0604 	 Vulnerability assessment tools 

KT0605 	 Vulnerability assessment reports 

IACW

IAC0501 	 Risks and mitigation of Enumeration are interrogated

IAC0601 	 Risks and mitigation of vulnerability analysis concepts and objectives are 	
		  interrogated

The weighting is 5% for each topic.
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Introduction
This lesson equips you with fundamental cyber security concepts: enumeration, vulnerability 
analysis, and vulnerability assessment. By understanding these areas, you’ll gain valuable 
insight into how attackers exploit weaknesses and how organisations can proactively defend 
their systems.

Understanding Enumeration 

Imagine a thief casing/covering a house before a break-in. Enumeration is similar in the 
digital world. It’s the process of systematically gathering information about a computer 
system, network, or application through various techniques, including:

DNS Enumeration Extracting information about a domain’s 
ownership, mail servers, and subdomains 
from public DNS records.

WHOIS Lookup Finding the registrant information for a 
domain name.

Social Media Reconnaissance (investigation) Using social media platforms to discover 
employee profiles, network details, or 
security practices.

Website Fingerprinting Identifying the technologies used on 
a target website to discover potential 
vulnerabilities.

Email Harvesting (with caution) Collecting email addresses from a target 
organisation.
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Attackers use enumeration to gain a deeper understanding of a target system or network 
and identify potential weaknesses to exploit. They might aim to:

	◘ Identify exploitable vulnerabilities in software versions or services.

	◘ Gain unauthorised access through usernames and passwords discovered through 
enumeration.

	◘ Understand the network layout to target specific devices or resources.

Examples and Risks

	◘ Scenario: An attacker might use a directory listing vulnerability on a web server to 
discover a list of user accounts like ‘admin,’ ‘user1,’ and ‘user2’. This information can be 
used in brute-force attacks to crack weak passwords. Risk: Unauthorised access to user 
accounts.

	◘ Scenario: An attacker might scan a web server for open ports and identify port 80 
(HTTP) and port 443 (HTTPS) open. This indicates a web server is running, and the 
attacker can then search online for vulnerabilities targeting that specific web server 
software version. Risk: System compromise and data breaches.

Enumeration Methodologies, Techniques, and Tools 
Attackers employ a systematic approach to enumeration:

Target Selection Similar to footprinting, attackers first choose their target 
network.

Information Gathering They utilise various enumeration techniques to collect data 
from public sources and the target network itself.

Data Analysis The collected information is analysed to identify potential 
weaknesses and attack vectors.

Exploitation Using the information gathered, attackers might attempt to 
exploit vulnerabilities or launch social engineering attacks.
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Enumeration Tools 
A vast array of free and open-source tools are available for enumeration, such as:

DNS Enumeration Tools These tools allow querying DNS records to gather 
information about domains and subdomains.

WHOIS Lookup Tools These tools facilitate querying WHOIS databases to 
retrieve domain registration information.

Social Media Scraping Tools While often against the terms of service, some tools can 
automate the process of extracting information from 
social media platforms.

Website Fingerprinting Tools These tools analyse a website’s response to identify the 
underlying technologies used.

Email Harvesting Tools These tools can automate the process of searching for and 
collecting email addresses from various sources.
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Enumeration Pen-Testing 
During penetration testing, ethical hackers utilise enumeration techniques in a controlled 
and authorised manner to identify security weaknesses in an organisation’s network. Here’s a 
breakdown of the process:

1.	 Planning and Scoping 
The ethical hacker collaborates with the organisation to define the scope of the Pen-test, 
outlining which systems and data can be enumerated. This ensures the testing remains 
ethical and avoids targeting sensitive information.

2.	 Information Gathering 
The ethical hacker employs various enumeration techniques, similar to those used by 
malicious attackers, to gather information about the target network. This might involve:

	◘ DNS enumeration to discover subdomains and potential network infrastructure details.

	◘ WHOIS lookups to identify the organisation behind a domain and glean information 
about their registration details.

	◘ Social media reconnaissance to gather information about employees, technologies 
used, and potential security practices. This should be conducted within the boundaries 
of social media platforms’ terms of service.

	◘ Website fingerprinting to identify the underlying technologies used on the target’s 
website, which can help assess potential vulnerabilities associated with that software.

	◘ Email harvesting (with limitations) to identify valid email addresses that could be used 
for social engineering attempts during the Pen-test (if permitted within the scope).

3.	 Data Analysis 
The ethical hacker carefully analyses the collected information to identify potential 
weaknesses. This might include:

	◘ Identifying live devices and services that could be targeted for further exploitation 
attempts.

	◘ Discovering weak password policies or misconfigurations that could be exploited for 
unauthorised access.

	◘ Uncovering user accounts or email addresses that could be used for social engineering 
attacks (if permitted within the scope).
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4.	 Exploitation (Limited Scope) 
With explicit permission from the organisation, the ethical hacker might attempt limited 
exploitation to demonstrate the potential consequences of a real attack. This could involve:

	◘ Launching a simulated social engineering attack using the identified email addresses 
(if permitted).

	◘ Attempting to exploit weak password policies or misconfigurations in a controlled 
environment to showcase the vulnerability.

Enumeration Countermeasures 
Organisations can implement various strategies to mitigate the risks associated with 
enumeration:

Limit Public Information Share only necessary information on websites and 
social media platforms. 

Network Segmentation Divide the network into smaller zones to limit 
an attacker’s visibility into the entire network 
infrastructure. 

Restrict Access to Sensitive 
Information

Implement access controls to ensure only 
authorised users can access sensitive information. 

Security Awareness Training Educate employees about social engineering 
tactics and best practices for online safety. 
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Monitor Public Data Breaches Regularly check if your organisation’s data has been 
exposed in a breach and take steps to remediate 
any potential vulnerabilities. (Remediation in 
cyber security is the process of identifying and 
addressing/ fixing cyber threats that can impact 
your business and network security.)

Continuous Security Monitoring Implement security tools and processes to monitor 
network activity and identify suspicious behaviour 
that might indicate enumeration attempts.

Protocol Risk from Enumeration Countermeasures

SNMP Unauthorised access, 
vulnerability exploitation

Disable if not used, strong community 
strings, restrict access, use SNMPv3

DNS Network mapping, internal 
information leaks

Disable zone transfers, limit access with 
ACLs, update software

SMTP Spam, reputational damage, 
data breaches

Disable open relays, strong spam 
filtering, employee phishing awareness 
training

LDAP Unauthorised access, 
sensitive information 
exposure, privilege escalation

Strong passwords, lockout policies, 
access controls, LDAP encryption 
(LDAPS)

SMB Ransomware attacks, lateral 
movement

Disable SMBv1, enable SMB signing, 
patch Windows systems

By understanding these specific enumeration techniques and implementing appropriate 
countermeasures, organisations can significantly reduce the risks associated with 
information gathering by attackers. 
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Vulnerability Analysis and Assessment Proactive Defence 
Against Cyber Attacks 
Imagine your house. A vulnerability analysis is like a thorough security inspection, identifying 
weak spots like a flimsy back door or a hidden spare key. A vulnerability assessment puts 
those findings into action, reinforcing the door and securing the spare key. Both are crucial 
for robust security.

Vulnerability Analysis Concepts and Objectives 

Identify Existing Vulnerabilities Vulnerability analysis helps organisations discover 
potential security weaknesses across their systems.

Prioritise Remediation Efforts By assessing the severity and exploitability of 
vulnerabilities, based on risks, organisations can 
prioritise which ones to patch first.

Improve Security Posture By addressing vulnerabilities, organisations can 
significantly reduce their attack surface and make it 
more difficult for attackers to gain unauthorised access 
to systems and data.
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Vulnerability Assessment Solutions 
A vulnerability assessment (VA) is the application of vulnerability analysis techniques to a 
specific system or network. It’s a more focused approach that provides a detailed picture 
of the security posture of that particular system. Here are the three main approaches to 
conducting VAs:

Manual Assessments Security professionals can manually review system 
configurations, scan for known vulnerabilities, and 
conduct penetration testing to identify weaknesses. 
While thorough, manual assessments can be time-
consuming and resource intensive.

Automated Vulnerability Scanners These tools automate the scanning process, 
identifying vulnerabilities in operating systems, 
applications, and network devices. They offer 
speed and efficiency but may miss some complex 
vulnerabilities.

Penetration Testing (Pen-testing) Ethical hackers simulate real-world attacks to 
identify vulnerabilities that automated scanners 
might miss. Pen-testing provides a comprehensive 
assessment but requires specialised skills and 
resources.

The ideal solution often involves a combination of these approaches.
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Vulnerability Scoring Systems 
Vulnerability scoring systems assign a severity level to each identified vulnerability. These 
scores consider factors like: 

Exploitability How easily an attacker can exploit the vulnerability (e.g., does it require 
special privileges or specific conditions?)

Impact The potential damage caused if the vulnerability is exploited (e.g., data 
breach, system outage, loss of functionality)

Prevalence How widespread the vulnerability is in similar systems (a widespread 
vulnerability is more likely to be targeted by attackers)

Common scoring systems include CVSS (Common Vulnerability Scoring System), which 
assigns a score from 0.0 (least severe) to 10.0 (most severe). These scores help organisations 
prioritise patching efforts, focusing on vulnerabilities with the highest scores first. 

Vulnerability Assessment Tools 
A wide range of vulnerability assessment tools are available, catering to different needs and 
budgets. Some popular options include:

Open-source scanners Nessus, OpenVAS (free and open-source)

Commercial scanners Qualys Vulnerability Management Platform, Rapid7 Nexpose 
(paid solutions with additional features)

These tools offer various functionalities, including:

	◘ Scanning operating systems, applications, and network devices for vulnerabilities.

	◘ Providing detailed information about each vulnerability, including its description, 
severity score, and potential remediation steps.

	◘ Generating reports summarising the findings of the vulnerability assessment.
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Vulnerability Assessment Reports 
The outcome of a vulnerability assessment is a report that details:

Executive Summary A high-level overview of the identified vulnerabilities 
and their overall risk.

Vulnerability Details A list of identified vulnerabilities, including their 
description, severity score, and affected systems.

Remediation Recommendations Suggested actions to address each vulnerability, such 
as applying security patches or updating software.

Key Takeaways

	◘ By understanding enumeration techniques, vulnerability analysis, and vulnerability 
assessment, you gain valuable insights into how to secure your systems and networks. 
Remember, a strong defence is built on proactive identification of weaknesses and the 
timely implementation of appropriate countermeasures. 
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Assessment
Multiple Choice 

1.	What is the primary goal of enumeration techniques used by attackers?

a) Patch identified vulnerabilities in systems.

b) Gather information about a computer system, network, or application.

c) Educate employees on social engineering tactics.

d) Implement strong password policies.

2.	Which of the following is NOT a common type of enumeration?

a) User enumeration

b) Service enumeration

c) Privilege escalation

d) Network enumeration

3.	A vulnerability assessment focuses on:

a) Identifying potential weaknesses across all systems and networks.

b) Providing a detailed picture of the security posture of a specific system.

c) Patching and remediating identified vulnerabilities.

d) Implementing security awareness training for employees.

4.	Which of the following is a benefit of regular vulnerability analysis?

a) Increased cost of security software licenses.

b) Reduced risk of data breaches.

c) Slower network performance due to scans.

d) Difficulty in prioritising security updates.
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Matching (3 points each)

5.	Match the following types of enumeration with their descriptions:

Term Definition Answer

1. User enumeration a. Discovering valid usernames on a 
system. 

2. Service 
enumeration

b. Techniques to identify active devices on 
a network. 

3. Network 
enumeration

c. Searching for information about a 
target organisation through publicly 
available sources.

4. Information 
gathering from 
public sources

d. Identifying services running on a 
system or network by scanning ports

Short Answer (5 points each)

6.	Describe two countermeasures organisations can implement to mitigate the risks 
associated with enumeration.

7.	Explain the key difference between vulnerability analysis and vulnerability assessment.
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8.	You are tasked with conducting a vulnerability assessment on a web server. Describe your 
approach, outlining the methods you would use and the information you aim to gather.
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Lesson Objectives
By the end of this lesson, the learner should be able to: 

	◘ Spot the signs of system hacking (unauthorised access) and its consequences (data 
breaches, outages).

	◘ Protect yourself from hacking with strong passwords and by avoiding suspicious links.

	◘ Understand the different types of malware (viruses, ransomware, etc.) and their goals 
(data theft, disruption).

	◘ Secure your systems with software updates, anti-malware software, and firewalls.

Topics 

(Topics 7 and 8)

KM-03-KT07 System Hacking 

KM-03-KT08 Malware Threats

Topic Elements

KT0701 	 System hacking concepts 

KT0702 	 Passwords, privileges, applications 

KT0703 	 Covering tracks 

KT0704 	 Penetration testing 

KT0705 	 Human precautions against hacking

KT0801 	 Malware concepts and objectives 

KT0802 	 Malware types 

KT0803 	 Malware analysis 

KT0804 	 Countermeasures and anti-malware software 

KT0805 	 Malware penetration testing 

System Hacking and  
Malware Threats lesson 6
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IACW

IAC0701 	 Risks and mitigation of system hacking are interrogated

IAC0801 	 Risks and mitigation of malware are interrogated

The weighting is 4 % each topic.
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Introduction
This lesson explores two critical cyber security threats: system hacking and malware. By 
understanding these concepts, you’ll gain valuable insights into how attackers exploit 
systems and how to implement effective mitigation strategies.

System Hacking Concepts 

What is System Hacking?
System hacking refers to the process of gaining unauthorised access to a computer system or 
network. Hackers employ various techniques to exploit weaknesses and achieve their goals, 
ranging from stealing data to disrupting operations.

Types of Hacking Techniques
Here are some common hacking techniques:

Exploiting vulnerabilities Software vulnerabilities are weaknesses in programmes that 
attackers can leverage to gain unauthorised access. Hackers 
constantly search for new vulnerabilities and develop exploits 
(code that takes advantage of the vulnerability) to infiltrate 
systems.

Social engineering This tactic deceives users into revealing sensitive information 
or clicking on malicious links. Hackers may pose as legitimate 
authorities, colleagues, or technical support personnel to trick 
victims. 

Password cracking Hackers can attempt to guess passwords through various 
methods, such as brute-force attacks (trying every possible 
combination) or dictionary attacks (using common words and 
phrases).  

Phishing Phishing emails or messages typically contain a malicious link 
or attachment that, when clicked, can install malware or steal 
login credentials.

Denial-of-Service (DoS) 
Attacks

Overwhelming a system with traffic, making it unavailable to 
legitimate users.
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The Impact of System Hacking
System hacking can have a devastating impact on individuals and organisations. Here are 
some potential consequences:

	◘ Data breaches

	◘ System disruption

	◘ Reputational damage

Passwords, Privileges, and Applications 

The Importance of Strong Passwords
Strong passwords are the first line of defence against unauthorised access. As discussed in 
previous lessons remember to:

	◘ Use a combination of upper and lowercase letters, numbers, and symbols.

	◘ Avoid using personal information like birthdays or pet names in your passwords.

	◘ Make your passwords at least 12 characters long.

	◘ Don’t reuse the same password across multiple accounts.

	◘ Consider using a password manager to create and store strong passwords securely.
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Understanding Privilege Management
The principle of least privilege dictates that users should only have the minimum access 
permissions necessary to perform their job duties. This approach minimises the potential 
damage caused if a hacker gains access to a user account.

Securing Applications
Keeping software applications updated with the latest security patches is crucial. Hackers 
often target vulnerabilities in outdated software. Organisations should have a process for 
patching vulnerabilities promptly.

Covering Tracks 

How Hackers Conceal Their Activities
After gaining access to a system, hackers often attempt to cover their tracks by:

Deleting logs System logs record user activity. Hackers may delete these 
logs to hide their actions.

Manipulating timestamps Hackers can alter timestamps on files or system events to 
make it appear as if they haven’t tampered with the system.

Using anonymisation 
techniques

Hackers may employ anonymisation tools to mask their 
location and identity.

Detecting Suspicious Activity
Organisations can implement security measures to detect suspicious activity, such as:

Security Information and Event 
Management (SIEM) systems

These systems collect and analyse data from various 
security tools to identify potential threats.

Log monitoring Regularly monitoring system logs for unusual activity can 
help identify hacking attempts.

Intrusion Detection Systems 
(IDS)

These systems monitor network traffic and identify 
suspicious patterns that might indicate a cyber attack.
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Penetration Testing 

Simulating Cyber Attacks for Security Improvement
As explained previously, penetration testing (Pen-testing) is a controlled and authorised 
simulated cyber attack conducted by ethical hackers. Pen-testers identify vulnerabilities 
in a system’s security posture by attempting to exploit them using the same techniques as 
malicious attackers. The findings from a Pen-test help organisations prioritises remediation 
efforts and strengthen their defences.

Human Precautions Against Hacking 
Everyone plays a crucial role in cyber security. Here are some essential human precautions to 
prevent hacking incidents:

Strong Password Practices Implement the strong password practices mentioned 
earlier.

Beware of Phishing Be cautious about emails or messages from unknown 
senders. Never click on suspicious links or attachments.

Recognise Social Engineering If something seems too good to be true, it probably is. 
Be wary of unsolicited offers or requests for personal 
information.

Report Suspicious Activity If you suspect suspicious activity on your computer or 
network, report it to the IT security team immediately.
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Malware Concepts and Objectives

What is Malware?
Malware, short for malicious software, refers to any programme or code designed to harm a 
computer system. Hackers deploy malware to achieve various objectives, including:

Data Theft Malware can steal sensitive information like credit card details, login 
credentials, or personal data. 

System Disruption Malware can disrupt system operations by corrupting files, deleting 
data, or overloading resources. This can lead to system crashes and 
downtime.

Financial Gain Ransomware, a specific type of malware, encrypts a victim’s data and 
demands a ransom payment for decryption. Hackers can also use 
malware to steal financial information for fraudulent activities.

Espionage Spyware is a type of malware that can monitor user activity, steal 
keystrokes, and capture screenshots to gather sensitive information.

Botnet Creation Malware can be used to create botnets, networks of compromised 
computers controlled by a hacker. These botnets can be used to 
launch large-scale cyber attacks, spam campaigns, or spread other 
malware.

The Evolving Threat Landscape
Malware creators are constantly developing new and sophisticated threats. It’s crucial to stay 
updated on the latest malware trends and vulnerabilities.
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Malware Types 
There are various types of malware, each with unique characteristics and functionalities. 
Here’s an overview of some common ones:

Viruses These malicious programmes can replicate themselves and spread from 
one computer to another. They often attach themselves to legitimate 
software or files. Once executed, they can damage files, steal data, or 
disrupt system operations.

Worms Similar to viruses, worms can self-replicate but exploit network 
vulnerabilities to spread rapidly across connected devices. They can 
consume system resources and slow down network performance.

Trojan Horses Disguised as legitimate software, Trojans trick users into installing 
them. Once installed, they can perform various malicious activities, 
such as stealing data, installing additional malware, or creating 
backdoors for remote access.

Ransomware This particularly disruptive malware encrypts a victim’s files, rendering 
them inaccessible. Hackers then demand a ransom payment for the 
decryption key.

Spyware Designed for stealthy data collection, spyware can monitor user 
activity, keystrokes, browsing history, and even webcam feeds. Hackers 
can then use this stolen information for identity theft, financial fraud, or 
targeted attacks.
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Malware Analysis
Understanding How Malware Works:

Malware analysis is the process of examining malware to understand its functionality, 
potential impact, and methods of detection. Security professionals use various techniques 
for malware analysis, including:

Static analysis Examining the malware code without executing it to identify 
suspicious functionalities or patterns.

Dynamic analysis Running the malware in a controlled environment to observe its 
behaviour and interactions with the system.

Sandboxing Isolating the malware in a secure environment to prevent it from 
damaging the actual system.

By analysing malware, security professionals can develop effective detection and mitigation 
strategies.

Countermeasures and Anti-Malware Software
Fortunately, there are steps you can take to defend against malware attacks:

Software Updates Keeping your operating system, applications, and firmware 
updated with the latest security patches is crucial. These patches 
often address vulnerabilities that malware exploits.

Anti-Malware Software Utilise reputable anti-malware software that can scan your 
system for threats, quarantine suspicious files, and block 
malicious websites. Remember to keep your anti-malware 
software updated with the latest virus definitions.

Firewalls Firewalls act as a barrier between your computer and the 
internet, filtering incoming and outgoing network traffic. They 
can help block malware attempting to connect to the internet.

Safe Browsing Practices Be cautious when downloading files from untrusted sources. 
Avoid clicking on suspicious links or opening attachments 
from unknown senders. Phishing emails are a common way to 
distribute malware.
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User Education Educating users about malware threats and safe computing 
practices is vital. Understanding the risks can help them make 
informed decisions and avoid falling victim to malware attacks.

Malware Penetration Testing 
Penetration testing can also be used to identify vulnerabilities that malware might exploit. 
By simulating malware attacks, organisations can proactively test their defences and identify 
weaknesses before a real attack occurs.

Gather Intel You research the system’s defences, just like a real hacker might 
try to find weaknesses. This might involve looking at software 
versions and configurations.

Launch a Simulated 
Attack

You use tools that mimic real malware, trying to exploit 
vulnerabilities in the system. Think of it as testing the locks on 
your doors with different tools to see if any are weak.

See What Happens If you can ‘break in’ with your pretend malware, it means there’s a 
real vulnerability that a bad hacker could exploit.

Remember:

Malware poses a significant threat to computer systems and data. By understanding 
different malware types, implementing preventative measures, and staying vigilant, you can 
significantly reduce the risk of malware infection.

Key Takeaways

	◘ In this lesson, we’ve explored the critical cyber security threats posed by system 
hacking and malware. 

	◘ By understanding these concepts, you’ve gained valuable insights into how attackers 
exploit weaknesses and disrupt systems. 

	◘ Remember, cyber security is a shared responsibility. Individuals and organisations can 
significantly reduce their risk by implementing strong passwords, keeping software 
updated, and remaining vigilant about suspicious activity.
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Assessment
Short Answer 

1.	Describe two techniques hackers might use to gain unauthorised access to a computer 
system. 

2.	Explain the importance of keeping software applications updated with security patches. 
How does this help mitigate system hacking and malware risks? 

3.	What is the concept of ‘least privilege’ in cyber security, and how does it help reduce the 
impact of a successful hacking incident? 

4.	List two ways users can be tricked into revealing sensitive information or clicking on 
malicious links as part of a social engineering attack. 
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5.	Briefly explain how penetration testing can benefit an organisation’s cyber security 
posture. 

Matching 

6.	Match the following terms on the left with their corresponding descriptions on the right. 
(1 point each)

Term Definition Answer

1.Viruses a. Steals sensitive information like keystrokes 
or browsing history.

2.Worms b. Encrypts a victim’s files and demands a 
ransom payment.

3.Trojan Horses c. Disguised as legitimate software but 
performs malicious actions.

4.Ransomware d. Self-replicating programme that spreads 
across networks.

5.Spyware e. Attaches itself to other programmes and 
replicates itself.
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Lesson Objectives
By the end of this lesson, the learner should be able to: 

	◘ Explain how sniffing works and the data it can capture (passwords, emails, browsing 
history).

	◘ Recognise the risks of sniffing on unsecured networks (data breaches, identity theft).

	◘ Describe how attackers use sniffing in MitM and session hijacking attacks.

	◘ Identify methods to protect yourself from sniffing (strong encryption, VPNs, avoiding 
public Wi-Fi for sensitive tasks).

	◘ Explain the role of firewalls, network segmentation, and user awareness in mitigating 
sniffing risks.

Topics 

KM-03-KT09 Sniffing  

Topic Elements

KT0901 	 Sniffing concepts and objectives 

KT0902 	 Sniffing attacks 

KT0903 	 Sniffing techniques 

KT0904 	 Sniffing tools 

KT0905 	 Countermeasures 

KT0906 	 Detection techniques 

KT0907 	 Sniffing Pen-testing 

Sniffinglesson 7
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IACW

IAC0901 Risks and mitigation of sniffing are interrogated

The weighting is 5%.
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Introduction
In cyber security, sniffing refers to the practice of capturing and analysing network traffic 
data packets as they flow across a network. While sniffing has legitimate uses for network 
monitoring and troubleshooting, it can also be exploited by malicious actors to steal 
sensitive information. This lesson delves into the world of sniffing, exploring its concepts, 
objectives, and the associated risks. We’ll also equip you with practical knowledge on how to 
mitigate these risks and protect your data.

Sniffing Concepts and Objectives 

What is Sniffing?
Imagine you’re at a coffee shop using public Wi-Fi. You connect to the network and log in to 
your social media account. When you enter your username and password, that information 
travels across the network in data packets. Without proper security measures, a sniffer can 
capture these packets, potentially revealing your login credentials.

A sniffer acts like a listening device that captures these data packets travelling across a 
network. These packets contain information exchanged between devices, including:

	◘ Login credentials (usernames and passwords)

	◘ Emails and messages exchanged over the network

	◘ Financial data transmitted while online banking or shopping

	◘ Web browsing history, revealing the websites you visit
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Example: EasyJet Credit Card Breach (2021)

Target: EasyJet, a popular European budget airline.

Attack Method: Hackers compromised EasyJet’s systems through a variety of techniques, 
including potentially using sniffing to capture unencrypted customer payment data. This 
could have involved exploiting vulnerabilities on the airline’s website or within their network 
infrastructure.

Stolen Data: The attackers were able to steal credit card details for approximately 9,000 
customers. EasyJet believes the compromise likely involved a formjacking attack, where 
malicious code is injected into a website to steal payment information as it’s being entered. 
However, sniffing could have been used in conjunction with formjacking or as an alternative 
method to capture sensitive data.

Objectives of Sniffing
Sniffing has both legitimate and malicious objectives. Here’s a breakdown:

Legitimate Uses:

	◘ Network administrators use sniffing tools to monitor network activity for performance 
issues. Imagine a network technician using a sniffer to diagnose slow loading times or 
identify congested areas on the network.

	◘ Security professionals can use sniffing to detect suspicious traffic patterns that might 
indicate a network intrusion, such as a hacker trying to access unauthorised resources.

Malicious Objectives:

	◘ Attackers can leverage sniffing to steal sensitive information like usernames, 
passwords, and credit card details transmitted unencrypted over a network.

	◘ They can also capture private communications like emails or instant messages 
exchanged between users on the same network.
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Sniffing Attacks 
When sniffing is used for malicious purposes, it’s categorised as a sniffing attack. These 
attacks exploit vulnerabilities in network security to capture sensitive data. Here are some 
common sniffing attack scenarios:

Man-in-the-Middle (MitM) 
Attack

Imagine a scenario where you’re using an unsecured Wi-Fi 
network at an airport. An attacker can position themselves 
between your device and the Wi-Fi access point, intercepting 
the data packets flowing back and forth. This way, they can 
capture your login credentials or other sensitive information 
transmitted during your browsing session.

Session Hijacking After capturing login credentials through sniffing, attackers 
can hijack an active session. For instance, they might steal 
your login credentials for a webmail account and then use 
those credentials to access your email and potentially steal 
further information.

Sniffing Techniques 
Attackers employ various techniques to conduct sniffing attacks. Here are a few examples:

Exploiting Unsecured 
Networks

Public Wi-Fi networks are often unsecured, meaning data 
packets are transmitted in plain text. This makes them easy 
targets for sniffing attacks.  Imagine shouting your login 
credentials across a crowded room; anyone within earshot 
could potentially steal them. 

ARP Spoofing Address Resolution Protocol (ARP) is a network protocol that 
helps devices find each other on a network. ARP spoofing 
involves manipulating ARP to redirect network traffic to a 
machine controlled by the attacker, allowing them to capture 
data packets meant for another device. Imagine forging 
an invitation to a fake party to lure someone to a different 
location; ARP spoofing works in a similar way to trick your 
device into sending data to the attacker’s machine.
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Sniffing Tools 
There are many sniffing tools available, both free and paid. While some tools are legitimate 
network analysis software, others can be used for malicious purposes. Here are some 
commonly known sniffing tools:

Wireshark A popular open-source network analyser used for network troubleshooting 
and security analysis

tcpdump A command-line packet capture tool used for network monitoring and 
analysis on Linux and Unix-based systems

Ettercap  A network sniffing and intrusion detection tool that can be used for both 
legitimate and malicious purposes

https://www.solarwinds.com/
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Countermeasures 
Fortunately, there are steps you can take to mitigate the risks associated with sniffing attacks:

Network Encryption Use strong encryption protocols like WPA2 on your Wi-
Fi network. WPA2 scrambles data packets, making them 
unreadable even if captured by sniffers. Imagine sending a 
coded message instead of plain text; encryption works in a 
similar way to protect your data.

Virtual Private Networks 
(VPNs)

VPNs create a secure tunnel over the internet, encrypting all 
your traffic and protecting it from eavesdropping. Imagine 
building a secure tunnel from your device to the internet; a 
VPN encrypts your data within this tunnel, making it invisible to 
sniffers.

Security Software Consider using security software with firewall capabilities. 
Firewalls can monitor network traffic and identify suspicious 
activity patterns that might indicate a sniffing attack. Think of 
a firewall as a security guard at the entrance to your network; 
it checks incoming and outgoing traffic to block anything 
malicious.

Network Segmentation Dividing your network into smaller segments can limit the 
attacker’s visibility and potential sniffing opportunities. Imagine 
having separate rooms in your house for different purposes; 
network segmentation creates isolated sections within a 
network, making it harder for attackers to sniff data in all areas.

User Awareness Educating users about the risks of sniffing and best practices 
for secure browsing on public Wi-Fi networks is crucial. 
Understanding the risks empowers users to make informed 
decisions. Here are some best practices:

	◘ Avoid accessing sensitive information (banking, social 
media logins) on public Wi-Fi networks.

	◘ Be cautious of downloading files or clicking on links from 
unknown sources, especially on public Wi-Fi.

	◘ Consider using a mobile hotspot from your phone if you 
need a secure connection on the go.
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Detection Techniques 
While preventing sniffing attacks is ideal, there are also techniques to detect them:

Intrusion Detection 
Systems (IDS)

These systems continuously monitor network traffic for 
suspicious activity patterns that might indicate a sniffing attack. 
Imagine having security cameras on your network; IDS systems 
analyse network traffic to identify unusual activity that could be 
a sign of sniffing.

Data Loss Prevention 
(DLP) Systems

DLP solutions can identify and alert on attempts to transmit 
sensitive data outside authorised channels. Imagine having a 
security system that monitors what data is leaving your network; 
DLP systems can detect if someone tries to send sensitive 
information through a suspicious channel.

Sniffing Pen-Testing 
Penetration testing (Pen-testing) can assess an organisation’s vulnerability to sniffing attacks. 
Ethical hackers employ sniffing techniques during a Pen-test to identify weaknesses in 
network security and recommend corrective actions. Think of Pen-testing as a simulated 
attack in a controlled environment; it helps organisations identify and fix vulnerabilities 
before real attackers exploit them.

Key Takeaways

	◘ By understanding sniffing concepts, objectives, and mitigation strategies, you can 
significantly reduce the risk of falling victim to sniffing attacks. 

	◘ Remember, staying vigilant and implementing these security measures can help 
protect your sensitive information online.
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Assessment
Multiple Choice 

1.	What information can attackers steal using sniffing techniques?

a) Website browsing history only

b) Login credentials and emails 

c) Social media posts

d) All of the above

2.	Which of the following is the BEST way to protect yourself from sniffing attacks on public 
Wi-Fi?

a) Download a free antivirus software

b) Use a VPN to encrypt your data 

c) Avoid public Wi-Fi altogether

d) Update your web browser regularly

True or False 

3.	Sniffing is always used for malicious purposes. 

4.	Strong Wi-Fi encryption (WPA2) can prevent attackers from reading captured data packets.  

Short Answer 

5.	Briefly describe two methods to mitigate the risks of sniffing attacks.
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Lesson Objectives
By the end of this lesson, the learner should be able to: 

	◘ Spot social engineering tricks (manipulation, not hacking) used to steal information or 
access.

	◘ Recognise common tactics like phishing emails and phone calls.

	◘ Protect yourself with strong passwords, verification, and scepticism (disbelief ) of 
unsolicited (uninvited) offers.

	◘ Understand how social engineering Pen-testing strengthens organisational security.

Topics 

KM-03-KT10 Social Engineering  

Topic Elements

KT1001 	 Social engineering concepts and objectives 

KT1002 	 Social engineering techniques 

KT1003 	 Types of social engineering attacks 

KT1004 	 Countermeasures 

KT1005 	 Social engineering penetration testing

IACW

IAC1001 	 Risks and mitigation of social engineering are interrogated

The weighting is 4%.

Social Engineering –  
The Art of Deception in 

Cyber Attackslesson 8
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Social Engineering

Social Engineering Concepts and Objectives 
Social engineering is a malicious practice that manipulates human emotions, psychology, 
and trust to trick victims into:

	◘ Revealing sensitive information: This could include usernames, passwords, credit card 
details, or other confidential data.

	◘ Performing actions that compromise security: This might involve clicking on malicious 
links, downloading infected attachments, or granting remote access to attackers.

Unlike hacking, which exploits technical vulnerabilities in systems, social engineering 
preys on human vulnerabilities. Attackers leverage these vulnerabilities to bypass security 
measures and achieve their goals.
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Social Engineering Techniques 
Attackers use a vast number of social engineering techniques. Here are some common ones:

Phishing Emails Deceptive emails disguised as legitimate sources (banks, social 
media platforms) requesting personal information or urging 
you to click on malicious links or download attachments 
containing malware.

Vishing (Voice Phishing) Fraudulent phone calls where attackers impersonate trusted 
entities (e.g., IT support, government agencies) to trick you into 
revealing sensitive information over the phone.

Smishing Similar to phishing but uses SMS text messages to deliver 
malicious links or solicit personal information.

Pretexting Creating a fabricated scenario (e.g., a security researcher, 
a concerned colleague) to gain your trust and access to 
confidential information or systems.

Baiting Offering something desirable (e.g., free software, exclusive 
content) to lure victims into clicking on malicious links or 
downloading infected files.

Quid Pro Quo Posing as someone offering help (e.g., IT support) in exchange 
for remote access to your device or sensitive information.

Types of Social Engineering Attacks 
Social engineering attacks can be categorised based on the specific tactic used:

Identity Theft Attackers aim to steal your personal information (e.g., name, address, 
Social Security number) for fraudulent/ illegal purposes.

Impersonation Attackers pose as a trusted entity (e.g., bank representative, 
manager) to gain your trust and extract sensitive information.

Watering Hole Attackers target websites frequented by a specific group (e.g., 
employees of a company) and compromise those sites to infect 
visitors with malware.

Piggybacking Attackers gain unauthorised access to a secure system by following a 
legitimate user.
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Countermeasures 
By implementing these countermeasures, you can significantly reduce your risk of falling 
victim to social engineering attacks:

Security Awareness Training Regular training helps recognise and defend against social 
engineering tactics.

Verification Always verify the legitimacy of communication before 
responding. Don’t click on links or open attachments from 
unknown senders.

Strong Passwords & MFA Use strong, unique passwords for all your online accounts 
and enable Multi-Factor Authentication (MFA) whenever 
possible.

Be Sceptical of Offers Be wary of offers that seem too good to be true. Don’t 
share personal information or financial details unless you’re 
absolutely certain about the recipient’s legitimacy.

Report Suspicious Activity If you suspect a social engineering attempt, report it to the 
relevant authorities (e.g., IT department, security software 
vendor) and delete any suspicious emails or messages.

Phishing Simulation Tools Organisations can use phishing simulation tools to train 
employees and test their ability to identify suspicious emails.
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Social Engineering Penetration Testing 
Social engineering penetration testing (Pen-testing) simulates social engineering attacks 
to assess an organisation’s vulnerability to these tactics. Ethical hackers try to trick 
employees into revealing information, clicking on malicious links, or performing actions that 
compromise security. The results are used to identify weaknesses in security awareness and 
implement corrective measures.

Real Life Social Engineering Example 
Social Engineering Attack: The Twitter Bitcoin Scam (2020)

Attack Type Impersonation and Account Takeover

Target High-profile Twitter accounts including Elon Musk, Bill Gates, Jeff 
Bezos, and Apple.

Technique The attackers gained access to a number of high-profile Twitter 
accounts, likely through a combination of social engineering and 
technical exploits. They then used these compromised accounts to 
launch a Bitcoin scam:

Impersonation The attackers posted tweets impersonating the legitimate account 
holders, promising to double any Bitcoin sent to a specific address.

Social Engineering The tweets leveraged the victims’ trust in the compromised accounts 
and the allure of quick financial gain to trick them into sending 
Bitcoin.

Impact The attackers managed to steal a significant amount of Bitcoin from 
unsuspecting victims before Twitter intervened and locked down the 
compromised accounts. This incident highlighted the vulnerability of 
even high-profile accounts to social engineering attacks.
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Social Engineering Mitigation

Two-Factor Authentication 
(2FA)

If all the targeted accounts had enabled 2FA (similar to MFA), it 
would have added an extra layer of security and made it much 
harder for the attackers to gain access, even if they obtained 
usernames and passwords through social engineering.

Social Media Security 
Settings

Enhancing security settings on social media platforms, such 
as limiting who can direct message you or tweet on your 
behalf, can make it more difficult for attackers to exploit 
compromised accounts.

Verification of Requests Being cautious about unsolicited messages, even from 
seemingly legitimate accounts, and verifying requests (e.g., 
by contacting the sender through a trusted channel) can help 
prevent falling victim to impersonation scams.

Reference: https://www.nytimes.com/2020/07/16/business/dealbook/twitter-hack-bitcoin.html accessed 21/05/2024

This example showcases how social engineering can be combined with technical exploits to 
target high-profile accounts. By implementing stronger authentication methods and being 
vigilant about suspicious activity, users can significantly reduce the risk of falling victim to 
such scams.

Key Takeaways

	◘ By understanding social engineering concepts, techniques, and attack types, you can 
significantly enhance your ability to defend yourself and your organisation. 

	◘ Remember, social engineering relies on human error, but with awareness and 
vigilance, you can become a more formidable barrier against these deceptive attacks.
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Assessment
Multiple Choice (Choose the best answer):

1.	Social engineering attacks exploit vulnerabilities in:

a) Hardware

b) Software

c) Humans

d) Networks

2.	MFA (Multi-Factor Authentication) adds an extra layer of security by requiring:

a) A strong password 

b) An additional verification factor beyond just a password

c) Updating software regularly

d) Being sceptical of unsolicited emails

3.	Which type of social engineering attack aims to steal your personal information for 
fraudulent purposes?

a) Impersonation 

c) Identity Theft

b) Watering Hole

d) Piggybacking

4.	Social engineering penetration testing helps organisations identify weaknesses in:

a) Firewalls

b) Encryption protocols 

c) Security awareness

d) Network performance
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True or False:

5.	Social engineering attacks are always technically complex and require advanced hacking 
skills. 

6.	Clicking on a link in a suspicious email is an example of how a victim might perform an 
action that compromises security during a social engineering attack. 

7.	Security awareness training can significantly reduce the risk of falling victim to social 
engineering attacks. 

Short Answer:

8.	Describe two red flags that might help you identify a phishing email.
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9.	Explain the difference between impersonation and pretexting used in social engineering 
attacks.
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Lesson Objectives
By the end of this lesson, the learner should be able to: 

	◘ Understand the core principles of DoS and DDoS attacks.

	◘ Identify various DoS/DDoS attack techniques and tools.

	◘ Explore countermeasures and protection tools to mitigate these threats.

	◘ Gain insights into DoS/DDoS attack penetration testing for improved security posture.

Topics 

KM-03-KT11 Denial-of-Service  

Topic Elements

KT1101 	 DoS/DDoS concepts and objectives 

KT1102 	 DoS/DDoS attack techniques and tools 

KT1103 	 Countermeasures and protection tools 

KT1104 	 DoS/DDoS attack penetration testing 

IACW

IAC1101 	 Risks and mitigation of DoS/DDoS are interrogated

The weighting is 4%.

Denial-of-Servicelesson 9
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Introduction
DOS stands for Denial-of-Service. It’s a type of cyber attack that aims to disrupt the normal 
operation of a website, server, or network by overwhelming it with unwanted traffic. This 
flood of traffic prevents legitimate users from accessing the targeted resource.

Imagine a busy restaurant. A DoS attack would be like a group of people suddenly showing 
up and ordering massive amounts of food they don’t even intend to eat. The kitchen staff 
gets overwhelmed trying to fulfil these fake orders, leaving no resources to serve real 
customers. The restaurant essentially becomes unusable for legitimate patrons.

Here’s a breakdown of the key aspects of a DoS attack:

	◘ Target: Websites, servers, or networks.

	◘ Method: Overwhelming the target with a flood of unwanted traffic.

	◘ Impact: Disrupts normal operation, making it inaccessible to legitimate users.

DoS attacks can be launched for various reasons, including:

	◘ Extortion: Attackers might threaten to launch DoS attacks unless a ransom is paid.

	◘ Disruption: They might target critical services during important events or to silence 
dissent.

	◘ Competition Sabotage: Malicious actors might use DoS attacks to hinder a 
competitor’s online operations.
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DoS/DDoS Concepts and Objectives 

Denial-of-Service 
(DoS) Attack

An attack aimed at disrupting the normal operation of a website, 
server, or network by overwhelming it with a flood of unwanted 
traffic, rendering it inaccessible to legitimate users.

Targets DoS attacks can target various components:

Websites

Disrupting user access to web content.

Servers

Overloading servers and causing crashes or service 
outages.

Networks

Consuming bandwidth and preventing legitimate 
traffic flow.

Distributed Denial-of-
Service (DDoS) Attack

A more sophisticated version of a DoS attack where the attack 
traffic originates from multiple geographically distributed 
compromised devices (bots) under the control of an attacker.

Objectives of DoS/DDoS Attacks

Extortion Attackers might launch DoS/DDoS attacks to extort money from 
organisations by threatening to disrupt their online services unless a 
ransom is paid.

Disruption These attacks can be used to disrupt critical online services during 
important events or to silence activism or political dissent.

Competitor 
Sabotage

Malicious actors might utilise DoS/DDoS attacks to sabotage 
competitors’ online operations, hindering their ability to conduct 
business.
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DoS/DDoS Attack Techniques and Tools 
Attackers employ a variety of techniques to launch DoS/DDoS attacks. Here are some 
common ones:

Application Layer Attacks Targeting vulnerabilities in web applications to overwhelm 
them with requests, causing crashes or slowdowns.

Protocol Layer Attacks Flooding the target with network traffic exploiting weaknesses 
in communication protocols, consuming resources and 
preventing legitimate traffic from reaching the server.

Volumetric Attacks Bombarding the target with massive amounts of data, 
exceeding the bandwidth or storage capacity and causing 
outages.

Amplification Attacks Leveraging compromised devices to amplify attack traffic, 
multiplying the impact of the attack. Tools often used for DoS/
DDoS attacks include
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Botnets Networks of compromised devices 
controlled by an attacker to launch 
coordinated attacks.

Stresser Tools Software programmes specifically designed 
to generate large volumes of attack traffic.

Countermeasures and Protection Tools 
Denial-of-Service (DoS) and Distributed Denial-of-Service (DDoS) attacks pose a significant 
threat to online systems and services. Fortunately, there are several countermeasures and 
protection tools you can implement to mitigate these risks. Here’s a detailed breakdown of 
some key strategies:

Traffic Filtering and Monitoring

Firewalls Firewalls act as the first line of defence, inspecting 
incoming and outgoing traffic and filtering out 
suspicious patterns that might indicate a DoS attack.

Intrusion Detection and 
Prevention Systems (IDS/IPS)

These systems monitor network traffic for malicious 
activity and can identify and block DoS attack attempts 
in real-time.

Traffic Analysis Tools Specialised tools can analyse traffic patterns to identify 
anomalies and potential DoS attacks. They can help 
distinguish legitimate traffic from malicious flooding 
attempts.
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Resource Scaling and Capacity Planning

Scalable Infrastructure Ensure your network and server infrastructure can handle peak 
traffic loads. This might involve using Cloud-based solutions or 
having the ability to dynamically scale resources during an attack.

Rate Limiting Implement mechanisms to limit the rate at which traffic can 
be sent to your systems. This can help prevent attackers from 
overwhelming your resources with a flood of requests.

DDoS Mitigation Services

DDoS Mitigation Providers Many security vendors offer DDoS mitigation services. These 
services can help absorb and filter out malicious traffic during 
an attack, protecting your origin servers from overload.

Content Delivery Networks 
(CDNs)

CDNs can distribute your website’s content across 
geographically dispersed servers. This can help mitigate the 
impact of DoS attacks by making it more difficult for attackers 
to target a single source.

Security Awareness and Training

Employee Education Educate employees on DoS/DDoS attacks and how to identify 
red flags. This can help them avoid falling victim to social 
engineering tactics sometimes used to launch DoS attacks.

Incident Response 
Planning

Develop a plan that outlines how your organisation will 
respond to a DoS/DDoS attack. This plan should include 
steps for identifying the attack, mitigating its impact, and 
recovering from the incident.

Additional Considerations

Regular Security Assessments Conduct regular penetration testing and vulnerability 
assessments to identify weaknesses in your systems that 
could be exploited by attackers in a DoS attack.

Staying Informed Keep yourself updated on the latest DoS/DDoS attack 
trends and techniques. This will help you stay ahead 
of evolving threats and adapt your security posture 
accordingly.
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DoS/DDoS Attack Penetration Testing 
DoS/DDoS penetration testing simulates these attacks to assess an organisation’s 
vulnerability. Ethical hackers attempt to disrupt services using various techniques, and the 
results are used to identify weaknesses and implement necessary safeguards.

Attack Simulation

Gradual Intensity Ethical hackers launch controlled DoS/DDoS attacks against 
your systems, gradually increasing the intensity to assess their 
capacity. This allows for observation of system behaviour under 
varying levels of stress.

Technique Variety The testing might involve simulating different attack 
techniques:

Application Layer Attacks Sending large numbers of 
malformed requests or exploiting 
application code vulnerabilities.

Protocol Layer Attacks Targeting weaknesses in 
communication protocols like TCP/
IP to disrupt communication.

Volumetric Attacks Flooding the target with massive 
amounts of data to overwhelm 
bandwidth or storage capacity.

Amplification Attacks Leveraging compromised devices 
to amplify attack traffic and 
increase its impact.

Monitoring and Analysis

System Performance Monitoring Throughout the testing phase, the team closely 
monitors system performance metrics like CPU usage, 
memory consumption, and network bandwidth.

Attack Vector Analysis The team analyses the effectiveness of different attack 
vectors to understand how your systems respond to 
various DoS/DDoS techniques.
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Reporting and Remediation

Comprehensive Report Following the testing, a detailed report is generated that 
documents:

	◘ Identified vulnerabilities in your systems.

	◘ Effectiveness of your existing DoS/DDoS mitigation 
strategies.

	◘ Recommendations for improvement, prioritising 
critical vulnerabilities that need immediate attention.

Remediation and Mitigation Based on the report’s findings, your organisation can 
implement necessary security measures to address the 
identified vulnerabilities and strengthen your defences 
against DoS/DDoS attacks.

Important Note
DoS/DDoS penetration testing should only be conducted by experienced ethical hackers 
within a controlled environment and with proper authorisation.

Real-life Example
In 2016, a DDoS attack crippled major DNS provider Dyn. Hackers used a botnet to bombard 
Dyn’s servers with junk traffic, causing outages for popular websites like Twitter and Spotify 
for millions of users globally. This attack exposed the vulnerability of internet infrastructure 
and the need for stronger defences against DDoS threats.
(reference https://www.nytimes.com/2016/10/22/business/internet-problems-attack.html accessed 21/05/2024)

Key Takeaways

	◘ By understanding DoS/DDoS attacks and implementing appropriate countermeasures, 
you can significantly reduce the risk of service disruptions and protect your online 
presence. 

	◘ Remember, a layered security approach that combines technical controls, user 
awareness training, and incident response planning is crucial for robust defence 
against these threats.
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Assessment
Short Answer (2-3 sentences each):

1.	What are the two main types of DoS attacks, and how do they differ?

2.	Describe two potential risks a business might face if its website is hit by a DoS attack.

3.	Explain the role of traffic filtering in mitigating DoS attacks. How does it work?
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4.	What is the benefit of using a Content Delivery Network (CDN) as a DoS mitigation 
strategy?

5.	Why is security awareness training important in preventing DoS/DDoS attacks?

Matching:

6.	Match the term on the left with the most relevant description on the right.

Term Description Answer

1. Firewalls a. A network of compromised devices 
controlled by an attacker.

2. DDoS Mitigation Services b. A security tool that monitors network 
traffic for malicious activity.

3. Botnet c. A service that helps absorb and filter out 
malicious traffic during a DDoS attack.

4. Intrusion Detection 
System (IDS)

d. A first line of defence that inspects 
incoming and outgoing traffic.

5. Rate Limiting e. A technique that limits the rate at which 
traffic can be sent to a system.
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True or False:

7.	DoS attacks are always technically complex and require advanced hacking skills. 

8.	DDoS attacks are more difficult to defend against than traditional DoS attacks because 
they originate from multiple sources.

9.	There is no way to completely prevent a DoS/DDoS attack. 
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Lesson Objectives
By the end of this lesson, the learner should be able to: 

	◘ Define session hijacking and understand the basic process involved in an attack.

	◘ Identify different types of session hijacking techniques used by attackers.

	◘ Recognise the tools attackers might leverage to facilitate session hijacking.

	◘ Explain various countermeasures you can implement to protect yourself from session 
hijacking.

	◘ Appreciate the value of penetration testing (Pen-testing) in identifying vulnerabilities 
related to session hijacking.

Topics 

KM-03-KT12 Session Hijacking  

Topic Elements

KT1201 	 Session hijacking concepts 

KT1202 	 Types of level session hijacking 

KT1203 	 Session hijacking tools 

KT1204 	 Countermeasures 

KT1205 	 Penetration testing 

IACW

IAC1201 	 Risks and mitigation of Session hijacking are interrogated

The weighting is 5%.

lesson 10 Session Hacking 
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Introduction
In today’s digital world, we rely heavily on online accounts to access a vast array of services. 
But have you ever considered the possibility of someone else hijacking your legitimate 
session and impersonating you? Session hijacking is a cyber attack that can steal your active 
session with a web application or service, granting unauthorised access to an attacker. This 
stolen session can be used to access your data, perform actions on your behalf, or even steal 
sensitive information.

This lesson will equip you with the knowledge to understand session hijacking, the 
different methods attackers employ, and the crucial steps you can take to safeguard 
yourself from becoming a victim. By understanding these threats and implementing proper 
countermeasures, you can ensure your online activities remain secure and protect your 
valuable data.

Session Hijacking Concepts 

What is Session Hijacking? 
Session hijacking involves taking over a legitimate user’s session with a web application or 
service. Attackers can then use the stolen session to impersonate the user and access their 
data, perform unauthorised actions, or even steal sensitive information.
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The Session Hijacking Process

Login and Session Creation A user logs in to a web application, establishing a session 
with the server. The server creates a unique identifier 
(session ID) to track the user’s activity.

Session ID Capture The attacker intercepts the user’s session ID through various 
techniques like sniffing unencrypted network traffic, 
exploiting vulnerabilities in web applications (XSS attacks), 
or tricking the user into clicking malicious links.

Session Hijacking The attacker uses the stolen session ID to impersonate the 
user and gain unauthorised access to the application.

Types of Session Hijacking 
There are several methods attackers can use to hijack sessions. Here are some common types:

Session Sniffing Attackers capture unencrypted network traffic 
containing session IDs using tools like packet sniffers. 
This is particularly risky on public Wi-Fi networks.

Sidejacking Involves taking over an active session on a shared or 
public computer by exploiting vulnerabilities or using 
malicious software.

Session Replay Attackers record a valid session, including login 
details and actions, and then replay it later to gain 
unauthorised access.

Cross-Site Scripting (XSS) Attacks Attackers inject malicious code into a website that 
steals the user’s session ID and sends it to the attacker.

Man-in-the-Middle (MitM) Attacks Attackers intercept communication between the 
user and the web server, capturing session IDs and 
potentially modifying data.
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Session Hijacking Tools 
While some session hijacking techniques require advanced skills, attackers can exploit readily 
available tools to automate tasks and facilitate attacks. These tools might include:

Packet Sniffers Capture network traffic containing session IDs.

Web Vulnerability Scanners Identify vulnerabilities in web applications that could be 
exploited for session hijacking.

XSS Attack Frameworks Help attackers automate the creation of malicious scripts 
for XSS attacks.

Countermeasures 
Fortunately, there are several measures you can take to protect yourself from session 
hijacking:

Use Strong Passwords and 
Multi-Factor Authentication 
(MFA)

Strong and unique passwords for each online account 
and enabling MFA add significant layers of security.

Beware of Public Wi-Fi Avoid accessing sensitive information or logging 
in to accounts on public Wi-Fi networks as they are 
susceptible to sniffing attacks.

HTTPS Everywhere Ensure websites use HTTPS encryption, which scrambles 
data in transit, making it difficult for attackers to capture 
session IDs.
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Keep Software Updated Maintain updated software (operating systems, 
browsers, applications) to patch security vulnerabilities 
that attackers might exploit.

Logout Properly Always log out of accounts completely, especially on 
shared or public computers.

Be Wary of Phishing Attempts Don’t click on suspicious links or attachments in emails, 
as they might be phishing attempts designed to steal 
your credentials.

Penetration Testing - Internal Assessment Criteria and ROI 
Penetration testing for session hijacking vulnerabilities plays a crucial role in identifying 
weaknesses in your systems. Here’s an overview:

Internal Assessment Criteria

	◘ Testers assess the effectiveness of security controls in preventing session hijacking 
attempts.

	◘ They identify vulnerabilities in web applications, network security configurations, and 
user authentication practices.

	◘ Testing methodologies might involve simulating different session hijacking techniques 
to evaluate the system’s resilience.
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Return on Investment (ROI)

	◘ Early detection and remediation of session hijacking vulnerabilities can prevent costly 
data breaches and reputational damage.

	◘ Penetration testing helps organisations prioritise security investments and improve 
their overall security posture.

By understanding session hijacking techniques and implementing robust countermeasures, 
organisations and individuals can significantly reduce the risk of unauthorised access and 
data breaches.

Key Takeaways

	◘ Session hijacking poses a significant threat in the online world, but by understanding 
its methods and implementing the right security measures, you can significantly 
reduce the risk of falling victim to such attacks.

	◘ Session hijacking involves stealing a legitimate user’s session to gain unauthorised 
access to a system or application.

	◘ Attackers employ various techniques like session sniffing, XSS attacks, and MitM 
attacks to capture session IDs.

	◘ Strong passwords, multi-factor authentication, secure browsing habits, and keeping 
software updated are essential for defence.

	◘ Penetration testing plays a vital role in identifying vulnerabilities related to session 
hijacking before attackers exploit them.



© 2024 MictSeta – Cyber Security Analyst
122

Cyber Security and Cyber Threats and Attacks  – Learner Guide
10

Assessment
Multiple Choice (Choose the best answer):

1.	What is the main objective of a session hijacking attack?

a) To steal a user’s computer.

b) To gain unauthorised access to a user’s account or system.

c) To overload a website with traffic.

d) To spread malware across a network.

2.	Which of the following is NOT a common method used in session hijacking?

a) Session Sniffing on a public Wi-Fi network

b) Brute-force attack to guess a user’s password

c) Cross-Site Scripting (XSS) attack

d) Man-in-the-Middle (MitM) attack

3.	How can strong passwords help mitigate session hijacking risks?

a) Strong passwords make it harder for attackers to steal session IDs.

b) Strong passwords prevent websites from remembering your login information.

c) Strong passwords slow down the login process.

d) Strong passwords eliminate the need for multi-factor authentication.

True or False:

4.	Session hijacking attacks are always very complex and require advanced hacking skills. 

5.	Using HTTPS encryption helps protect against session hijacking by scrambling data in 
transit.
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Matching:

6.	Match the term on the left with the most relevant description on the right.

Term Description Answer

1. Multi-Factor Authentication 
(MFA)

a.  A deceptive email or website 
designed to trick users into revealing 
personal information.

2. Phishing Attack b. A security measure that requires a 
second factor (e.g., code, fingerprint) 
in addition to a password.

3. Packet Sniffer c. A tool that can capture network 
traffic, potentially including session 
IDs.

4. Session Replay Attack d. Replaying a previously recorded valid 
session to gain unauthorised access.

5. Secure Sockets Layer (SSL)/
Transport Layer Security 
(TLS)

e. Encryption protocols that secure 
communication between a web 
server and a user’s browser.

Short Answer (2-3 sentences each):

7.	Describe one-way attackers can exploit an XSS vulnerability to steal a user’s session ID. 

8.	Why is it important to be cautious when clicking on links in emails, even if they appear to 
be from a legitimate source? 



© 2024 MictSeta – Cyber Security Analyst
124

Cyber Security and Cyber Threats and Attacks  – Learner Guide
10

Essay (5-7 sentences):

9.	Briefly explain the concept of session hijacking and discuss two security measures you can 
implement to protect yourself from such attacks.
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Lesson Objectives
By the end of this lesson, the learner should be able to: 

	◘ Explain the functions of IDS, firewalls, and honeypots.

	◘ Describe techniques attackers use to evade security controls.

	◘ Identify tools used for evading security controls and penetration testing.

	◘ Discuss countermeasures to make it more difficult for attackers to bypass security.

	◘ Explain the basics of web server operation and common vulnerabilities.

	◘ Identify various web server attacks and their objectives.

	◘ Describe tools and techniques used in web server attacks.

	◘ Discuss countermeasures to protect web servers from attacks.

	◘ Explain the importance of penetration testing for web server security.

Topics 

KM-03-KT13 Evading IDS, Firewalls, and Honeypots 

KM-03-KT14 Hacking Web Servers

Topic Elements

KT1301 	 IDS, Firewall, and Honeypot Concepts 

KT1302 	 IDS, Firewall, and Honeypot Solutions 

KT1303 	 Evading IDS and Firewalls 

KT1304 	 IDS/Firewall Evading Tools 

KT1305 	 Detecting Honeypots 

KT1306 	 IDS/Firewall Evasion Countermeasures 

KT1307 	 Penetration Testing 

Evading Security Controls 
and Hacking Web Servers lesson 11
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KT1401 	 Web server concepts 

KT1402 	 Web server attacks 

KT1403 	 Attack tools 

KT1404 	 Countermeasures 

KT1405 	 Defence attack mechanisms 

KT1406	 Security tools 

KT1407 	 Penetration testing and Pen-testing tools

IACW

IAC1301 	 Risks and mitigation of IDS, Firewall, and Honeypot are interrogated 

The weighting is 5%

IAC1401 	 Risks and mitigation of hacking web servers are interrogated

The weighting is 5%



© 2024 MictSeta – Cyber Security Analyst
127

11
Evading Security Controls and Hacking Web Servers 

Introduction
This lesson delves into two critical areas: evading security controls and hacking web servers. 
While these terms might sound alarming, understanding how attackers attempt to bypass 
security systems and exploit web server vulnerabilities empowers you to be more proactive 
in protecting yourself and your organisation’s data. We’ll explore the functionalities of 
Intrusion Detection Systems (IDS), firewalls, and honeypots, along with the tactics attackers 
use to circumvent them. We’ll also delve into the world of web server attacks, exploring 
common threats and the tools attackers employ. Most importantly, we’ll equip you with 
the knowledge of countermeasures and best practices to strengthen your defences and 
minimise the risk of falling victim to cyber attacks

IDS, Firewall, and Honeypot Concepts

Intrusion Detection System (IDS) An IDS monitors network traffic for suspicious activity 
that might indicate a security breach. It generates alerts 
for potential attacks.

Firewall A firewall acts as a barrier between a trusted internal 
network and an untrusted external network (like the 
Internet). It filters incoming and outgoing traffic based 
on predefined security rules.

Honeypot A honeypot is a decoy system designed to attract and 
trap attackers. By monitoring activity on the honeypot, 
security professionals can gain valuable insights into 
attacker tactics and techniques.
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IDS, Firewall, and Honeypot Solutions

	◘ Various IDS, firewall, and honeypot solutions cater to different needs and network 
sizes.

	◘ Network-based IDS (NIDS) monitors network traffic for suspicious activity.

	◘ Host-based IDS (HIDS) monitors activity on individual systems within a network.

	◘ Firewalls can be implemented as hardware appliances, software applications, or Cloud-
based solutions.

	◘ Honeypots can be low-interaction (mimicking basic functionality) or high-interaction 
(replicating real systems).

Evading IDS and Firewalls
Attackers employ various techniques to bypass security controls: 

Signature Evasion Modifying attack patterns to avoid detection by signature-
based IDS.

Protocol Anomalies Exploiting loopholes or unexpected behaviours within 
network protocols.

Social Engineering Tricking users into revealing sensitive information or 
clicking malicious links that bypass security controls.
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IDS/Firewall Evasion Tools
Attackers might use specialised tools to automate tasks and aid in evading security controls. 
These tools might include: 

Packet Crafting Tools Used to create custom network packets that resemble 
legitimate traffic but exploit vulnerabilities.

Port Scanners Identify open ports on a target network to find potential 
entry points.

Vulnerability Scanners Automate the process of identifying weaknesses in systems 
and applications.

Detecting Honeypots
Experienced attackers might attempt to identify honeypots before launching an attack. This 
can involve: 

	◘ Checking for unrealistic system configurations or lack of user activity.

	◘ Looking for inconsistencies in network behaviour or responses to probes.
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IDS/Firewall Evasion Countermeasures
Organisations can implement strategies to make it more difficult for attackers to bypass 
security controls: 

Deploy a combination of security controls Using IDS, firewalls, and honeypots together 
provides a layered defence.

Maintain up-to-date security software Regularly update IDS signatures, firewall rules, 
and honeypot configurations.

Educate users about social engineering Train employees to identify and avoid phishing 
attempts and other social engineering tactics.
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Penetration Testing
Penetration testing for security controls is a crucial process for organisations to identify and 
address weaknesses in their security posture.

Testing Methodology Pen testers employ various techniques to simulate real-world 
attack scenarios and assess the IDS and firewall’s ability to detect 
and respond to them. This might involve:

	◘ Sending probes and packets that mimic malicious traffic 
patterns.

	◘ Exploiting known vulnerabilities in network protocols or 
targeted systems.

	◘ Attempting denial-of-service (DoS) attacks to evaluate the 
firewall’s capacity.

Objectives The goal of Pen-testing IDS and firewalls is to:

	◘ Identify if the IDS accurately detects and alerts on 
suspicious activity.

	◘ Evaluate the effectiveness of firewall rules in blocking 
unauthorised access attempts.

	◘ Assess the IDS and firewall’s ability to differentiate 
between legitimate traffic and malicious activity (reducing 
false positives).

	◘ Discover potential configuration weaknesses in the IDS or 
firewall that attackers could exploit.

Benefits By simulating attacks, pen testing helps organisations identify 
vulnerabilities before attackers exploit them. This allows for 
proactive remediation and configuration adjustments to 
strengthen the overall security posture.
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Penetration Testing Honeypots

Testing Approach Pen-testers can utilise honeypots in two ways:

External Honeypot Testing Deploy a honeypot on the organisation’s 
external network and monitor attacker 
interactions. This provides valuable 
insights into attacker tactics, techniques, 
and the types of attacks they attempt.

Internal Honeypot Testing Deploy a honeypot within the internal 
network to identify potential insider 
threats or compromised systems 
attempting to access unauthorised 
resources.

Objectives Pen-testing honeypots aims to:

	◘ Understand the types of attacks targeting the organisation’s 
network.

	◘ Analyse attacker behaviour and identify emerging threats.

	◘ Validate the effectiveness of existing security controls in 
deterring attackers from reaching internal systems.

	◘ Gather evidence of attacker activity for potential forensic 
investigations.

Benefits Pen-testing honeypots provides valuable threat intelligence and helps 
organisations refine their security strategies based on real-world attack 
patterns.
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Hacking Web Servers

Web Server Concepts
This section explores the basics of web servers, the software that enables websites to 
function. We’ll cover: 

	◘ Web server components (e.g., web server software, operating system)

	◘ How web servers process user requests and deliver web pages

	◘ Common web server vulnerabilities (e.g., SQL injection, Cross-Site Scripting)

Web Server Attacks
Attackers target web servers for various reasons, including: 

	◘ Defacing websites with malicious content.

	◘ Stealing sensitive data like user credentials or financial information.

	◘ Deploying malware to infect website visitors.

	◘ Launching denial-of-service (DoS) attacks to disrupt website availability.

Attack Tools
Attackers have access to various tools to automate tasks and exploit vulnerabilities in web 
servers. These tools might include: 

Web vulnerability scanners Identify weaknesses in web applications.

Scripting languages (e.g., Python) Used to automate attacks and exploit vulnerabilities.

Password crackers Attempt to guess user passwords through brute-force 
methods.



© 2024 MictSeta – Cyber Security Analyst
134

Cyber Security and Cyber Threats and Attacks  – Learner Guide
11

Countermeasures
Organisations can implement various security measures to protect web servers from attacks:

Secure coding practices Developers should follow secure coding guidelines 
to minimise vulnerabilities in web applications.

Web application firewalls (WAFs) These firewalls specifically filter traffic directed at 
web applications, blocking malicious requests.

Regular security patching Keeping web server software, operating systems, and 
applications updated with the latest security patches 
is crucial.

Strong authentication and 
authorisation controls

Implementing strong password policies, multi-factor 
authentication, and proper access controls can 
significantly improve security.

Regular security audits and 
penetration testing

Proactive identification and remediation of 
vulnerabilities is essential for a robust security 
posture.

Defence Mechanisms
Web servers can be configured with various defence mechanisms to deter and mitigate 
attacks:

Input validation Sanitise user input to prevent attacks like SQL injection 
and XSS.

Error handling Handle errors and exceptions securely to avoid revealing 
sensitive information to attackers.

File and directory permissions Restrict access to sensitive files and directories.
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Security Tools
Several security tools can be used to protect web servers:

Web application vulnerability scanners Identify weaknesses in web applications.

Web application firewalls (WAFs) Filter malicious traffic targeting web applications.

Log management tools Centralise and analyse logs to detect suspicious 
activity.

Web server security scanners Identify vulnerabilities in web server 
configurations.

Penetration Testing and Pen-Testing Tools
Pen-testers have access to many tools to simulate attacks on web servers. Here are some 
commonly used categories:

Web Vulnerability Scanners These automated tools scan web applications for known 
vulnerabilities such as SQL injection, Cross-Site Scripting 
(XSS), and insecure configurations. They can identify 
potential weaknesses attackers might exploit to gain 
unauthorised access or steal sensitive data.

Exploit Kits These are pre-written code packages that target specific 
vulnerabilities in web server software or applications. 
Pen-testers can leverage exploit kits to simulate real-world 
attacks and assess the effectiveness of existing security 
controls in patching these vulnerabilities. (Note: Using 
exploit kits in a real-world attack is malicious and illegal.)

Fuzzing Tools These tools bombard web applications with unexpected 
or malformed data to identify potential crashes or 
vulnerabilities. Fuzzing helps discover unknown 
vulnerabilities that might not be detected by traditional 
scanners.

Web Application Firewalls 
(WAFs)

While primarily used for defence, Pen-testers can also use 
WAFs in a testing role. By simulating attacks against a 
WAF, Pen-testers can evaluate its effectiveness in blocking 
malicious traffic and identify potential bypass techniques.
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Custom Scripts Experienced Pen-testers might develop custom scripts 
or utilise scripting languages like Python to automate 
specific tasks during a penetration test. These scripts can 
be tailored to target specific vulnerabilities or web server 
configurations.

Key Takeaways

	◘ In conclusion, this lesson has equipped you with a foundational understanding of 
evading security controls and hacking web servers. 

	◘ Remember, cyber security is an ongoing arms race. 

	◘ By staying informed about the latest threats, implementing robust security measures, 
and conducting regular penetration testing, organisations can significantly reduce the 
risk of falling victim to cyber attacks. 

	◘ Proactive measures are essential in safeguarding your data and maintaining a strong 
security posture. Now that you have a deeper understanding of these concepts, you 
are better prepared to navigate the ever-evolving world of cyber security!
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Assessment
Multiple Choice (Choose the best answer):

1.  Which of the following is NOT a primary function of an IDS?

a) Detect suspicious network activity

b) Filter incoming and outgoing traffic (Firewalls are responsible for traffic filtering)

c) Generate alerts for potential security breaches

d) Block malicious traffic attempts (Some IDS can block traffic, but not all)

2.  What is the main purpose of a honeypot?

a) To secure communication between a web server and a user’s browser

b) To act as a decoy system attracting and trapping attackers

c) To filter incoming and outgoing traffic based on predefined rules 

d) To monitor activity on individual systems within a network 

e) What is a common technique attackers use to bypass signature-based IDS?

True or False:

3.	Firewalls and IDS can completely prevent all security breaches. 

4.	Network segmentation can limit the potential damage caused by a successful web server 
attack. 

5.	Web application firewalls (WAFs) specifically target malicious traffic directed at web 
applications. 



© 2024 MictSeta – Cyber Security Analyst
138

Cyber Security and Cyber Threats and Attacks  – Learner Guide
11

6.	Social engineering tactics can be used to trick users into bypassing security controls. 

7.	Penetration testing should be conducted ethically and with proper authorisation.

Matching:

8.	Match the term with the most relevant description.

Term Description Answer

1. Exploit Kit a. A pre-written code package that targets 
specific vulnerabilities.

2. Packet Sniffer b. An attack that overwhelms a system with 
traffic, making it unavailable to legitimate 
users.

3. Web Application Firewall 
(WAF)

c. A tool that captures network traffic, 
potentially including sensitive data.

4. Secure Coding Practices d. A security system that specifically filters 
traffic directed at web applications.

5. Denial-of-Service (DoS) 
Attack

e. Techniques used by developers to write 
secure web applications.

Short Answer (2-3 sentences each):

9.	Briefly explain why keeping IDS (Intrusion Detection System) signatures and firewall rules 
updated is important.
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10. Describe two ways penetration testing helps organisations improve their web server 
security.

11. What is a common technique attackers use to bypass signature-based IDS?

12. What is a crucial security measure for web applications to prevent SQL (Structured Query 
Language) injection attacks?
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13. How can honeypots be used to improve an organisation’s understanding of attacker 
tactics?
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Lesson Objectives
By the end of this lesson, the learner should be able to: 

	◘ Explain the concepts of SQL Injection (SQLi) and its different attack types.

	◘ Analyse the methodology and tools used by attackers to exploit SQLi vulnerabilities.

	◘ Describe the various countermeasures and best practices to mitigate SQLi risks.

	◘ Identify the key components of wireless networks and their associated security 
vulnerabilities.

	◘ Evaluate different wireless hacking techniques and their potential impact.

	◘ Implement strategies to secure wireless networks, including encryption, access control, 
and user education.

	◘ Recognise the importance of Wi-Fi penetration testing in identifying and addressing 
wireless network weaknesses.

Topics 

KM-03-KT15 SQL Injection 5%

KM-03-KT16 Hacking Wireless Networks 

Topic Elements

KT1501 	 SQL injection concepts 

KT1502 	 Types of SQL injection 

KT1503 	 SQL injection methodology and tools 

KT1504 	 Evasion techniques 

KT1505 	 Countermeasures 

KT1601 	 Wireless concepts

Web Vulnerabilities and 
Wireless Network Hacking lesson 12
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KT1602 	 Wireless encryption 

KT1603 	 Wireless threats 

KT1604 	 Wireless hacking methodology and tools 

KT1605 	 Bluetooth hacking 

KT1606 	 Countermeasures and security tools 

KT1607 	 Wi-Fi Pen Testing 

IACW

IAC1501 	 Risks and mitigation of SQL injection are interrogated 

The weighting is 5%

IAC1601 	 Risks and mitigation of hacking wireless networks are interrogated 

The weighting is 5%



© 2024 MictSeta – Cyber Security Analyst
143

Web Vulnerabilities and Wireless Network Hacking 
12

Introduction
This lesson explores two critical areas of information security: SQL Injection (SQLi) and 
Wireless Network Hacking. We will delve into the technical concepts, attack methodologies, 
and most importantly, mitigation strategies to defend against these threats. 

SQL Injection

SQL Injection Concepts 
SQL Injection (SQLi) exploits security vulnerabilities in how web applications process user 
input. Malicious SQL code injected into forms, login fields, or even website searches can 
be executed by the database server. This can lead to unauthorised access, data theft, or 
disruption of operations.
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Types of SQL Injection Attacks 

In-band SQLi Attacker code and desired outcome occur within the same 
communication channel.

Out-of-band SQLi Attacker code communicates with an external server for data 
exfiltration or remote command execution.

Union-based SQLi Exploits the UNION operator to combine attacker-controlled data 
with legitimate queries, revealing sensitive information.

Boolean-based SQLi Uses logical operators (AND, OR) to manipulate the database’s 
response (‘true’ or ‘false’) to reveal information.

SQL Injection Methodology and Tools 
Attackers employ a systematic approach to SQLi:

Reconnaissance Identifying potential vulnerabilities through website functionalities 
and error messages.

Injection Crafting and injecting malicious SQL code into various web 
application entry points.

Exploitation Executing the injected code to achieve desired outcomes (data 
theft, modifying data, etc.).

Maintaining Access Attackers might attempt to maintain persistence within the system 
for continued exploitation.

Example of an SQL injection attack

Scenario A website login asks for a username and password.

Vulnerability The website doesn’t validate user input.

Attack Instead of a username, the attacker enters a single quote (‘) followed by 
OR ‘1’=’1 (always true) and a closing quote (‘).

Impact The faulty website interprets this as a true login, granting the attacker 
unauthorised access
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Common tools used by attackers include

SQL Injection Scanners Automate vulnerability identification within web applications.

Proxy Tools Capture and manipulate network traffic to inject malicious code.

Packet Sniffers Capture network traffic containing user data that could be 
exploited later.

Evasion Techniques 
Attackers use various techniques to bypass security measures:

Encoding Special characters in the injected code are encoded to evade basic security 
filters.

Obfuscation Making the code complex and difficult to understand for automated 
scanners.

Comments Hiding malicious code within comments that security tools might ignore.

Countermeasures 
Several strategies can significantly mitigate SQLi risks:

Input Validation Sanitise all user input before it reaches the database, 
removing potentially malicious characters.

Parameterised Queries Utilise prepared statements to separate the SQL code 
from user input, preventing unintended manipulation.

Database User Permissions Grant database users only the minimum permissions 
required for their tasks, minimising potential damage 
in case of a successful attack.

Regular Security Patching Keep web applications and database software updated 
with the latest security patches to address known 
vulnerabilities.

Web Application Firewalls (WAFs) Implement WAFs to detect and block malicious traffic 
targeting web applications, including SQLi attempts.
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Hacking Wireless Networks

Wireless Network Concepts 
Understanding wireless network infrastructure is essential for safeguarding it. Here are key 
components:

Wireless Access Points (WAPs) Act as bridges between wired networks and wireless 
devices, allowing them to connect to the internet.

Service Set Identifier (SSID) The ‘network name’ broadcasted by WAPs for devices to 
identify available Wi-Fi connections.

Encryption Techniques like WPA2 encrypt data transmitted over the 
wireless network, making it unreadable for eavesdroppers.

Authentication The process of verifying a device’s right to access the 
network. Common methods include passwords, pre-shared 
keys, and even fingerprint or facial recognition.
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Wireless Encryption 
Wireless encryption scrambles data transmitted over the air, making it unreadable without 
the decryption key. Common encryption protocols include:

WEP (Wired Equivalent Privacy) An outdated and easily compromised protocol.

WPA (Wi-Fi Protected Access) Offers improved security over WEP but has 
vulnerabilities.

WPA2 (Wi-Fi Protected Access II) The current industry standard, providing strong 
encryption for wireless networks.

Wireless Threats 
Several threats lurk in the world of wireless networks:

War Driving Searching for unsecured Wi-Fi networks using 
specialised software and hardware.

Evil Twin Access Points Rogue access points with a similar SSID to a legitimate 
network, tricking users into connecting and potentially 
compromising their data.

Man-in-the-Middle (MitM) Attacks An attacker positions themselves between a user 
and the legitimate access point, eavesdropping on 
unencrypted communication or potentially redirecting 
traffic to malicious websites.

Packet Sniffing Capturing unencrypted network traffic containing 
sensitive information like usernames, passwords, or 
credit card details.

Denial-of-Service (DoS) Attacks Overwhelming a wireless network with traffic, making 
it unavailable for legitimate users.
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Wireless Hacking Methodology and Tools 
Similar to SQLi, attackers follow a structured approach to hacking wireless networks:

Reconnaissance Identifying potential targets by searching for available Wi-Fi 
networks and assessing their security measures (encryption, 
signal strength).

Enumeration Gathering more information about the target network, 
such as the type of access point, encryption protocol, and 
connected devices.

Exploitation Launching attacks based on the identified vulnerabilities. 
This might involve cracking weak encryption, exploiting 
software flaws in the access point, or social engineering 
tactics to gain access credentials.

Maintaining Access Once in, attackers may try to establish persistence within 
the network for further exploitation or lateral movement.

Example: Fake Wi-Fi at Airports

Attackers target travellers by attackers setting up fake Wi-Fi 
hotspots with names similar to legitimate airport Wi-Fi. 
Once users connect, attackers can intercept unencrypted 
traffic, steal login credentials, or redirect users to malicious 
websites containing malware.

Common Tools Used for Wireless Network Hacking Include

Wireless Network Scanners Identify and analyse available Wi-Fi networks and their 
security settings.

Packet Sniffers Capture network traffic for potential information gathering.

Wireless Password Crackers Attempt to crack weak encryption protocols like WEP using 
brute-force or dictionary attacks.

Rogue Access Point Tools Create fake access points (Evil Twins) to lure users into 
connecting.
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Bluetooth Hacking 
While not as prevalent as Wi-Fi hacking, Bluetooth connections can also be exploited. 
Common Bluetooth vulnerabilities include:

Bluejacking Sending unsolicited messages to Bluetooth-enabled devices within a 
specific range.

Bluesnarfing Stealing data from Bluetooth devices, such as phone contacts or 
calendar entries.

Bluebugging Gaining unauthorised access and control of a Bluetooth-enabled device.
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Countermeasures and Security Tools 

Here’s How to Fortify Your Wireless Network Defences

Use Strong Encryption Implement WPA2 encryption with a robust passphrase to 
protect data transmissions.

Hide your SSID Disabling SSID broadcast can make your network less 
visible to attackers.

Enable Guest Networks Create a separate guest network for visitors, isolating them 
from your primary network resources.

Enable MAC Address Filtering Restrict network access to authorised devices by 
whitelisting their MAC addresses.

Keep Software Updated Ensure your wireless access points and connected devices 
run the latest security patches.

Disable Remote Management If not required, disable remote management features on 
access points to minimise attack surfaces.

Educate Users Train users on secure wireless practices, such as avoiding 
untrusted networks and using strong passwords for Wi-Fi 
connections.

For Bluetooth Security

Enable Bluetooth only when needed Disable Bluetooth when not in use to reduce the 
attack window.

Pair only with trusted devices Be cautious when pairing with unknown Bluetooth 
devices.

Keep Bluetooth software updated Ensure your devices have the latest Bluetooth 
security patches. 
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Wi-Fi Penetration Testing 
Wi-Fi penetration testing simulates real-world attacks to identify and address vulnerabilities 
in wireless networks. This proactive approach helps organisations strengthen their defences 
before attackers exploit weaknesses.

Key Takeaways

	◘ SQL Injection and Wireless Network Hacking pose significant threats to information 
security. 

	◘ By understanding these vulnerabilities, mitigation strategies, and best practices, 
individuals working in information security governance and compliance can 
significantly reduce risks and protect valuable data assets
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Assessment
Multiple Choice (Choose the best answer)

1.	Which of the following is NOT a type of SQL injection attack?

(a) In-band SQLi

(b) Denial-of-Service (DoS) attack

(c) Union-based SQLi

(d) Boolean-based SQLi

2.	What is the primary objective of attackers using SQL injection techniques?

(a) To disrupt website functionality with large traffic volumes.

(b) To gain unauthorised access to sensitive data within a database.

(c) To weaken the encryption of a wireless network.

(d) To impersonate legitimate users on a website.

3.	Which security measure can help mitigate the risk of SQL injection attacks?

(a) Using a weak password for the database user.

(b) Implementing strong encryption for wireless network traffic.

(c) Sanitising all user input before it reaches the database.

(d) Leaving software applications unpatched for extended periods.

4.	What is the name of the current industry standard for secure wireless network encryption?

(a) Wired Equivalent Privacy (WEP)

(b) Wi-Fi Protected Access (WPA)

(c) Wi-Fi Protected Access II (WPA2)

(d) Bluetooth Low Energy (BLE)
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5.	What is a common technique used by attackers to exploit vulnerabilities in wireless 
networks?

(a) Input validation

(b) Parameterised queries

(c) Evil twin access point

(d) Denial-of-service attack prevention

True or False

6.	Disabling the SSID broadcast of your Wi-Fi network makes it completely invisible to 
attackers. 

7.	Keeping Bluetooth enabled on your devices all the time increases the risk of unauthorised 
access.

Short Answer

8.	Briefly explain the difference between In-band and Out-of-band SQL injection attacks. 

9.	Describe two strategies for securing wireless networks against unauthorised access.
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Matching

10. Match the following security measures with their corresponding benefits:

Security measure Benefit Answer

1. Strong password policies a. Reduces the risk of brute-force attacks.

2. Regular security 
patching

b. Isolates guest devices from the primary 
network.

3. Guest networks c. Limits access to authorised devices.

4. MAC address filtering d. Addresses known vulnerabilities in 
software.

11. Briefly explain how social engineering tactics can be used to gain unauthorised access to 
a wireless network.
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Lesson Objectives
By the end of this lesson, the learner should be able to: 

	◘ Identify common attack vectors targeting mobile platforms (Android and iOS).

	◘ Explain different techniques used for hacking Android and iOS devices.

	◘ Describe the threats posed by mobile spyware and how to mitigate them.

	◘ Discuss the importance and strategies for mobile device management (MDM).

	◘ Outline best practices and tools for securing mobile devices.

	◘ Explain the concept of mobile penetration testing (Pen-testing).

	◘ Identify the key concepts of the Internet of Things (IoT).

	◘ Analyse the vulnerabilities associated with IoT devices and potential attack methods.

	◘ Describe countermeasures and best practices for securing IoT devices.

	◘ Explain the importance of IoT penetration testing for identifying and addressing 
security weaknesses.

Topics 

KM-03-KT17 Hacking Mobile Platforms (5%)

KM-03-KT18 IoT Hacking (5%)

Topic Elements

KT1701 	 Mobile platform attack vectors 

KT1702 	 Hacking android OS 

KT1703 	 Hacking iOS 

KT1704 	 Mobile spyware 

KT1705 	 Mobile device management 

KT1706 	 Mobile security guidelines and tools 

Mobile Platform  
and IoT Hacking lesson 13
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KT1707 	 Mobile Pen-testing 

KT1801 	 IoT concepts 

KT1802 	 IoT attacks 

KT1803 	 IoT hacking methodology and tools 

KT1804 	 Countermeasures 

KT1805 	 IoT Pen-testing 

IACW

IAC1701 	 Risks and mitigation of hacking mobile platforms are interrogated 

The weighting is 5%

IAC1801 	 Risks and mitigation of IoT hacking are interrogated 

The weighting is 5%
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Hacking Mobile Platforms 

Mobile Platform Attack Vectors 
Mobile devices are increasingly targeted by attackers due to the wealth of personal and 
sensitive information they store. This section explores common attack vectors, including: 

Phishing attacks Deceptive emails, SMS messages, or malicious websites 
designed to trick users into revealing sensitive information or 
downloading malware.

Malicious apps Downloaded from untrusted sources, these apps can steal 
data, track user activity, or introduce vulnerabilities.

Unsecured Wi-Fi networks Connecting to public Wi-Fi without encryption exposes data 
to eavesdropping.

Zero-click attacks Exploiting vulnerabilities in software to gain access to a 
device without user interaction.

Social engineering Techniques like pretexting (creating a false scenario) or 
tailgating (following someone to gain access) can trick users 
into compromising their devices.
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Hacking Android OS & iOS 
Let’s delve deeper into specific techniques used to exploit vulnerabilities in popular mobile 
operating systems. Here’s a breakdown for each: 

Android

Rooting Android allows for a higher level of user permissions 
compared to iOS. Rooting essentially removes factory 
restrictions and grants the user ‘root’ access, enabling 
them to modify the system in ways not normally allowed. 
Attackers exploit rooting vulnerabilities to gain complete 
control over the device, install persistent malware, bypass 
security measures, and potentially steal sensitive data.

Exploiting App Permissions Android apps require permission to access various 
functionalities like location, camera, microphone, or 
storage. Attackers can target apps with overly broad 
permissions or exploit vulnerabilities in the permission 
system to gain unauthorised access to sensitive data or 
perform unwanted actions on the device.

Sideloading Apps from 
Untrusted Sources

Android restricts app installations only from the official 
Google Play Store by default. However, users can enable 
‘sideloading’ to install apps from third-party sources. 
Attackers can leverage this feature to distribute malicious 
apps that appear legitimate but contain hidden exploits or 
malware functionality.
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iOS

Jailbreaking Unlike Android’s rooting, iOS enforces stricter security restrictions. 
Jailbreaking involves removing these restrictions, allowing users to install 
unauthorised apps and customise the device beyond Apple’s limitations. 
However, similar to rooting, jailbreaking weakens the device’s security 
and exposes it to potential vulnerabilities. Attackers can exploit jailbreak 
vulnerabilities or target jailbroken devices with malicious software 
designed to bypass security features.

Exploiting 
Vulnerabilities 
in iOS Versions

While Apple releases regular security updates to address vulnerabilities, 
there’s always a window of opportunity between the discovery and 
patching of a vulnerability. Attackers can exploit these unpatched 
vulnerabilities in older iOS versions to compromise devices and steal 
data.

Targeted 
Attacks on 
Specific Devices

In some cases, attackers might target specific high-profile individuals 
or organisations by developing highly sophisticated exploits that 
target vulnerabilities in a particular iOS version or device model. These 
targeted attacks often involve zero-click exploits that don’t require user 
interaction to gain access.

Real life examples
A vulnerability affects Android versions 13 and 14 and allows an attacker with no prior 
privileges to escalate their access level to the system level. This could grant them access to 
sensitive data or the ability to perform actions with higher permissions.
https://www.malwarebytes.com/blog/news/2024/04/google-patches-critical-vulnerability-for-androids-with-
qualcomm-chips (accessed 22/05/2024)
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Mobile Spyware 
Mobile spyware is a malicious software that can be installed on a device to steal data, track 
location, record conversations, or monitor activity. 

Types of mobile spyware 

Commercial Spyware Used for legitimate purposes like parental control or employee 
monitoring (with consent).

Malicious Spyware Installed without your knowledge to steal data (calls, messages, 
photos), track location, or record activity for criminal purposes.

Attackers employ various methods to install spyware

Social Engineering Tricking you into downloading a malicious app or clicking a 
suspicious link.

Vulnerability Exploits Taking advantage of security weaknesses in your device or apps.

Pre-installed Spyware In rare cases, spyware might already be embedded on a 
compromised device before purchase.
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Mobile Device Management (MDM) 
Mobile Device Management (MDM) is an IT security solution that organisations use to 
manage and secure employee mobile devices (phones, tablets). Here’s how MDM helps:

Remote Configuration MDM allows IT admins to remotely configure settings on 
employee devices, such as enforcing strong passwords, 
restricting access to certain websites, and enabling 
encryption.

App Distribution MDM streamlines app deployment, ensuring employees 
have the necessary work apps and keeping them updated 
with the latest security patches.

Data Encryption MDM encrypts sensitive work data on employee devices, 
minimising the risk of data breaches if a device is lost or 
stolen.

Security Policy Enforcement MDM enforces essential security policies on employee 
devices, such as requiring complex passwords and 
restricting unauthorised app installations.

Remote Wipe In case of a lost or stolen device, MDM allows IT to remotely 
wipe the device, protecting sensitive data and deterring 
unauthorised access

By implementing MDM, organisations can achieve a more secure mobile work environment 
and protect confidential information.
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Mobile Security Guidelines and Tools 
Here are some essential tips and tricks for mobile security:

Guidelines 	◘ Download apps only from trusted sources (official app stores).

	◘ Keep software updated to address security vulnerabilities.

	◘ Use strong passwords or PINs to lock your device.

	◘ Be cautious when connecting to public Wi-Fi networks.

	◘ Enable two-factor authentication where available.

	◘ Install a reputable mobile security app.

Tools 	◘ Mobile Antivirus and Anti-malware software.

	◘ Managers for creating and storing strong passwords.

	◘ Virtual Private Networks (VPNs) for encrypting internet traffic on public 
Wi-Fi.

Mobile Pen-Testing 
Mobile Pen testing involves simulating attacks to identify vulnerabilities in mobile 
applications and devices. Being like a hacker – but better: 

Benefits Pen-testing uncovers vulnerabilities before attackers do, improving your 
phone’s security and reducing the risk of data breaches.

Types Pen testing can involve analysing app code (static analysis), monitoring app 
behaviour during use (dynamic analysis), or even simulating network attacks 
on your device (network penetration testing).
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IoT Hacking 

IoT Concepts 
The Internet of Things (IoT) refers to the network of physical devices embedded with sensors, 
software, and internet connectivity. Imagine a world where your fridge reorders milk when 
it runs low, your thermostat adjusts automatically for your comfort, and your fitness tracker 
coaches you in real-time. That’s the power of the Internet of Things (IoT)!

What is it? The IoT is a vast network of physical devices embedded with 
sensors, software, and internet connectivity. These devices can 
collect data, communicate with each other, and be controlled 
remotely.

The Building Blocks An IoT system is made up of several key components:

Sensors These collect data from the physical 
world, like temperature, motion, or light.

Actuators These turn digital instructions into 
physical actions, like turning on lights or 
adjusting a thermostat.

Processing Units These tiny computers analyse sensor 
data and control actuators.
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Communication 
Protocols

These define how devices ‘talk’ to each 
other and the Cloud.

Cloud Platforms These store and analyse data collected 
from IoT devices.

Applications 
Everywhere

IoT is transforming many aspects of our lives:

Smart Homes Control lights, thermostats, and 
appliances remotely.

Wearables Track fitness, monitor health, and 
receive notifications.

Connected Cars Get real-time traffic updates, diagnose 
car problems remotely, and even enable 
self-driving features (in the future!).

Industrial Automation Optimise factory production lines, 
monitor equipment performance, and 
predict maintenance needs.

Remote Monitoring Track environmental conditions, 
manage agricultural resources, and 
monitor security systems remotely.

Benefits IoT offers a range of advantages:

Improved Efficiency Automate tasks, optimise resource 
usage, and streamline processes.

Enhanced Convenience Control devices remotely, receive real-
time information, and personalise your 
environment.

Data-Driven Decisions Gain valuable insights from sensor data 
to make better decisions.

Remote Control and 
Monitoring

Manage devices and systems from 
anywhere.
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IoT Attacks 
IoT devices present unique security challenges due to resource constraints, limited 
processing power, and potential lack of robust security features. 

While convenient, IoT devices can be vulnerable due to:

Limited muscle Many devices have less processing power and memory compared 
to computers, making robust security features difficult.

Easy passwords Pre-configured credentials are often weak, inviting hackers to 
exploit them.

Open conversations Unencrypted communication between devices and the Cloud 
exposes data to eavesdropping.

Malicious code Malware specifically designed for IoT devices can steal data or 
disrupt operations.

Botnet armies Large networks of compromised devices can be used to launch 
powerful attacks.

Physical access risks Gaining physical access to a device allows tampering with its 
hardware or software.

IoT Hacking Methodology and Tools 
Similar to hacking mobile platforms, attackers follow a structured approach for exploiting 
vulnerabilities in IoT devices. This section will cover:

Reconnaissance They gather intel on your devices and network, like identifying 
models and software versions.

Enumeration They scan for weaknesses, searching for exploitable gaps in your 
system’s defences.

Exploitation Once they find a weak spot, they use it to gain unauthorised access 
or control of your devices.

Maintaining Access They establish a foothold to maintain control for long-term 
malicious activity.

Their tools? Digital lock picks – network scanners, vulnerability scanners, and even exploit 
kits designed specifically for IoT devices.
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Countermeasures 
Fortunately, there are steps to mitigate the risks associated with IoT hacking. 

Security by design Implementing robust security features from the 
development stage of IoT devices.

Strong password management Using unique and complex passwords for all IoT devices.

Regular updates Keeping firmware and software of IoT devices updated to 
address security vulnerabilities.

Segmenting networks Isolating IoT devices from critical infrastructure on the 
network.

Encryption Encrypting data communication between devices and 
Cloud platforms.

Monitoring and logging Monitoring device activity for suspicious behaviour and 
logging events for potential forensic analysis.
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IoT Pen-Testing 
IoT Pen-testing proactively identifies security chinks in your connected devices. Here’s why it 
matters:

Benefits Pen-testing exposes vulnerabilities in devices, communication channels 
(protocols), and even Cloud platforms managing your data.

Methods Pen-testers use various techniques like network penetration testing 
(simulating attacks), vulnerability assessments (scanning for known 
weaknesses), and fuzzing (sending unexpected data to uncover hidden 
flaws).

Why Continuously? Threats evolve, so regular Pen-testing ensures your defences stay ahead 
of the curve, maintaining a strong security posture for your entire IoT ecosystem.

Key Takeaways

	◘ By understanding the attack vectors, methodologies, and countermeasures for hacking 
mobile platforms and IoT devices, you can take proactive steps to protect yourself and 
your organisation from cyber threats in today’s increasingly interconnected world.
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Assessment
True or False

1.	Rooting an Android device provides several benefits, including increased security and 
improved battery life.

a) True

b) False

2.	Attackers can exploit weak app permissions on a mobile device to: 

a) Gain unauthorised access to sensitive data like location or camera.

b) Improve the overall performance of the app.

3.	Keeping your mobile operating system updated with the latest security patches has no 
impact on your device’s security.

a) True

b) False

4.	Briefly describe one method used to install mobile spyware without the user’s knowledge. 

5.	Physical access to an IoT device is not a concern for security as long as you have a strong 
password set.

a) True

b) False
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Multiple Choice: 

6.	The primary benefit of using Mobile Device Management (MDM) for organisations is:

a) Providing discounts on mobile devices for employees.

b) Ensuring a consistent and secure mobile work environment.

c) Allowing employees to play games on their work phones.

6.	Which of the following are components of an IoT system? (Choose two)

a) Sensors

b) Cloud platforms

c) Antivirus software

d) Large screens

Short Answers

7.	Briefly describe one benefit and one security challenge associated with using IoT devices 
in our homes. 

8.	What is a botnet attack, and how can it be relevant to IoT security? 
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9.	How does IoT-Pen testing help improve security? 
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Lesson Objectives
By the end of this lesson, the learner should be able to: 

	◘ Explain the fundamental concepts of Cloud computing and its role in today’s digital 
world.

	◘ Identify the various security threats and attack vectors associated with Cloud 
environments.

	◘ Discuss best practices and Cloud security solutions to mitigate these risks.

	◘ Explore the core principles of cryptography and its critical role in securing information.

	◘ Differentiate between different types of cryptography and encryption algorithms.

	◘ Understand the methods used to break encryption (cryptanalysis) and 
countermeasures to enhance security.

Topics 

KM-03-KT19 Cloud Computing 

KM-03-KT20 Cryptography 

Topic Elements

KT1901 	 Cloud computing concepts 

KT1902 	 Cloud computing threats and attacks 

KT1903 	 Cloud security 

KT1904 	 Cloud security tools 

KT1905 	 Cloud penetration testing 

KT2001 	 Cryptography concepts and objectives 

KT2002 	 Types of cryptography 

Cloud Computing and 
Cryptography lesson 14
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KT2003 	 Encryption algorithms 

KT2004 	 Cryptography tools 

KT2005 	 Types of encryption 

KT2006 	 Cryptanalysis 

KT2007 	 Countermeasures 

IACW

IAC1901 	 Risks, threats and vulnerabilities and mitigation of cloud computing are 	
		  interrogated

The weighting is 4%

IAC2001 	 Risks and mitigation of cryptography are interrogated

The weighting is 5%
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Introduction
As our digital world relies more on Cloud storage, this lesson equips you with the knowledge 
to navigate both Cloud security and cryptography. We’ll explore the risks of Cloud computing 
and tools to secure your data, then look at the science of encryption for safeguarding 
sensitive information.

Cloud Security 

Cloud Computing Concepts 
What is Cloud Computing?

Cloud computing offers on-demand access to computing resources (storage, processing 
power, software) over the internet. It eliminates the need for physical servers, providing a 
scalable and cost-effective solution.

Deployment Models

Public Cloud (AWS, Azure, GCP) Shared resources, highly scalable, cost-effective, but 
with security concerns.

Private Cloud Dedicated environment for one organisation, enhanced security and 
control, but more expensive.

Hybrid Cloud Combines public and private Clouds for flexibility, scalability, and 
control, with added security complexity.
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Benefits

Scalability Easily adjust resources as needed.

Cost-Effectiveness Pay-as-you-go model eliminates upfront hardware costs.

Flexibility Access resources from anywhere.

Improved Efficiency Focus on core business while the Cloud provider manages 
infrastructure.

Automatic Updates Stay updated with software and security patches.

Cloud Computing Threats and Attacks 
While Cloud computing offers numerous benefits, it’s not without its security risks. Here are 
some common threats to be aware of:

Data Breaches Attackers can gain unauthorised access to sensitive data 
stored in the Cloud. 

Real-life Example

In 2016, a hacker breach of Dropbox compromised over 68 
million user accounts. 
(Reference: https://www.bitdefender.com.au/blog/hotforsecurity/massive-
hack-alert-68-million-dropbox-credentials-leaked-online/ accessed 
22/05/2024)

Malware Injection Malicious code can be injected into Cloud-based 
applications.

Account Hijacking Attackers can steal user credentials and hijack Cloud 
accounts.

Denial-of-Service (DoS) 
Attacks

Attackers can overwhelm Cloud resources with traffic. 

Insider Threats Disgruntled employees or compromised accounts can be a 
security risk.

Insecure APIs (Application 
Programming Interfaces)

Weakly secured APIs can create vulnerabilities for attackers.



© 2024 MictSeta – Cyber Security Analyst
175

Cloud Computing and Cryptography 
14

Cloud Security 
Securing data in the Cloud requires a multi-layered approach. Here are some key strategies 
and best practices:

Access Control Implement strong access controls (least privilege) 
to restrict access to Cloud resources.

Data Encryption Encrypt data at rest (stored in the Cloud) and in 
transit (moving between systems). 

Identity and Access Management (IAM) Implement robust IAM solutions to manage user 
identities, access permissions, and credentials 
securely.

Incident Response Plan Have a plan in place to respond to security 
incidents quickly and effectively. 

Regular Security Audits Conduct regular security audits to identify and 
address vulnerabilities.

Shared Security Responsibility Model Understand the shared security responsibility 
model between you and your Cloud provider. 
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Cloud Security Tools 
Here are some of the most important tools and technologies to secure your Cloud 
environment:

Firewalls Filters incoming and outgoing traffic to block 
unauthorised access and malicious activity.

Intrusion Detection Systems (IDS) Continuously monitor network traffic for suspicious 
activity that might indicate an attack.

Intrusion Prevention Systems (IPS) Not only detect but also take action to prevent 
intrusions, such as blocking malicious traffic or 
quarantining infected systems.

Cloud Security Posture 
Management (CSPM) Tools

These tools provide a comprehensive view of your 
Cloud security posture by continuously assessing 
your Cloud environment for vulnerabilities, 
misconfigurations, and compliance risks.

Cloud Access Security Broker 
(CASB)

Acts as a central point to manage and enforce security 
policies for accessing Cloud resources. This can include 
features like user authentication, data encryption, and 
activity monitoring.

Security Information and Event 
Management (SIEM)

Collects and analyses security data from various 
sources in your Cloud environment to provide insights 
into potential threats and security incidents.

https://intellipaat.com/blog/cloud-security-tools/
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Cloud Penetration Testing 
Pen-testing simulates cyber attacks to identify vulnerabilities before attackers exploit them. 
Here are some common tools and techniques used in Cloud Pen-testing:

Tools

Cloud-based Web 
Vulnerability Scanners

Automate vulnerability scanning of Cloud-hosted web 
applications. (Examples Acunetix, Netsparker Cloud)

CSPM Tools (as mentioned above) can also be used for Pen-testing.

Penetration Testing 
Frameworks

Open-source frameworks like Kali Linux provide extensive 
Pen-testing tools. (Examples Kali Linux, Parrot OS)

Techniques

Vulnerability Scanning Automated tools systematically scan Cloud resources.

Configuration Analysis Examining Cloud configurations to ensure they adhere to 
security best practices.
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Cryptography 

Deep Dive into Cryptography 
Cryptography, the art of securing information, has helped with protecting sensitive data 
throughout history. From ancient civilisations using ciphers to safeguard messages to 
modern-day encryption algorithms safeguarding online transactions, cryptography has been 
an ongoing battle between codemakers and codebreakers.

Cryptography Concepts and Objectives 
At its core, cryptography revolves around three main objectives:

Confidentiality Only authorised parties can access information (achieved through 
encryption).

Integrity Data is guaranteed to be unaltered (achieved through cryptographic 
hash functions).

Authenticity Sender identity is verified (achieved through digital signatures).

Types of Cryptography 
There are two main types of cryptography, each with strengths and weaknesses:

Symmetric (shared secret handshake) Uses a single key for both encryption and 
decryption. Efficient for large data but key 
management can be tricky.

Asymmetric (public mailbox and 
private key)

Uses a public key for encryption and a private key 
for decryption. More secure key management but 
can be slower for large data.

Choosing Wisely: The type depends on your needs. Symmetric is faster but requires secure 
key sharing, while asymmetric offers better key management but may be slower for bulk 
data.
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Encryption Algorithms 
Encryption algorithms are the mathematical formulas used to scramble and unscramble 
data. Common examples include:

AES (Advanced Encryption 
Standard)

A widely used symmetric algorithm adopted by the U.S. 
government for classified information. It’s considered very 
secure with different key lengths (128-bit, 192-bit, 256-bit) 
offering varying levels of security.

RSA (Rivest–Shamir–Adleman) A popular asymmetric algorithm used for secure 
communication and digital signatures. RSA relies on the 
mathematical difficulty of factoring large prime numbers.

These are just two examples, and new algorithms are constantly being developed to address 
evolving security threats.

Cryptography Tools 
Cryptography isn’t just theoretical concepts. Various software tools and libraries are available 
to implement encryption and decryption. These tools can be integrated into applications, 
operating systems, and communication protocols to seamlessly secure data. Popular 
examples include:

OpenSSL (Open-source 
software library)

A free and open-source software library that provides a 
wide range of cryptographic functions, including encryption 
algorithms, digital signatures, and certificate management.

GPG (GNU Privacy Guard) A free and open-source tool for encrypting and signing emails 
and files.

These tools empower users to take control of their data security and protect sensitive 
information.
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Types of Encryption 
Encryption can be applied in various ways depending on the data and the desired level of 
protection:

Data Encryption This involves encrypting the actual contents of a file or message before 
storing or transmitting it.

Disk Encryption This encrypts the entire storage device (hard drive, SSD) ensuring all 
data at rest is protected. This is particularly important for laptops and 
mobile devices in case of theft or loss.

Communication 
Encryption

This secures data during transmission over a network. Examples 
include HTTPS (used for secure browsing) and secure messaging apps 
that encrypt messages before sending them.

Cryptanalysis 
Cryptanalysis, also known as codebreaking, is the art of breaking encryption and gaining 
access to the underlying information. Cryptanalysts employ various techniques, including:

Mathematical analysis Exploiting weaknesses in the encryption algorithms themselves 
to find vulnerabilities.

Brute-force attacks Trying every possible key combination until the correct one is 
discovered. This is only feasible for weak encryption algorithms 
or very short keys due to the immense computational power 
required.

Side-channel attacks These attacks look for unintended information leaks during 
the encryption process, such as timing variations or power 
consumption patterns, that might reveal clues to the key.

The Ongoing Battle Cryptanalysis is a constant challenge for cryptography. 
As codemakers develop stronger encryption algorithms, 
codebreakers devise new techniques to break them. This 
ongoing battle pushes the boundaries of both cryptography and 
cryptanalysis.
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Countermeasures 
Here are some strategies to strengthen encryption and make it more resistant to 
cryptanalysis:

Using strong encryption 
algorithms

Choose algorithms with a proven track record of security and 
sufficiently long key lengths (e.g., 256-bit for AES).

Regular key rotation Change encryption keys periodically to minimise the window 
of opportunity for attackers who might be attempting to 
crack the code.

Secure key management Implement robust key management practices to ensure the 
confidentiality and integrity of encryption keys. This can 
involve hardware security modules (HSMs) for storing and 
managing sensitive keys.

Staying updated Keep up-to-date with the latest advancements in 
cryptography and cryptanalysis. New vulnerabilities may 
be discovered, and new algorithms or techniques might 
emerge.

By implementing these countermeasures, you can significantly enhance the security of your 
encrypted data and stay ahead of potential threats.

Key Takeaways

	◘ By understanding Cloud security and cryptography, you gain valuable tools to 
navigate the digital landscape with confidence. 

	◘ Cloud security practices ensure the safekeeping of your data in the Cloud, while 
cryptography empowers you to protect sensitive information through encryption. 

	◘ As technology continues to evolve, staying informed about these critical concepts is 
essential for anyone working with digital information.
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Assessment
Multiple Choice: 

1.	Which Cloud deployment model offers the greatest level of security and control, but also 
comes with the highest cost? (Choose one) 

a) Public Cloud (AWS, Azure, GCP)

b) Private Cloud

c) Hybrid Cloud

Short Answer: 

2.	Briefly describe two security best practices for protecting data in the Cloud.

3.	Describe the three main objectives of cryptography and how they are achieved. 

Matching:

4.	  Match the security tool with its description (Many to Many possible) 

Security tool description Answer

1. Firewall a. Monitors network traffic for 
suspicious activity.

2. Intrusion Detection System 
(IDS)

b. Provides a comprehensive view of 
Cloud security posture.
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3. Cloud Security Posture 
Management (CSPM) Tool

c. Acts as a central point to manage 
access to cloud resources.

4. Cloud Access Security Broker 
(CASB)

d. Collects and analyses security data 
from various sources.

5. Security Information and 
Event Management (SIEM)

e. Filters incoming and outgoing traffic.

True/False:

5.	Cryptography only focuses on keeping information confidential. 

Multiple Choice: 

6.	Which type of cryptography uses a single key for both encryption and decryption? 
(Choose one) 

a) Symmetric Cryptography

b) Asymmetric Cryptography

Scenario-based Questions: 

7.	You are considering migrating your company’s sensitive financial data to the Cloud. What 
security measures would you recommend to ensure the data is protected? (Explain your 
reasoning)
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8.	Scenario: You receive an email with a link, supposedly from your bank, asking you to 
update your account information. How can cryptography help you determine if this email 
is legitimate?
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Lesson Objectives
By the end of this lesson, the learner should be able to: 

	◘ Describe the importance of a cyber incident response plan.

	◘ Explain the different phases of a cyber incident response process.

	◘ Identify key activities within each phase of incident response.

	◘ Recognise the importance of post-incident activities, including lessons learned and 
security improvements.

Topics 

KM-03-KT21 Cyber incident response and management 

Topic Elements

KT2101 	 Incident response plan 

KT2102 	 Incident response process 

KT2103 	 Incidence response phases ; Preparation Detection and analysis;  
		  Containment and quarantine; Eradication Recovery (return to production, 	
		  data) 

KT2104 	 Post-incident activity (Lessons Learned); Identify changes to security; 		
		  Employee training; Weaknesses in the security system Updates

IACW

IAC2101 	 Concepts and principles of Cyber incident response and management are 	
		  explained

The weighting is 5%.

Cyber Incident Response  
and Management lesson 15
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Introduction
In today’s digital world, cyber threats are a constant concern. Organisations of all sizes need 
to be prepared to respond to security incidents effectively. This lesson will introduce you to 
the concepts and principles of cyber incident response and management.

Incident Response Plan 
Imagine your house catching fire. You wouldn’t wait until the flames engulf the entire 
building to call the fire department. Similarly, a cyber incident response plan serves as your 
organisation’s fire drill for security breaches. It outlines a structured approach to identify, 
contain, eradicate, and recover from cyber attacks.

Benefits of an Incident Response Plan

	◘ Minimises damage and downtime

	◘ Expedites recovery efforts

	◘ Improves communication and coordination

	◘ Provides a clear chain of command

	◘ Ensures legal and regulatory compliance
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Crafting an Incident Response Plan
A well-defined plan should address the following:

Roles and Responsibilities Assign clear roles to team members for incident 
detection, containment, eradication, and recovery.

Detection and Analysis Procedures Define how you will identify and analyse suspicious 
activity, including tools and techniques for 
investigation.

Containment and Quarantine 
Strategies

Outline methods to isolate compromised systems 
and prevent further damage.

Eradication Procedures Describe how you will remove the threat from your 
environment.

Recovery Steps Establish a plan to restore affected systems and data 
to a functional state.

Communication Protocols Define communication channels and procedures 
for internal teams, external stakeholders, and law 
enforcement (if necessary).

Incident Response Process
An effective incident response process follows a structured approach, typically divided into 
five phases:

1. Preparation This involves developing and maintaining an incident response 
plan, conducting training exercises, and implementing security 
tools for detection.

2. Detection and 
Analysis

This phase focuses on identifying suspicious activity through 
security monitoring, user reports, or automated alerts. Analysts 
investigate the event to determine its nature, scope, and 
potential impact.

3. Containment and 
Quarantine

The primary goal is to stop the attack in its tracks and prevent 
further damage. This might involve isolating infected systems, 
restricting user access, or disabling compromised accounts.
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4. Eradication Once contained, the team focuses on removing the threat 
entirely. This could involve patching vulnerabilities, disinfecting 
systems, or taking legal action against attackers.

5. Recovery The final phase involves restoring affected systems and data to 
a functional state. This includes data recovery, system repair, 
and verification of complete remediation.

Incident Response Phases - A Deeper Dive 
Here’s a closer look at the key activities within each phase:

Preparation: 

	◘ Conduct regular security assessments to identify vulnerabilities.

	◘ Implement security monitoring tools for real-time threat detection.

	◘ Train employees on how to identify and report suspicious activity.

Detection and Analysis: 

	◘ Analyse security logs and alerts for potential indicators of compromise (IOCs).

	◘ Investigate suspicious activity to confirm a security incident.

	◘ Evaluate the scope and impact of the incident.

Containment and Quarantine: 

	◘ Isolate infected systems to prevent lateral movement of the attack.

	◘ Revoke access privileges of compromised accounts.

	◘ Change passwords for critical systems.

Eradication: 

	◘ Apply security patches to address exploited vulnerabilities.

	◘ Remove malware and clean infected systems.

	◘ Consider forensic investigation for evidence collection.

Recovery: 

	◘ Restore data from backups to a clean system.

	◘ Rebuild affected systems and applications.

	◘ Test and verify complete recovery of functionality.
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Post-Incident Activity (Lessons Learned) 
A cyber incident doesn’t end with recovery. It’s crucial to learn from the experience to 
improve your security posture. Here’s what you should do:

Lessons Learned Conduct a post-mortem analysis to identify weaknesses 
exploited in the attack.

Security Improvements Update your incident response plan based on lessons learned.

Employee Training Revise employee training programmes to address new threats 
and vulnerabilities.

Security System Updates Address identified weaknesses in your security controls and 
infrastructure.

Example: Let’s consider a scenario where a company experiences a 
ransomware attack. An employee clicks a malicious link in 
a phishing email, unknowingly downloading malware onto 
their computer. The malware encrypts the company’s data, 
rendering it inaccessible.
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How to Apply the Incident Response Process
1.	Preparation: (This happened before the attack)

	◘ The company already has an incident response plan in place, outlining roles and 
responsibilities for each team member.

	◘ Security awareness training has educated employees on identifying phishing attempts.

2.	Detection and Analysis:

	◘ Security monitoring tools detect unusual activity on the employee’s computer, 
including unauthorised file encryption.

	◘ The security team investigates and confirms a ransomware attack.

	◘ They determine the scope of the attack by identifying which files have been encrypted.

3.	Containment and Quarantine:

	◘ The IT team isolates the infected employee’s computer to prevent the malware from 
spreading across the network.

	◘ Network access is disabled for the compromised account.

4.	Eradication:

	◘ Unfortunately, the company doesn’t have recent backups of the encrypted data. They 
may need to negotiate with the attackers to regain access (not recommended).

	◘ The IT team focuses on eradicating the malware from the infected system.

	◘ A forensic investigation is launched to understand how the attack occurred and collect 
evidence.

5.	Recovery:

	◘ Since backups are unavailable, data recovery might not be possible. The company may 
need to rebuild critical data from scratch.

	◘ The infected system is reformatted and reinstalled with a clean operating system.

6.	Post-Incident Activity (Lessons Learned):

	◘ The company conducts a post-mortem analysis to identify weaknesses in their security 
posture. This might include inadequate employee training or lack of recent data 
backups.

	◘ The incident response plan is updated to address these weaknesses.
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	◘ Employee training is revised to emphasise phishing awareness and safe browsing 
practices.

	◘ The company invests in a robust backup solution to ensure future data recovery 
capabilities.

This example demonstrates how a structured incident response process helps organisations 
mitigate the impact of cyber attacks and improve their overall security posture.

Key Takeaways

	◘ Cyber attacks are a constant threat in today’s digital landscape. However, by 
implementing a well-defined cyber incident response and management plan, 
organisations can significantly improve their preparedness. This lesson has equipped 
you with the foundational knowledge of this critical process. 

	◘ Remember:

	▪ A comprehensive incident response plan serves as your organisation’s roadmap for 
effectively responding to security breaches.

	▪ The structured approach, divided into preparation, detection and analysis, 
containment and quarantine, eradication, and recovery, guides your team through 
each stage of an incident.

	▪ Learning from past incidents through post-mortem analysis allows you to 
continuously improve your security posture and prevent similar attacks in the 
future.

	▪ By actively managing cyber incident response, organisations can minimise 
damage, expedite recovery efforts, and maintain business continuity in the face of 
evolving threats.
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Assessment
Multiple Choice (Choose the best answer):

1.	What is the primary benefit of having a cyber incident response plan? 

a) Reduces employee workload. 

b) Minimises damage and downtime from cyber attacks. 

c) Creates a more complex IT infrastructure. 

d) Eliminates the risk of security incidents entirely.

2.	The first phase of the incident response process focuses on: 

a) Stopping the attack in its tracks. 

b) Identifying and analysing suspicious activity. 

c) Restoring affected systems and data. 

d) Updating security controls based on lessons learned.

3.	What is the main objective of the containment and quarantine phase? 

a) Remove the malware or exploit from the system. 

b) Analyse the scope and impact of the security incident. 

c) Isolate compromised systems to prevent further spread. 

d) Restore data from backups to a clean system.

True/False:

4.	A cyber incident response plan should be a static document, never needing updates. 

5.	The only way to recover from a ransomware attack is to pay the attackers. 
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Short Answer:

6.	Briefly describe three key activities within the ‘detection and analysis’ phase of the incident 
response process.

7.	Explain the importance of post-incident activities (lessons learned) in cyber incident 
response.
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Summative Assessment

KM-03-KT01: Information Security Governance and 
Compliance (5%)
Question 1: Why is it important to follow a governance framework in information security? 
Give examples.

Mark Allocation: 

	▪ Justification of importance (3 marks)

	▪ Examples (2 marks)
Total Marks: 5

KM-03-KT02: Information Security (5%)
Question 2: What are the three key ideas of information security? Describe two security 
controls used to protect data.
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Marks allocation: 

	▪ Definition of key concepts (3 marks)

	▪ Discussion of access controls (1.5 marks)

	▪ Discussion of encryption (1.5 marks)
Total Marks: 6

KM-03-KT03 and KT04: Footprinting, Reconnaissance, and 
Scanning Networks (10%)
Question 3: What are the risks and ways to protect against footprinting, reconnaissance, and 
scanning networks? How can organisations protect themselves?

Marks allocation: 

	▪ Interrogation of risks related to footprinting and reconnaissance (2 marks)
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	▪ Mitigations for footprinting and reconnaissance (2 marks)

	▪ Interrogation of risks related to scanning networks (2 marks)

	▪ Mitigations for scanning networks (2 marks)
Total Marks: 8

KM-03-KT05, KT06, and KT07: Enumeration, Vulnerability 
Analysis, and System Hacking (14%)
Question 4: What are the risks and protection methods for enumeration, vulnerability 
analysis, and system hacking? Give examples of tools used.
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Mark allocation: 

	▪ Discussion of risks related to enumeration (2 marks)

	▪ Mitigations for enumeration (2 marks)

	▪ Tools for enumeration (1 mark)

	▪ Discussion of risks related to vulnerability analysis (2 marks)

	▪ Mitigations for vulnerability analysis (2 marks)

	▪ Tools for vulnerability analysis (1 mark)

	▪  Discussion of risks related to system hacking (2 marks)

	▪  Mitigations for system hacking (2 marks). Tools for system hacking (1 mark)
Total Marks: 15

KM-03-KT08, KT09, and KT10: Malware Threats, Sniffing, and 
Social Engineering (13%)
Question 5: What are the risks and protection methods for malware threats, sniffing, and 
social engineering? How can organisations prepare?
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Mark allocation: 

	▪ Analysis of risks related to malware threats (2 marks)

	▪ Mitigations for malware threats (2 marks)

	▪ Analysis of risks related to sniffing (2 marks)

	▪ Mitigations for sniffing (2 marks)

	▪ Analysis of risks related to social engineering (2 marks)

	▪ Mitigations for social engineering (2 marks)
Total Marks: 12

KM-03-KT11, KT12, and KT13: Denial-of-Service, Session 
Hijacking, and Evading IDS, Firewalls, and Honeypots (14%)
Question 6: What are the risks and protections for Denial-of-Service (DoS) attacks, session 
hijacking, and evading IDS, firewalls, and honeypots? Give practical examples.
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Mark allocation: 

	▪ Evaluation of risks related to DoS attacks (2 marks)

	▪ Mitigations for DoS attacks (2 marks)

	▪ Evaluation of risks related to session hijacking (2 marks)

	▪ Mitigations for session hijacking (2 marks)

	▪ Evaluation of risks related to evading IDS, firewalls, and honeypots (3 marks)

	▪ Mitigations for evading IDS, firewalls, and honeypots (3 marks)
Total Marks: 14

KM-03-KT14: Hacking Web Servers (5%)
Question 7: List 3 risks and 2 protection methods for hacking web servers? Provide examples 
of tools used.

Mark Allocation: 

	▪ Risks (3 marks)

	▪ Protections (2 marks)
Total Marks: 5
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KM-03-KT15: SQL Injection (5%)
Question 8:  Describe the risks associated with SQL injection and outline the methods 
organisations can use to protect themselves against it.

Mark Allocation: 

	▪ Risks (3 marks)

	▪ Protections (2 marks)
Total Marks: 5

KM-03-KT16: Hacking Wireless Networks (5%)
Question 9: Describe the risks and protection methods of hacking wireless networks. 
Mention tools used in this process.
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Mark Allocation: 

	▪ Risks (2 marks)

	▪ Protections (3 marks)
Total Marks: 5

KM-03-KT17: Hacking Mobile Platforms (5%)
Question 10: What are the risks and protection methods for hacking mobile platforms? How 
can organisations protect mobile devices?

Mark Allocation: 

	▪ Risks (3 marks)

	▪ Protections (2 marks)
Total Marks: 5

KM-03-KT18: IoT Hacking (5%)
Question 11: Explain the risks and protection methods of IoT hacking. How can organisations 
secure their IoT devices?
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Mark Allocation: 

	▪ Risks (3 marks)

	▪ Protections (2 marks)
Total Marks: 5

KM-03-KT19: Cloud Computing (4%)
Question 12: What are the risks, threats, vulnerabilities, and protection methods for Cloud 
computing? Provide examples.

Mark Allocation: 

	▪ Risks (3 marks)

	▪ Protections (2 marks)
Total Marks: 5
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KM-03-KT20: Cryptography (5%)
Question 13: Define Cryptography, and discuss the risks and protection methods associated 
with cryptography. Why is it important?

Mark Allocation: 

	▪ Definition (1 mark) 

	▪ Risks (2 marks)

	▪ Protections (2 marks)
Total Marks: 5

KM-03-KT21: Cyber Incident Response and Management (5%)
Question 14: Explain the key concepts and principles of cyber incident response and 
management. How should organisations respond to a cyber incident?
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Mark Allocation: 

	▪ Key concepts (3 marks)

	▪ Response strategies (2 marks)
Total Marks: 5

Summary of Marks and Weighting  
KM-03-KT01: 6 marks

KM-03-KT02: 5 marks

KM-03-KT03 and KT04: 8 marks

KM-03-KT05, KT06, and KT07: 15 marks

KM-03-KT08, KT09, and KT10: 12 marks

KM-03-KT11, KT12, and KT13: 14 marks

KM-03-KT14: 5 marks

KM-03-KT15: 5 marks

KM-03-KT16: 5 marks

KM-03-KT17: 5 marks

KM-03-KT18: 5 marks

KM-03-KT19: 5 marks

KM-03-KT20: 5 marks

KM-03-KT21: 5 marks

Total 100 marks

Learner score Score achievable Percentage (%)

100 %


